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Abstract

Pharmacy inventory control systems require proper and timely data management to be able
to supply medicines and function as such. The study conceptualized and tested a Firebase-
based system of pharmacy inventory control. The system was conceptualized in the web
and Android platforms with the key objectives of enabling real-time synchronization,
tracking, and reporting functionalities. Capability measurement from utilizing the COBIT
2019 method was utilized in evaluating system governance and operational performance.
Four key processes are BAIO3 (Identification and Build of Managed Solutions), DSS01
(Managed Operations), DSS02 (Managed Service Requests and Managed Incidents), and
MEAO1 (Managed Performance Monitoring) were chosen shortlisted and mapped to
system indicators. Seven pharmacy employees were subjected to the assessment with a
Likert-scale questionnaire. The results showed that three processes attained Capability
Level 4 (Predictable) and one attained Capability Level 5 (Optimizing), i.e., the system
petforms predictably and allows continuous improvement. Weakness points despite
deployment of the system with proof of handling data with ease and responsiveness were
the fact that the sample size of respondents was small and one pharmacy only had it
deployed. Much more must be done to experiment with the system in different
environments and explore integration with third-party platforms for further scalability and
adherence to governance.

Keywords: pharmacy system; Firebase; COBIT 2019; capability level; inventory
management

1. INTRODUCTION

Effective management of pharmacy stock is not just a matter of operational
efficiency it’s a critical component in ensuring uninterrupted healthcare services,
particularly in developing countries. In today’s healthcare settings, especially in
countries like Indonesia, pharmacies face growing pressure to maintain consistent
drug availability, reduce service delays, and improve the precision of
pharmaceutical transactions [1], [2]. Unfortunately, most pharmacies still rely on
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outdated manual or semi-digital stock management methods. These outdated
systems frequently lead to numerous issues such as data inconsistencies, human
error, and inefficiencies in restocking procedures [3]. The consequences are
tangible: patients often face medicine shortages, staff waste time on repetitive
manual tasks, and the system as a whole becomes more vulnerable to error and
inefficiency.

This ongoing dependency on manual operations underlines a crucial need for
integrated and real-time digital systems that can modernize pharmaceutical stock
handling. Such systems must be capable of synchronizing data across departments,
ensuring traceability of every stock movement, and maintaining compliance with
healthcare regulations [4], [5]. Prior research has advocated for the adoption of
various computer-based solutions in pharmacy management. For instance, Raut et
al. [6] introduced a cloud-based e-pharmacy platform designed for real-time stock
updates and improved customer service. Likewise, Syafariani et al. [7] highlighted
the potential of a web-based drug transaction system to eliminate manual errors
and reduce input inefficiencies. These contributions showcase promising
directions, but they often fall short in evaluating how such systems align with
broader governance and data management standards.

Moreover, technical innovations like Firebase-based platforms and digital
dashboards have been tested with encouraging outcomes in other healthcare
contexts. Ghanem et al. [§] implemented Firebase within a hospital information
system, enabling synchronized and secure clinical data exchange. However, its
application remained largely confined to patient records rather than stock-related
operations. Dhina et al. [9] demonstrated the use of digital dashboards in
monitoring pharmaceutical education labs, proving real-time monitoring benefits.
Additional studies have introduced features like location-based pharmacy apps and
teleconsultation capabilities [10], yet these innovations often prioritize user-facing
functionality over backend governance and performance evaluation frameworks.

What is notably missing in these prior approaches is a comprehensive, governance-
centered analysis that evaluates the effectiveness and maturity of these systems. It’s
one thing to implement a functional digital tool, and quite another to determine
whether that tool meets long-term operational, regulatory, and strategic goals.
COBIT 2019, a globally recognized framework for IT governance, offers a robust
mechanism for such an evaluation. It assesses processes from Level 0 (Incomplete)
to Level 5 (Optimizing), helping organizations identify how well-defined and
controlled their IT systems truly are. With this lens, it becomes possible to
understand not just whether a pharmacy stock management system works—but
how mature, efficient, and reliable it is according to internationally accepted
standards [11], [12], [13].
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This study, therefore, proposes the development of a Firebase-powered pharmacy
stock system evaluated through four specific COBIT 2019 processes: IBM03
(Managed Solution Identification and Build), DSS01 (Managed Operations),
DSS02 (Managed Service Requests and Incidents), and MEAO1 (Managed
Performance Monitoring). By integrating these COBIT components, the research
shifts focus from basic functionality to strategic governance alignment. The goal is
to examine whether the system can not only manage inventory in real-time but also
support robust data integrity, streamline operations, and ensure regulatory
compliance. Such an approach empowers decision-makers to pinpoint which
process areas align with governance best practices—and which areas demand
further optimization and oversight [14].

2. METHODS

This research employs a case study method focused on the design and evaluation
of an electronic inventory management system for pharmacy inventory. This
research was conducted at Sumber Sehat Pharmacy in Ujungbatu, which used to
be manually keeping track of its drugs' inventories through written records and
spreadsheet programs. This study uses a design and evaluation methodology,
which combines system development and governance-based evaluation through
the COBIT 2019 capability level model. The research work is conducted in five
stages: (1) requirement analysis and process modeling, (2) Android and Firebase-
based system implementation, (3) application in pharmacy, (4) functional testing
and user evaluation, and (5) IT process capability assessment through COBIT
2019. The research design workflow is shown in Figure 1.
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Figure 1. Research Design
2.1. System Development
The inventory management system was developed using Android Studio for the

mobile application and Firebase for the backend [15], [16]. Firebase entities used
were Realtime Database to synchronize data, Authentication to manage user
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access, and Hosting for deployment. UML diagrams such as use case and activity

diagrams were utilized for system modeling to model requirements and define user
flows [17].

Input
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Figure 2. Use Case Diagram of the Pharmacy Stock Management System

The main features developed ate account login, reading/writing of stocks of
medicines, displaying lists of stocks, and generating stock movement reports. The

system's interface was designed easy to use for pharmacy staff with minimal
technical experience.
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Figure 3. Firebase Architecture

2.2. Functional Testing

For verification that the features implemented were working as needed, black-box
testing was carried out. Test cases for every important function, such as login, stock
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changes, and reporting, were defined. Every function was tested against predicted
outcomes for normal and edge-case inputs [18], [19].

2.3. Capability Evaluation Using COBIT 2019

The system was evaluated based on COBIT 2019, which provides Capability
Levels ranging from 0 (Incomplete) to 5 (Optimizing) for all processes. This study
selected four processes within three domains that are relevant to system operation
and user perception:

Table 1. Capability Evaluating

COBIT Domain Process Code Indicator Process Name
BAI BAIO3 Data Managed Solution
Management Identification and Build
DSS DSS01 Ease of Use Managed Operation

DSS02 Performance Managed Service
Requests and Incidents
MEA MEAO1 Monitoring Managed Performance
Monitoring

Each activity was associated with a survey item: BAIO3 for handling data; DSS01
for ease of use; DSS02 for performance; and MEAO1 for monitoring [20], [21].
The questionnaire for the users used a 4-point Likert scale (1 = Don't Agtree, 4 =
Strongly Agree), with three to four statements for each measure [22], [23]. To
evaluate the system’s capability level, a structured questionnaire was developed
based on COBIT 2019 domains and relevant user experience indicators. Table 2
outlines the full list of questions mapped to each evaluated process.

Table 2. Questionnaire
Indicator Process Survey Question
Ease of Use DSS01 The system interface is easy to understand
and navigate
I can complete task with minimal guidance
System functions behave as expected during

daily use
Data BAIO3 I can add, edit, and remove inventory data
Management without confusion

The data saved reflects real conditions in the
pharmacy accurately
Stock data is consistently updated across
devices

Monitoring MEAO1 I can easily view inventory stock and
movement history
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Indicator Process Survey Question

The system provides useful feedback when
changes are made
Reports or dashboards are clear and support
daily decisions

Performance DSS02 The system responds quickly when I input or
retrieve data
Features load consistently without crashes or
delays
I can complete stock transactions
(input/output) without technical issues

Responses were grouped by indicator, and the average of three questions per
process was used to determine the capability level score. These scores were then
translated into percentages and mapped to COBIT 2019 capability levels.

2.4. Respondents and Data Collection

Seven pharmacy personnel participated in the evaluation, consisting of six
employees and a registered pharmacist. They were selected purposively based on
their function in inventory activities. Respondents completed the questionnaire
following a two-week pilot test on the system, and responses were averaged per
process.

Table 3. Respondent

Code Respondent
R1 Pharmacist
R2 Staff 1
R3 Staff 2
R4 Staff 3
R5 Staff 4
R6 Staff 5
R7 Staff 6

2.5. Capability Scoring and Conversion

The capability measure in this study is derived from the COBIT 2019 framework
by ISACA, which offers six capability levels of process capability between 0 and 5
[24], [25]. The level should reflect the degree of accomplishment with respect to
process performance and governance. Evaluation was conducted by converting
mean Likert-scale values to percentages and equivalent capability level based on
the criteria in Table 4. Each mean score was then multiplied by the number of
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testers (7) and divided by the top scorer (28) to obtain a percentage value, which
was converted to a capability level with the following scale:

Table 4. Capability Scoring and Conversion
Level Name Range Definition

0  Incomplete 0-16%  The process is not implemented or fails to
achieve its intended purpose

1 Performed 17-33% The process achieves its purpose but lacks
structure and documentation

2 Managed 34-50% The process is planned and executed in
accordance with policy and tracked

3 Established ~ 51-66% The process is well-defined, standardized,
and integrated with other processes

4 Predictable = 67-83% The process operates within defined limits
to achieve consistent outcomes

5  Optimizing >84%  The process is continuously improved to
meet relevant current and future needs

This is a perception-based evaluation, not a formal audit. It provides a sense of
how users evaluate the capability of system processes in real use, which is useful in
early-stage system deployment and iteration.

3. RESULTS AND DISCUSSION
3.1. System Implementation Results

The development and deployment of the pharmacy inventory management system
using Android and Firebase technologies yielded highly encouraging outcomes.
Designed to simplify and digitize core inventory operations, the system offered key
functionalities including secure user authentication, real-time stock input and
output, seamless report generation, and a user-friendly dashboard. From the
outset, the interface was designed with simplicity in mind, ensuring that even
personnel with limited technical expertise could navigate and operate the system
efficiently.

Over a trial period of two weeks, the system was implemented and tested in a real-
world pharmacy environment by actual staff. The pharmacy personnel engaged
with the application daily to input drug stocks, monitor inventory levels, update
records, and generate reports. The test environment was not simulated—staff
worked under actual operational conditions, which provided a realistic and robust
setting to evaluate the system’s performance and usability. During this phase, users
registered accounts (Figure 4), managed stock entries (Figure 5), and accessed real-
time reporting tools (Figure 6). The intuitive structure of the application helped
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reduce the training curve significantly, and users quickly adapted to the new digital
workflow.

Daftar Akun Karyawan

J Kembali Ke Menu Apoteker

Untuk login akun gmailnya harus terdaftar di firebase, bila belum

silahkan daftar dulu karyawannya

(]

DAFTAR

Figure 4. Pharmacy Employees Account Registration

Tambah Stock Obat
Stock Obat

Cari

paracetamol
No Batch : 123
Jumlah Stock : 15 papan

Nama Obat
bufacaryl No Batch
No Batch : 123456
Jumlah Stock : 30 papan
- @D € Kemasan

Figure 5. Drug Stock Pharmacy Employee
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Data laporan Stok Obat

Cari Obat

No NamaObat NomorBatch Kemasan Tipe Jumlah Stock Sisa Penginput Tgl Input Produksi  Expired  Aksi

12-2-2022  12-2-2023 mm

1 paracetamol 123 papan Masuk 40 40 harry ganteng ~ Tue 10-01-2023 12:43:333

2 paracetamol 123 papan Keluar 20 20 harry ganteng ~ Tue 10-01-2023 12:44:21

3 paracetamol 123 papan Keluar 10 15 harry ganteng ~ Tue 10-01-2023 12:44:30

Figure 6. Drug Stock Report

Functional reliability of the system was confirmed using black-box testing
methods, which focused on evaluating the system based on inputs and expected
outputs without knowledge of internal code structures. This form of testing
ensured a user-centric evaluation, as it mimicked how real users interact with the
application. As shown in Table 5, each core functionality of the system was
thoroughly tested—including login procedures, stock entry, real-time monitoring,
data editing, and report generation. The system performed optimally under normal
and boundary conditions. No critical failures or performance bottlenecks were
recorded during the testing phase, and all inputs produced the correct, expected
outputs within seconds.

Table 5. Black-Box Testing on the Pharmacy Inventory Management System

Feature Input Expected Response
Tested Descgption Oll:.)ltpllt Actual Output Tf)me Tester Status
User Login ~ Valid Redirect to Redirected < 2 seconds Pharmacist ~ Passed
username and apptroptiate user cortectly
password dashboard
Stock Input Drug name, Data saved and Data saved and < 3 seconds Staff Member  Passed
(Android) quantity, and synced in visible in web 1
price Firebase view
Stock Firebase- Real-time display ~ Displayed < 2 seconds Pharmacist ~ Passed
Monitoring  connected of updated stock  correctly and
(Web) dashboard promptly
. Modify Changes updated ~ Reflected <2seconds  Staff Member Passed
Edit Stock Da&%antity via and reflected live  immediately on 2
web both platforms
Report Request daily ~ Report PDF generated < 5 seconds Pharmacist ~ Passed
Generation  PDF export  downloadable as  successfully
PDF

The real-world implementation demonstrated that the system is not only

technically sound but also highly adaptable to the daily workflows of pharmacy
personnel. Every core feature worked as intended, and response times remained
consistently low contributing to a seamless user experience. Staff members
reported an observable improvement in accuracy and efficiency, citing that the
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system reduced the number of manual steps required to manage inventory and
decreased the likelihood of errors. Additionally, the successful integration of
Firebase ensured that data synchronization across platforms (mobile and web) was
immediate and reliable.

The results affirm that the Firebase-based pharmacy inventory system is both
operationally viable and well-received by end users. Its performance under
practical conditions showcases the system's readiness for broader implementation
across similar healthcare environments. The system’s smooth functioning, stability,
and user acceptance position it as a scalable solution for modernizing pharmacy
stock management in resource-constrained settings.

3.2. Capability Evaluation

To assess the system’s governance alignment and functional maturity, a capability
evaluation was conducted based on four critical processes from the COBIT 2019
framework. These were: DSS01 (Managed Operations), BAIO3 (Managed Solution
Identification and Build), MEAO1 (Managed Performance Monitoring), and
DSS02 (Managed Service Requests and Incidents). Each of these processes was
mapped to a key performance indicator: ease of use, data management, monitoring,
and performance, respectively. This mapping allowed for a structured evaluation
that connects technical usability with governance-level expectations.

The evaluation was carried out after a two-week pilot where pharmacy staff
engaged daily with the system. A structured questionnaire containing Likert-scale
items was used to capture users’ perceptions across the four indicators. Each
pharmacy personnel answered three Likert-style questions for each indicator,
resulting in a cumulative evaluation dataset. Seven pharmacy employees (R1-R7)
participated, and the individual scores across all indicators are presented in Table
6. The scoring followed a four-point Likert scale (1 = Poor, 4 = Excellent), and
each respondent’s answers were averaged per indicator.

Table 6. Maturity Level Scoring Based on Likert Evaluation

Respondent Ease of Use Data Management Monitoring Performance

R1 3 3 4 4
R2 3 3 3 3
R3 3 3 3 3
R4 2 3 4 3
R5 3 3 3 4
R6 3 3 3 3
R7 3 3 3 4

Each score represents the average of 3 Likert questions per indicator.
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Following this, total scores for each indicator were computed (maximum possible
score = 28) and converted into percentages. These percentages were then mapped
against COBIT 2019's capability level chart, which defines maturity levels from 0
(Incomplete) to 5 (Optimizing). The conversion and corresponding capability
levels are outlined in Table 7, providing a clear visual representation of the system's
performance within each governance area.

Table 7. Capability Evaluation Based on COBIT 2019

Process Indicator Total Score % Score  Capability Level
DSS01 Ease of Use 20 71,4% 4 — Predictable
DSS02 Performance 24 85,7% 5 — Optimizing
BAIO3 Data Management 21 75% 4 — Predictable
MEAO1  Monitoring 23 82,1% 4 — Predictable

As demonstrated in Table 7, the system achieved particularly high marks for
performance (DSS02), reaching Capability Level 5 — Optimizing, which indicates
that this aspect of the system is functioning at the highest governance standard.
This means that system responses were not only timely and consistent but are likely
to improve further due to built-in feedback and monitoring mechanisms.
Pharmacy personnel experienced smooth, real-time processing without notable
delays or errors, validating the system’s readiness for mission-critical deployments.

The remaining areas ease of use (DSSO1), data management (BAIO3), and
monitoring (MEAO1) all achieved Capability Level 4 — Predictable. This level
suggests that these processes are well-documented, repeatable, and reliable, with
minimal deviation in output. Users found the interface straightforward, data
handling consistent, and system monitoring intuitive and reliable. These aspects
create a stable foundation for digital pharmacy operations, even in resource-limited
environments.

The COBIT 2019-based evaluation reaffirms the maturity, reliability, and
scalability of the developed system. The performance optimization evident in
DSS02, alongside the predictability in other domains, illustrates a strong
governance backbone. This positions the Firebase-based system not just as a
functional tool but as a strategically mature solution fit for expansion across
broader healthcare ecosystems.

3.3. Discussion and Analysis
The test results provide strong evidence that the pharmacy stock management
system has reached a mature capability level across all four key process domains

defined by COBIT 2019. These findings indicate that the system is not only
functionally sound but also strategically aligned with IT governance principles,
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which is a significant achievement for digital transformation efforts in healthcare.
However, while the performance metrics are promising on the surface, a deeper
analysis reveals several important dimensions that need to be considered before
drawing comprehensive conclusions.

To begin with, the high performance in BAIO3 (Data Management) and DSS02
(Service Requests and Incidents) reflects the technical strength of the system,
especially in terms of its ability to handle data uniformly and synchronize stock
information in real-time. This capability is largely attributed to the solid
architecture of Firebase, which enables real-time updates and concurrent data
handling with minimal lag. These results affirm the system’s readiness to support
dynamic pharmacy operations where timing and accuracy are critical.

Similarly, results from DSS01 (Managed Operations) and MEAO1 (Performance
Monitoring) demonstrate that users were able to interact with the system in a stable
and consistent manner. The interface design, workflows, and overall usability
appear to align well with the existing pharmacy processes. This indicates a good
degree of design fit the system was built not just for functionality but with real
operational workflows in mind. When a digital system integrates seamlessly into
the existing routines of its users, adoption becomes smoother, and efficiency
naturally improves.

That said, the evaluation methodology itself has limitations that must be
acknowledged. The assessment was based solely on user perception, using Likert-
scale ratings, which are inherently subjective. Although the study involved seven
pharmacy staff members, this sample size is quite limited and represents just one
operational context. It may not adequately capture the diversity of experiences and
user behaviors present in different pharmacies, particularly in rural or
infrastructure-poor settings. Furthermore, participants’ previous exposure to
technology or lack thereof can influence their ratings, either positively due to
novelty or negatively due to confusion. These factors may skew the results and
limit the generalizability of the capability scores.

In practice, several operational challenges emerged during system deployment.
One of the key issues was the varying levels of digital literacy among staff. While
some users quickly adapted to the interface, others needed additional guidance,
especially when navigating multi-step functions like stock reporting or performing
data synchronization tasks. This highlighted a clear need for more structured user
onboarding and hands-on support during early system adoption. Furthermore,
internet connectivity issues occasionally disrupted synchronization between the
mobile application and Firebase’s cloud database. Though these interruptions were
temporary, they could compromise the system’s promise of real-time data
accuracy—especially in remote locations where connectivity is inconsistent.
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To improve the system’s adoption and perceived capability moving forward,
several enhancements should be prioritized. First, incorporating offline capabilities
or cached synchronization would make the system more resilient in low-bandwidth
environments. Second, simplifying user flows—especially in multi-step tasks—can
enhance usability and reduce friction. Lastly, implementing a robust training and
onboarding program, tailored to varying digital literacy levels, would help ensure
smoother adoption across diverse pharmacy settings.

In summary, while the system demonstrates strong technical foundations and
aligns well with COBIT 2019 capability levels, it is not without limitations.
Addressing these usability, training, and infrastructure-related challenges will be
key to ensuring broader scalability and long-term impact. Once these barriers are
addressed, the system will not only maintain its high capability levels but also
deliver more consistent results across varied healthcare environments—
transforming pharmacy inventory management with minimal added burden on
infrastructure or personnel.

4. CONCLUSION

This study finds that the development and deployment of an Android-based, web-
enabled, and Firebase-integrated stock management system significantly reduced
inefficiencies commonly found in manual pharmacy inventory practices. Through
user and functional testing, the system proved to be highly usable, responsive, and
capable of maintaining structured and governed data processes. Its maturity was
validated with capability levels reaching Level 4 (Predictable) and Level 5
(Optimizing), based on COBIT 2019 criteria. The system enhances precision,
traceability, and operational efficiency, making it a practical and scalable solution
for other pharmacies facing similar challenges. Its lightweight and cloud-based
architecture supports broader applicability, aligning well with national digital health
initiatives. Future developments may focus on integrating third-party services and
expanding the system for multi-branch management, further strengthening its role
in modernizing pharmaceutical operations.
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