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Abstract

This study examines the perceptions, behaviour, and digital experiences of African youth
in relation to online misinformation and hate speech. Using a large-scale, cross-national
survey with 10,005 valid responses, the research relies on both statistical clustering and
deep learning-based autoencoder models to group youth together based on their trust in
information, concern about misinformation, verification behaviours and platform usage.
The dual-method analysis highlights three distinct behavioural and attitudinal clusters of
youth, denoting different levels of digital skeptical engagement, exposure, and civic
engagement. The findings highlight the heterogeneity within the youth population and
emphasize that a one-size-fits-all approach to combating misinformation is insufficient.
Notably, youth with high concern also demonstrated strong verification habits, while less
engaged clusters exhibited low concern and limited digital resilience. These insights offer a
foundation for designing cluster-specific interventions and media literacy strategies that are
regionally and behaviourally responsive. This combination advances research through
unsupervised deep learning on large social survey data, as well as demonstrating the utility
of deep learning in revealing latent behaviours. The implications of this study's findings are
timely for educators, policy makers and digital platforms more broadly, that want to foster
informed and safe digital participation for African youth. As scalable, data-driven
framework is a contribution towards an inclusive digital policy package for varied youth
realities that exist in an African context.

Keywords: Online Misinformation, Hate Speech, African Youth, Deep Learning, Media
Literacy, Digital Behaviour, Social Media Platforms

1. INTRODUCTION

The rapid digital transformation sweeping across Africa has ushered in
unprecedented access to information, fostering social connectivity and amplifying
civic engagement. Yet, this digital boon comes with a darker undercurrent: the
escalating challenge of online misinformation and hate speech both of which have
become increasingly pervasive and potentially harmful in recent years [1, 2].
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Misinformation, defined as false or misleading content presented as factual, and
hate speech, which targets individuals or groups based on identity markers, have
found fertile ground on social media platforms, particularly among Africa’s
growing digital youth population [3, 4].

Young people, who represent the demographic majority across the continent, are
among the most enthusiastic users of digital platforms. Their significant
engagement in online spaces opens up opportunities for education and civic
participation. However, it simultaneously exposes them to manipulated narratives,
conspiracy theories, and coordinated disinformation campaigns [1, 5]. The
consequences of such exposure are far-reaching ranging from weakened
democratic participation and increased political and ethnic polarization to the
incitement of violence and discriminatory ideologies [6, 7]. Despite these risks,
there remains a dearth of empirical research on how African youth perceive,
process, and counter these online threats [8, 9].

This study seeks to address that critical research gap by applying a novel analytical
framework: the integration of statistical clustering and deep learning-based
unsupervised learning techniques to behavioral survey data. This methodological
innovation, rarely applied in African digital research, enables a nuanced mapping
of youth perceptions, behaviors, and concerns surrounding misinformation and
hate speech online [4, 10]. The approach goes beyond description it offers a
foundational tool to tailor policy, educational initiatives, and technological
interventions based on behavioral segmentation.

The significance of this research is threefold. First, it delivers a large-scale, data-
driven exploration of a crucial yet understudied demographic in the global
misinformation ecosystem. Second, it employs advanced computational methods
that are not typically utilized in African social science research, allowing for the
discovery of meaningful behavioral patterns [11, 12]. Third, it produces actionable
insights for policymakers, educators, and digital platforms aiming to create
context-specific solutions to mitigate harmful online content.

Grounded in digital literacy and risk-assessment theory, this study acknowledges
that youth differ in their trust levels, verification habits, and exposure to digital
content—shaped by their individual access, perceptions, and behaviors. It
investigates not just what African youth encounter online, but how they interpret,
validate, and react to different types of information. By segmenting youth based
on these behaviors and perceptions, this research enhances the broader field of
digital risk assessment and contributes to developing youth-centered responses in
Africa’s evolving digital landscape.
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Accordingly, the study aims to identify and analyze distinct behavioral and
attitudinal clusters among African youth regarding misinformation and hate
speech, leveraging unsupervised machine learning. The research is guided by four
key questions:
1) How many distinct groups of African youth can be identified based on
their concerns about online misinformation and hate speech?
2) What are the key similarities and differences in perspectives among these
identified groups?
3) Which variables and concerns most significantly characterize each youth
group’s perception of online misinformation and hate speech?
4) How can insights from this study inform policies or strategies to combat
online misinformation and hate speech in Africa?

2. LITERATURE REVIEW

The spread of online misinformation and hate speech is one of the most defining
issues of the digital age. There have been a number of studies looking at the spread
of false information across social media, its psychological effects on users, and
approaches to limiting that impact. While there is widespread urgency around these
issues, there is an enormous gap in research in the case of the African context,
especially concerning youth. This literature review critically analyses current
research in five broad areas: age-specific susceptibility of youth to misinformation,
the behavioural and cognitive consequences of misinformation, the regional
implications of misinformation in Africa, digital platforms as dissemination
mechanisms for misinformation, and machine learning and deep learning in
understanding misinformation.

2.1.  Youth Susceptibility to Misinformation

Multiple researchers have asserted that youth are most vulnerable to
misinformation due to a combination of high digital engagement and low media
literacy. Calvillo et al. [13] claimed that belief in misinformation often had a
relationship with cognitive style and emotional salience, demographic traits often
experienced within youth populations. Ikhlas et al. [8] called attention to critical
thinking skills and verification behaviour in university students. Duffy et al. [9]
expressed that overconfidence in digital skills often relates to lower discernment
regarding falsely identified content about things like misinformation and
disinformation. Vosoughi et al. [14] also agreed that youth are more likely to share
sensational misinformation among lots of social-media users, as long as it relates
to them or their social identity. This all points to some of the psychological and
developmental factors that contribute to vulnerability among the youth [15].
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2.2. Behavioural and Cognitive Impacts of Misinformation

The psychological and behavioural effects of misinformation are cleatly
understood. D’Errico et al. [16] and Zhou et al. [17] explored how exposure to
misinformation online can affect emotional attitudes, trust, and offline behaviouts.
Wachs et al. [18] connected repeated exposure to misinformation to interpretation
of hate speech as normal and a decrease in civic engagement among adolescent
participants. Frissen et al. [19] observed that increased interaction with
disinformation networks exacerbated political cynicism and social alienation.
Pennycook and Rand [20] provided empirical evidence that showed that the
cognitive laziness of individuals is associated with being misinformed about fake
news, and therefore, they were less likely to engage in deliberate reasoning, and
others have called for increased media literacy. All of this informs the necessity to
measure not only exposure, but also the attitude and levels of concern of youth; as
well.

2.3. Regional Studies in Africa

Although this is a global issue that has generated countless debates, relatively few
studies have examined the context of Africa. Madrid-Morales et al. [2] conducted
one of the broadest surveys on trust in media and misinformation in South Africa
and found that young urban South Africans were especially vulnerable. Macharia
and Ong’ong’a [1], studied Kenyan youth and found low levels of fact checking
despite concern about the consequences of fake news. Arfaja et al. [6] and Fisher
et al. [21] found a need for localized misinformation policies since there are
variations in culture and technology throughout Africa. Adegbola and Ojo [22]
studied digital literacy gaps in Nigeria and found that education did not immunise
young people from the rapid spread of misinformation in politicised contexts;
Ojebuyi and Salawu [7] and Gaysynsky et al. [23] examined media distrust and
ethnic framing's contributions to youth exposure to hate speech in West Africa.
The research indicates the necessity for a data-driven, continent-wide
segmentation of youth perceptions, to which this study will contribute.

2.4. Digital Platforms as Vectors of False Information

Platforms such as Facebook, WhatsApp, Twitter, etc. play a primary role in the
dissemination of misinformation [24, 25]. Tandoc et al. [3] classified platforms
such as Facebook, WhatsApp, and X (formally Twitter) as highly risky, mainly
because they have a high speed of virality and limited moderation policies due in
part to their non-Western origins. Norabid et al. [4] documented how
misinformation spreads on WhatsApp through emotional pathways that elude
conventional means of detection. Adekunle and Kajumba [26] documented how
TikTok and Instagram served as engines political misinformation during election
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cycles across Africa. Macharia and Ong’ong’ [1] documented that the young
population in Kenya developed a reliance on social media and did not regularly use
verification methods. Abdulazeez et al. [27] noted that in Nigeria, the way platform
algorithms produced echo chambers only encouraged the continuing spread of
misinformation. This experience is particular to the youth population across Africa
that routinely engages in a mobile-based messaging and video format.

2.5. Machine Learning and Deep Learning Applications

There is much ongoing research utilizing machine learning (ML) and deep learning
(DL) in misinformation detection and classification. Mishra et al. [10] and Mackey
et al. [12] used CNNs and RNNs for fake news detection with high accuracy but
this area is often not interpretable. Norabid et al. [4] used clustering to detect
impersonator community members to identify clusters where misinformation was
spread. Zannettou et al. [28]used latent semantic indexing to extract features for
misinformation detection. Zhang et al. [11] discussed hybrid models that involved
combining bert and autoencoders to classify misinformation in multilingual
datasets. Jiang et al. [29]used graph-based learning models to map the networks of
users to detect misinformation usage patterns. However, there have been few
studies that apply unsupervised learning approaches to behavioural survey data,
and even fewer that conduct deep representation learning in user categories based
on trust, concerns about information accuracy, and verification behaviours [30,
31]. This methodological domain is inadequately examined.

The literature shows substantial gaps regarding methodology; population focus
and context. Data-driven misinformation studies have underrepresented African
youth - only segmentations of the population in literature exist - and especially the
consideration of clustering behavioural patterns based on individual perceptions,
concern, verification behaviour, and exposure to platforms are inadequately
accounted for. This study helps to address these gaps through the integration of
statistical and deep learning methods to extract useful clusters latent among youth
populations, identifying some explanatory understanding of their behaviours as
well as implications for policy in the African context.

3. METHODOLOGY

The study used a mixed-method computational approach that integrates statistical
and deep learning approaches to identify, characterize, and interpret patterns in
perceptions of African youth towards online misinformation and hate speech. As
illustrated in Figure 1, data collection, processing, and analysis were designed
around four main phases: 1) pre-processing the data; 2) clustering the data using
traditional statistical modelling; 3) clustering the data using deep learning; and 4)
profiling and visualising the clusters.
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Figure 1. Methodological workflow of the study
3.1. Data Collection and Preprocessing

An online study targeting African youth to create a dataset relevant to the studies
objectives. To maximize geographic and demographic reach, we administered the
questionnaire digitally via platforms, including LinkedIn, Facebook, Jobweb
Africa, and X (formerly Twitter). Jobweb Africa is among the major employment
platforms in Africa, now operating in eight countries: Ghana, Kenya, Zambia,
Uganda, Ethiopia, Tanzania, Nigeria, and Rwanda. The data was collected over a
period of eight months, from March 2024 to November 2024. The study's
objectives were articulated explicitly with responses restricted to African countries.
All ethical guidelines were rigorously observed during the data collection process.
The confidentiality of respondents was maintained, ensuring that no response
could be linked to any individual respondent. The study employed a non-
probability sampling technique, specifically convenience sampling. The survey
contained 15 variables, consisting of demographics (age, gender, country), reported
behaviours (information verification practices, platform use), and reported
attitudes (trust in online content, worry about misinformation). The data recovered
contained 10,005 valid responses. Among the respondents, as shown in Table 1,
31.99% were aged 15-20 (3,201), 34.27% were aged 21-25 (3,429), and 33.73%
were aged 26-30 (3,375). In terms of gender, 49.00% identified as female (4,902),
and 51.00% as male (5,103). Table 1 highlights the top 10 countries with the
highest number of respondents, offering insight into the primary national contexts
represented in the study. The first round of data preprocessing involved renaming
the columns to improve clarity. Missing values were checked across all fields and
none were found. Categorical binary variables such as “Yes/No’ were converted to
numeric (1/0) encoding. Using a MultiLabelBinarizer, features labelled as
"Information Interests", "Platforms", "Information Sources", and "Encountered
Content Type" were multi-hot encoded, creating binary feature columns for every
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label. The resulting feature space consisted of 47 columns. The data was
standardised with StandardScaler to be on the same scale prior to clustering.
While the dataset is extensive and diverse, a key limitation is its reliance on digital
access and self-selection, which may underrepresent offline or lower-literacy youth.
These limitations are discussed further in the limitation section.

Table 1. Demographic profile of respondents

Question Options Respondents  Percentage
Your age 15-20 3201 31.99
21-25 3429 34.27
26 - 30 3375 33.73
Gender Male 4902 49
Female 5103 51
Which country do you  Kenya 309 3.09
come from? Ghana 297 2.97
Central African 296 2.96
Republic
Zimbabwe 273 2.73
Somalia 272 2.72
Guinea 266 2.66
Malawi 264 2.04
Nigeria 263 2.63
Zambia 261 2.01
Rwanda 261 2.01

3.2. Clustering using K-means (Statistical Baseline)

K-means clustering was initially used as a statistical baseline model to obtain
natural clusters. The number of clusters was evaluated using the Elbow Method,
Silhouette Score, Calinski-Harabasz Index, and Davies-Bouldin Index. K-means
was run on the standardized dataset, and the resulting group assignments were
retained in order to profile further. The clustering was essential for profiling the
youth and grouping similar misinformation patterns for a detailed analysis.

3.3. Deep Learning-Based Clustering

A deep clustering model based on an autoencoder was developed to capture
nonlinear and abstract behaviours. The autoencoder was an encoder with an input
layer leading to Dense (32, ReLU) and Dense (16, ReLLU) layers, and a decoder
with Dense (32, ReLU) layers leading back to the original 47 dimensions of output.
The model was trained over 30 epochs with a batch size of 256, using mean
squared error loss and the Adam optimizer. The standardized data was then
clustered using K-means on the encoder's 16-dimensional latent representation of

1920 | Deep Learning and Statistical Models to Analyse Online Misinformation and .....



Journal of Information Systems and Informatics
Vol. 7, No. 2, June 2025

p-ISSN: 2656-5935 http:/ /journal-isi.org/index.php/isi e-ISSN: 2656-4882

the data. This enabled the model to use compressed behavioural features that
would not typically be captured with normal models.

3.4. Cluster Profiling and Visualization

Segmentation from both statistical and deep learning clusters were explored by
behaviour, demographics, and engagement in the platform. Within the
visualization we used bar plots for demographic and behavioural variables, radar
charts for behavioural fingerprinting, and t-SNE/UMAP for dimensionality
reduction and visualizations of latent space structure. Using K-means and
autoencoder-based clustering further validated the analysis. K-means provided a
more traditional and interpretable model, while the deep learning approach allowed
us to find more abstract and possibly nonlinear patterns from the fundamental
depth of the data. Finally, we used visual validation methods to solidify the
robustness of the introduced clusters.

4. RESULTS AND ANALYSIS

Segmentation from both statistical and deep learning clusters were explored by
behaviour, demographics, and engagement in the platform. Within the
visualization we used bar plots for demographic and behavioural variables, radar
charts for behavioural fingerprinting, and t-SNE/UMAP for dimensionality
reduction and visualizations of latent space structure. Using K-means and
autoencoder-based clustering further validated the analysis. K-means provided a
more traditional and interpretable model, while the deep learning approach allowed
us to find more abstract and possibly nonlinear patterns from the fundamental
depth of the data. Finally, we used visual validation methods to solidify the
robustness of the introduced clusters.

4.1. Cluster Formation using Statistical Models

RQ1: How many distinct groups of African youth can be identified based
on their concerns about online misinformation and hate speech?

The optimal number of clusters was analysed to inform the modelling of distinct
youth groups. To accurately identify the number of clusters, we utilised various
internal clustering validation indices, including the elbow method, the silhouette
score, the Calinski-Harabasz index, and the Davies-Bouldin index. All indices
strongly indicate that three clusters (k=3) represent the optimal fit for the
underlying data structure. The conclusion was evident not only from the elbow
curve in Figure 2 but also because the silhouette score stops improving after k=3,
the Calinski-Harabasz Index decreases after k=3, and the Davies-Bouldin index
increases as k goes up after k=3, signalling that the clusters are becoming less
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cohesive and more separated. Both the K-means algorithm and deep learning-
based clustering from the autoencoders features independently confirmed the
number of clusters to be k=3.
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Figure 2. Cluster validation metrics for optimal number of clusters (k)

After we established k=3, we performed clustering using both methodologies. As
indicated in Table 2, K-means yielded three clusters with the following member
categorisation (A = 4361; B = 5525; C = 119). The deep learning model created
clusters of different sizes, but the separation was much clearer in latent space.

Furthermore, the deep learning cluster member categorisation is indicated as
follows (X = 7592; Y = 1820; Z = 593).

Table 2. Cluster sizes — statistical vs. deep learning models

K-means clusters Deep learning clusters
A 4361 X 7592
B 5525 Y 1820
C 119 Z 593

4.2. Clusters Differences and Similarities

RQ2: What are the key similarities and differences in perspectives among
these identified groups?

As shown in Table 3, Cluster A comprises mostly young females (15-20 years)
mainly from Kenya, Ethiopia, and Tanzania, who are mostly interested in
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information relating to social change and justice and primarily rely on search
engines to access such information. Cluster B predominantly comprises males aged
21-25, primarily from Ghana, Kenya, Malawi, the Central African Republic, and
Rwanda, with an interest in health, employability, and social issues. Moreover,
these males predominantly utilise social media to get their information. Cluster C
consists mostly of females aged 21-25 from Ethiopia, Cameroon, Zimbabwe, and
DR Congo, with broader interests in politics and climate change. Cluster C
members combine both social media and search engines in searching for
information relating to their interest. Although all groups frequently encounter
misinformation and occasionally verify prior to sharing, the clusters exhibit
variations in their levels of trust in information, concern, and perceived effects on

violence and crime.

Table 3. Characteristics inherent to each statistical cluster (A, B, C)

Cluster A B C
Age 15-20 21 -25 21-25
Gender Female Male Female
Country Kenya, Ghana, Kenya, Ethiopia, Cameroon,
Ethiopia, Malawi, Central ~ Zimbabwe, DR Congo
Tanzania Africa Republic,
Rwanda
info_interest Social change ~ Health and Health and lifestyle,
and justice lifestyle, Politics, Environmental
Employability, degradation and climate
Social change change, Employability,
and justice Social change and
justice
info_source Search engines  Social media Social media, Search
engines
trust_info 1 2 4
verify_before_shar Yes Yes Yes
e
mostly_encounter  Misinformatio  Misinformation = Misinformation
n
concern_level 1 1 8
affects_politics Yes Yes Yes
affects_violence Yes Yes No
affects_crime No Yes Yes
affects_discriminat Yes Yes Yes
ion
Platforms X Facebook Facebook, TikTok,
Phoenix
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To understand the variations in perspective, two significant attitudinal variables
were evaluated within each cluster: trust in the veracity of information and
apprehension regarding the repercussions of online misinformation. These
variables were assessed on an ordinal scale (trust on a scale of 1 to 5; concern on a
scale of 1 to 9). We subsequently retained the scale and used it to further analyse
the cluster groups. Means and standard deviations were computed for comparison
across the clusters, using both the statistical and deep learning clustering models.

As illustrated in Figure 3 and Table 4, which provides a side-by-side representation
of both models, the statistical clusters (A, B, and C) show cluster A had the lowest
mean trust score and the highest concern level—a very engaged and sceptical
group; cluster B had marginally higher trust and moderate concern; and cluster C
had the highest trust and the lowest concern, suggesting a more disengaged profile.
Comparatively, the deep clustering outputs (Clusters X, Y, Z) still had evident
similarities but subtly different patterns. Cluster Y had the lowest trust with the
highest concern, and Cluster Z had slightly higher trust and concern. These suggest
that regardless of the clustering approach, youth attitudes toward threats from
online information are consistently heterogeneous.

Statistical Clustering (A, B, C) Deep Clustering (X, Y, Z)

Y 71 Mean Trust 1 7 Mean Trust

@ Mean Concern = Mean Concern

&

w

-

|7 *

7

7

Mean Score

-

SANN

>

N AN

Cluster Cluster

z

Figure 3. Mean trust and concern levels across clusters (statistical vs deep
learning)

Table 4. Cluster trust and concern summary

Clustering Model Cluster Mean Trust Mean Concern
Statistical A 2.95 4.91
B 2.94 4.56
C 2.97 4.91
Deep Learning X 2.96 4.7
Y 2.87 4.79
Z 2.95 4.76
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As depicted in Figure 4, the analysis of behavioural variables investigated five
central indicators: verify before sharing, the impact on politics, the impact on
violence, the impact on crime, and the impact on discrimination. These five
behavioural responses from the youth indicate whether they verified information
before sharing it and whether society was influenced by misinformation in their
actions and choices. Overall, all responses were binary-coded for each indicator (1
= Yes, 0 = No) and then compiled by cluster for comparison.

Clusters A and B, as illustrated in Figure 4, are shown to have high verification
frequencies in their user behaviours while still indicating some active recognition
of the importance of verifying information authenticity. Cluster C had noticeably
the lowest verification frequency, which either reflects apathetic user behaviour or
reveals a lack of digital literacy in assessing misinformation. One notable feature
of Cluster C's behaviour is that it had the lowest perception of the impact
misinformation had within the above societal categories. In addition, Cluster A has
the highest proportion of respondents who thought misinformation could
influence politics, incite violence, trigger a crime, or encourage discrimination,
indicating high digital awareness and civic engagement in that group.

The deep clustering model displayed similar, but slightly different, patterns. Cluster
Y expressed the most concern about misinformation, maintained the highest
verification rates and perceived it as a risk to society. Cluster X exhibited moderate
behavioural indicators. This was contrasted with Cluster Z, which exhibited the
lowest perception of the consequences of misinformation for each domain, similar
in profile to Cluster C in the statistical model. These patterns support the reliability
and robustness of the clustering results, with both techniques identifying slightly
different patterns but ultimately converging on the insight that some young
subpopulations are much more active and vigilant in their digital behaviours.

The Chi-square test of independence was used to determine whether the
behavioural response patterns differed across the clusters. For the statistical
clustering model, there was no statistically significant difference across all five
binary indicators of behaviour—indicator of verification behaviour, and indicators
of perceived impacts on politics, violence, crime, or discrimination (p > 0.05). By
contrast, the deep learning clustering model found a statistically significant
difference in perceived impact of misinformation on the political choices (y* =
14.33, p = 0.00077), as presented in Table 5. This successfully demonstrates the
deep model's greater sensitivity in capturing attitudinal divergence specifically to
the political ramifications of misinformation, and lends additional credibility to
cluster Y as a distinct perceptual group.
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Figure 4. Heatmap of behavioural patterns by cluster (statistical and deep
learning)
Table 5. Chi-square test for political impact (deep clustering)
Clustering Model Variable Chi?2 Statistic p-value
. Perceived Political
Deep Learning 14.33 0.00077
Impact

RQ3: Which variables and concerns most significantly characterize each
youth group’s perception of online misinformation and hate speech?

Demographic profiling identified important differences across clusters. In terms
of gender representation (Figure 5), Cluster A was almost evenly split with males
and females, Cluster B had a slight male bias, while Cluster C was female biased.
The age categories (Figure 5) indicated Clusters A and B were primarily within the
21-30 age brackets, while Cluster C appeared to have more respondents in the 26-
30 and 30+ age brackets. These characteristics may suggest differences in digital
habits demonstrated by generation or maturity.

Reviewing the main contributing countries within each group as depicted in Figure
0, it becomes apparent that Cluster C predominantly includes respondents from
nations such as Cameroon, the Democratic Republic of the Congo, Zimbabwe,
and Ethiopia. These countries generally have lower levels of digital infrastructure
and distinct information environments compared to more digitally connected
regions. This highlights how youth perceptions of misinformation are closely tied
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to national context and media environments. Specifically, Clusters A and B are
composed primarily of participants from Kenya, Ghana, and Rwanda—countries
notable for greater mobile internet penetration and active digital literacy initiatives.
These regional distinctions shed light on the ways digital access and media
infrastructure can shape both exposure to and interpretation of online information.
In short, the degree of digital integration within a country appears to play a
significant role in how young people engage with and understand misinformation.
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Figure 5. Gender distribution per cluster and age group distribution per cluster
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Figure 6. Top country representations by cluster (proportion of respondents per
cluster)

While demographic characteristics vary between clusters, each cluster also formed
distinct perceptual profiles that were influenced by both attitudinal and behavioural
variables. For instance, with respect to concern, Cluster A had high levels of
concern, low levels of trust in information, and a strong conviction that
misinformation impacted their political and social views (Figure 3). Alternatively,
while Cluster C exhibited higher levels of trust, they also expressed lower levels of
concern and weaker verification behaviour, which may suggest that they belonged
to an even more disengaged or desensitised group. Overall, these differences seem
to indicate that concern level and trust are the most important attitudinal variables
that differentiate youth segments. Additionally, the deep learning clustering
analysis confirmed that perceived political influence of misinformation clearly
varied by cluster (Table 3), indicating political sensitivity serves as a clear perceptual
anchor. Coupled with demographic profiles, these results yield multi-dimensional
insights into youths' perceptions of misinformation and how this is shaped by
factors such as age, trust, concern, and political awareness.

RQ4: How can insights from this study inform policies or strategies to
combat online misinformation and hate speech in Africa?

The integration of deep learning through an autoencoder enabled the extraction of
16-dimensional latent feature spaces from the original behavioural and attitudinal
data. KMeans clustering applied to these compressed representations produced
three distinct youth segments. To interpret these clusters, a radar plot (Figure 7)
was used to visualise behavioural and attitudinal profiles—including average scores
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for verification behaviours, trust in information, concern levels, and perceived
societal impacts of misinformation.

Cluster X emerged as the most engaged and sensitive group, exhibiting low trust
in online information but high concern about its consequences and a strong
tendency to verify content. Cluster Y demonstrated moderate engagement, while
Cluster Z represented the most disengaged group, with relatively high trust, low
concern, and reduced behavioural vigilance. These distinctions point to meaningful
attitudinal variation across youth subpopulations that can inform tailored
interventions.

Dimensionality reduction techniques, including t-distributed Stochastic Neighbor
Embedding (t-SNE) and Uniform Manifold Approximation and Projection
(UMAP), were used to visualise the separability of the deep learning clusters
(Figures 8 and 9). Both projections confirmed the structural validity of the
clustering, showing clear spatial separation, particularly between the proactive
Cluster X and the more passive Cluster Z. These visualisations offer qualitative
confirmation that clustering captures real attitudinal and behavioural distinctions.
To translate these findings into strategic insights, a policy-mapped cluster
interpretation is proposed in Table 6.

Table 6. Cluster-specific behavioural profiles and corresponding policy

recommendations
Cluster Behavioural Profile Recommended Policy Response
X High concern, low trust, E_ngage_ as peer eFlucators, promote as
high verification digital literacy allies
v Moderate concern and Target with platform-level nudges
verification and civic media reinforcement
7 Low concern, high trust, Focus on education-based
weak engagement intervention and content moderation

The results suggest that misinformation interventions in Africa must adopt a
cluster-sensitive approach. Instead of one-size-fits-all solutions, strategies should
be tailored to the behavioural typologies identified in this study. For instance,
Cluster X can be mobilised as digital stewards or campaign amplifiers, while Cluster
Z demands more intensive literacy training and algorithmic protection. These
insights also underscore the need for contextualised national strategies. Country-
level cluster distribution showed that regions with lower digital infrastructure —
often in Central and Southern Africa — had higher proportions of disengaged
users. So, countries with good internet access might gain from better rules and
working together with online platforms, while areas with less internet need mixed
strategies that improve access and help fight misinformation.
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Finally, the use of both statistical and deep learning clustering methods revealed
that certain perceptual dimensions, particularly concern about political impact, vary
significantly across youth groups. This two-method approach highlights the value
of using both traditional and neural methods in behavioural research to understand
both clear and hidden user characteristics. These findings directly answer the
research question by offering a data-driven, segment-specific roadmap for
designing interventions, shaping policies, and partnering with platforms to combat
misinformation and hate speech more effectively across diverse African youth
populations.

Radar: Deep Cluster Behavioral Profiles
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Figure 7. Radar plot of behavioural and perceptual averages across deep clusters
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t-SNE Visualization of Deep Clusters
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Figure 8. t-SNE projection of latent features for deep learning clusters
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Figure 9. UMAP projection of deep learning clusters for latent space validation
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4.3. Discussion of Findings

This research examined the concerns, behaviours, and digital engagement of
African youth regarding their interactions with online misinformation and hate
speech. The research used a range of statistical clustering and deep learning
methods to reveal substantive segments of youth according to trust in information,
concern about misinformation, verification practices, and platform use. These
results provide substantial implications for theory, policy implications, and
intervention design in the African digital media environment.

The detection of three separate clusters — supported using both statistical and deep
learning models — provides evidence that young people have diverse experiences
with misinformation. This finding aligns with Kirkpatrick et al. [32], who reported
that differences in youth trust and media engagement—especially on platforms like
TikTok—are associated with varying levels of susceptibility to misinformation.
This clustering also supports the previous research from Macharia et al. [1] and
Madrid-Morales et al. [2], which found differences in levels of media trust and
media literacy among African youth. This study, built on that literature,
complements those studies by providing a behavioural typology based on data
modelling rather than relying exclusively on self-reported trends. The differences
in attitudes and behaviours indicate that generalised interventions are ineffective,
and using identified clusters would lead to more helpful practices.

One of the primary contributions of this research is the integration of
demographic, behavioural, and attitudinal information into a single model for
analysis. In addition, previous research [8, 9]has shown youth are susceptible to
false content; however, few studies have examined these concerns in relation to
actual behavioural patterns or geographic areas. The cluster analysis tells us not
only who is the most concerned about misinformation but also how those
concerns relate to what verification practices they employ in their actual lives and
what they think the interference of misinformation impacts in society. For
example, the clusters that were the most concerned with misinformation also
reported they believed misinformation influences violence, crime, and
discrimination, which supports the findings in D’Errico et al. [33] and Wachs et al.
[18].

Deep learning, particularly through the use of autoencoders for unsupervised
clustering, presents a methodological development within studies of
misinformation. Hybrid deep learning approaches, such as those proposed by Sarin
et al. [34], have demonstrated the effectiveness of combining textual and
behavioral cues for misinformation profiling. So far, only Mishra et al. [10] and
Mackey et al. [12] have used deep models to detect misinformation, but they were
unable to use these tools to understand hidden attitudes and behaviours. In
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addition, this study is unique to the African context. Although an important eatly
step, the study presented indicates that computational forms of inquiry are more
likely to be productive in social science inquiry yet would not reduce complex
human attitudes to simple labels. The ability to plot deep clusters using t-SNE and
UMAP also provided interpretation as to the group's separability and nuanced
behaviour.

The implications of the study's findings ate important for policy and educational
purposes. Interventions should focus on proactive media literacy education as well
as reactive interventions (fact-checking, content removal, etc.). The results show
that Cluster C (statistical model) and Cluster Z (deep model) were marked by low
concern, high trust, and low verification behaviours—indicating disengagement or
digital desensitisation. These groups should be prioritised for foundational digital
literacy programs and targeted platform-level protections. Conversely, Cluster A
(statistical model) and Cluster Y (deep model) showed high concern, low trust, and
strong verification behaviours—making them potential allies for peer-led
campaigns, civic education, and youth advocacy against misinformation. These
comparative behavioural insights strengthen the case for differentiated
interventions tailored to engagement profiles, rather than generic digital literacy
efforts. In addition, the results of the deep clustering indicate that attitudinal inertia
may remain after digital engagement, reinforcing the importance of programmed
materials that are relevant and culturally based. The study suggests that, in
accordance with Wachs et al [18] and Gradon et al [35] recommendations,
addressing misinformation requires a multi-sector approach that involves
education, civil society, and digital governance. This research pushes forward both
the methodological front and applied frontiers of misinformation research in
Africa. By prioritising youth voice and behaviours and establishing robust
clustering methods, this report provides an eatly roadmap of how to understand
the dimensions of concern and engagement with digital misinformation. Future
research will build on this body of research; longitudinal data, qualitative
interviews, or multimodal behavioural signals (examining information-seeking
behaviours and content engagement) are examples of ways to strengthen our
understanding of youth vulnerability and resilience in the digital age.

5. CONCLUSION, LIMITATIONS, AND FUTURE RESEARCH

This study explored how African youth perceive, engage with, and respond to
online misinformation and hate speech. Using both statistical clustering and deep
learning approaches, we identified different segments of youth based on trust,
concerns, verification practices, and platform engagement. This research further
deepens our understanding of the potential influence of misinformation in young
populations on an evolving continent. By employing K-means and clustering
models based on common characteristics and autoencoders, we identified
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behavioural and perceptual subgroups that would not have been revealed through
traditional analytical methods. This method progression affirms the benefits of
including unsupervised machine learning approaches in social research, especially
when dealing with complex and dynamic issues like digital misinformation. In
addition to novel analytical contributions, the study also contributes to the
contextual literature. By focusing on youth in Africa—often a neglected
perspective in much of the global misinformation literature—it's important to fill
a geographic and demographic gap. By combining cross-national datasets and
behavioural-clustering data, it offers helpful recommendations for educators,
policy-makers, and digital platforms. These stakeholders can segment youth
according to behavioural typologies and implement targeted interventions that
recognise the diversity of youth experiences across different contexts, platforms,
and types of information practices.

One primary limitation of the study is the dataset. A large dataset in the millions
will provide a more comprehensive analysis for generalisation across the African
continent. In addition, the study was unable to report on several other less known
social media platforms and other types of information the youth might be
interested in online. This study also lies in the mode of data collection, which relied
on digital platforms such as LinkedIn, X (formerly Twitter), and Jobweb Africa.
While this strategy enabled large-scale and cross-national participation, it may have
unintentionally excluded youth with limited internet access or lower digital literacy.
This self-selection bias could mean that offline or marginalized youth—who may
have different experiences or vulnerabilities related to misinformation—are
underrepresented. Future studies could address this by incorporating mixed-mode
survey approaches or targeting underrepresented groups through offline outreach.
Lastly, the analysis did not capture all countries in Africa.

Future research could incorporate longitudinal designs, which would allow
researchers to track changes in perceptions and behaviours over a period of time.
Additionally, expanding the model to include qualitative data or multimodal
interaction patterns, or graph-based deep learning approaches [36] would provide
further understanding of the psychological and cultural aspects of misinformation
engagement. This research advances the field of digital misinformation both in
terms of empirical and methodological contributions. It highlights the need for
complex, data-orientated solutions that respond to the diversity of youth
populations and the platform-specific features of misinformation. As Africa
digitises itself, studies of this nature will help us build inclusive, informed, and
resilient digital societies.
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