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Abstract 
 

This study provides a bibliometric analysis of cybersecurity research in Bangladeshi 
educational institutions from 2020 to mid-2025. Using data from the Scopus database and 
tools like R and VOSviewer, the results show a steady increase in research output, from 23 
publications in 2020 to 77 in 2024, with projections for continued growth in 2025. Key 
research areas include network security, machine learning, deep learning, and blockchain 
technologies. Rajshahi University of Engineering and Technology has been a leading 
institution, with Md. Alamgir Hossain (State University of Bangladesh) being a prominent 
contributor, publishing 15 articles and accumulating 358 citations. International 
collaborations have enhanced Bangladesh's global standing in cybersecurity. These findings 
highlight Bangladesh’s increasing role in cybersecurity research, with implications for 
addressing local challenges and strengthening national cybersecurity resilience. 
 
Keywords: Cybersecurity, Bibliometric Analysis, Research Trends, Bangladesh, Network 
Security. 
 
 
1. INTRODUCTION  
 
The rapid advancement and integration of Artificial Intelligence (AI) into digital 
systems have transformed the cybersecurity landscape, introducing both 
unprecedented opportunities and novel threats. In this era, cybersecurity research 
is more critical than ever to ensure the security, privacy, and resilience of digital 
infrastructure [1]. As Bangladesh undergoes rapid digital transformation, the 
nation is increasingly vulnerable to cyber threats that jeopardize its critical 
infrastructure, confidential data, and overall national security [2], [3], [4]. One 
notable example of this vulnerability was the 2016 Bangladesh Bank heist, in which 
cybercriminals exploited vulnerabilities in the international financial system to steal 
$81 million, highlighting the severe risks posed by cyberattacks on financial 
institutions [5]. This attack, which targeted Bangladesh’s central bank, illustrates 
how critical national assets can be at risk, emphasizing the need for strong 
cybersecurity defenses. Research shows that public awareness and technical 
preparedness in cybersecurity remain insufficient, leaving the nation vulnerable to 
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attacks on both government and private sectors [6]. As educational institutions 
increasingly digitize their operations and data, they become prominent targets for 
cyberattacks [7].  
 
Therefore, fostering strong and continuous cybersecurity research within 
Bangladeshi universities is essential—not only to develop technical solutions and 
frameworks tailored to local needs but also to cultivate a skilled workforce and a 
culture of cyber awareness [7], [8]. The more research activity occurs in these 
institutions, the more Bangladesh will benefit. Universities can generate 
knowledge, train experts, and drive innovation in cybersecurity, all of which are 
critical for building national resilience and supporting the country’s ambitions for 
a secure digital future [4], [7], [8]. Academic research can inform national policy, 
improve incident response, and facilitate collaboration between government, 
industry, and international partners, ensuring that Bangladesh stays ahead of 
evolving cyber threats [2], [3], [9]. 
 
However, prior research is often limited by a narrow focus on awareness or 
technology adoption, small sample sizes, and a lack of systematic, data-driven 
mapping of research trends and collaboration networks within Bangladeshi 
educational institutions [5], [10]. No previous study has comprehensively mapped 
the scholarly landscape of cybersecurity research in Bangladeshi educational 
institutions using bibliometric methods. There is a clear gap in understanding the 
evolution of research themes, author influence, institutional contributions, and 
international collaborations [10]. Moreover, while global studies have examined 
cybersecurity research trends, they often overlook the contributions and challenges 
specific to South Asian nations like Bangladesh [11], [12]. Existing bibliometric 
studies often focus on broader cybersecurity issues or technologies, leaving the 
regional context of South Asian countries unexplored [11]. The limited attention 
to Bangladesh’s unique challenges and contributions highlights the need for a more 
localized, data-driven approach to understanding cybersecurity research within this 
context. 
 
This study addresses these gaps by providing the first bibliometric analysis of 
cybersecurity research trends, leading journals, influential authors, and 
collaborations within Bangladeshi educational institutions from 2020 to mid-2025. 
While global studies have contributed valuable insights, they often fail to capture 
the specific needs and challenges faced by countries like Bangladesh, where 
cybersecurity research is still in its nascent stages [11]. By systematically analyzing 
publication patterns, citation networks, and thematic evolution, this research offers 
a novel, data-driven perspective. This study also seeks to fill this gap by conducting 
a bibliometric analysis of cybersecurity research in Bangladeshi institutions, 
focusing on publications from 2020 to mid-2025. 
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2.  RESEARCH METHODOLOGY 
 
2.1.  Data source and Search strategy  
 
This study employed a bibliometric methodology to systematically analyze 
cybersecurity-related research within Bangladeshi educational institutions. 
Bibliometric analysis involves the quantitative evaluation of academic literature, 
enabling researchers to identify publication trends, influential works, and 
collaboration networks. Bibliometric methods, often known as ''analysis,'' are 
increasingly widely used in research evaluation, particularly in scientific and 
practical disciplines [13], [14], [15], [16]. The scholarly literature for this 
bibliometric study was gathered from the world- renowned online library database 
"SCOPUS” on May 26, 2025.  
 
This study retrieved a total of 340 items based on the search query shown in Table 
1. Following exclusions, 302 (Table 2) papers were selected for bibliometric 
analysis in the current study. The study just utilized the terms “Cybersecurity” OR 
“Information Security” OR “Network Security’’ OR “Data Protection” OR 
“Cyber Threats” OR “Cyber Attacks” OR “Digital Security” OR “Cyber Risk 
Management” and “Educational Institutions in Bangladesh” OR “Bangladeshi 
Universities” OR “Bangladeshi Schools” OR “Higher Education in Bangladesh” 
OR “Bangladeshi Colleges” OR “Academic Institutions in Bangladesh” OR 
“Education Sector in Bangladesh” exploring several keyword combinations in 
order to thoroughly address certain elements. Applying inclusion and exclusion 
criteria led to the identification of 302 research publications as unique and relevant; 
38 publications were subsequently eliminated from the study. To enhance the 
reliability of data collection, duplicate records were removed, and only English-
language, peer-reviewed articles, reviews, and conference papers were retained. 
Articles from predatory journals or irrelevant domains were excluded. To reduce 
bias from author self-citations, citation analysis was cross-verified, and no author 
was allowed to contribute more than 10% of total citations analyzed. Data 
validation was ensured by manually screening titles, abstracts, and keywords to 
confirm relevance. 
 
                                  Table 1. Search results of publications.  

                  Keywords  Results 
KEY ((“Cybersecurity” OR 

“Information Security” OR “Network 
Security’’ OR “Data Protection” OR 

“Cyber Threats” OR “Cyber Attacks” 
OR “Digital Security” OR “Cyber 

Risk Management”) AND 
(“Educational Institutions in 

340 articles 
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                  Keywords  Results 
Bangladesh” OR “Bangladeshi 
Universities” OR “Bangladeshi 

Schools” OR “Higher Education in 
Bangladesh” OR “Bangladeshi 

Colleges” OR “Academic Institutions 
in Bangladesh” OR “Education 

Sector in Bangladesh”)) 
 
                 Table 2. Filtered and refined results of publications. 

Keywords Results 
KEY ((“Cybersecurity” OR 

“Information Security” OR “Network 
Security’’ OR “Data Protection” OR 

“Cyber Threats” OR “Cyber Attacks” 
OR “Digital Security” OR “Cyber 

Risk Management”) AND 
(“Educational Institutions in 

Bangladesh” OR “Bangladeshi 
Universities” OR “Bangladeshi 

Schools” OR “Higher Education in 
Bangladesh” OR “Bangladeshi 

Colleges” OR “Academic Institutions 
in Bangladesh” OR “Education 

Sector in Bangladesh”)) 
 

302 Articles 

 
2.2.  Research Protocol  
 
The research protocol followed a systematic approach, as illustrated in Figure 1. In 
the first step (Figure 1), a keyword selection process was carried out to define the 
search terms. In the searching process the fields like title, abstract and keywords 
are considered. The study focused on literature from the renowned database 
SCOPUS, collected on May 26, 2025, covering 340 relevant publications from 
various disciplines.  Figure 1: Overview of the Bibliometric Research Process. 
1) Keyword Definition: Terms related to cybersecurity and Bangladeshi 

education were defined based on prior literature and refined iteratively. 
2) Database Search: SCOPUS was searched using Boolean operators applied 

to title, abstract, and keyword fields. 
3) Initial Screening: A total of 340 results were obtained. 
4) Inclusion/Exclusion: Documents such as working papers, white papers, 

non-English content, and duplicates were excluded. 
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5) Data Cleaning: Duplicate entries and irrelevant papers were removed. 
Author affiliations were normalized to group variants (e.g., “Dhaka Univ.” 
and “University of Dhaka”). 

6) Final Selection: 302 articles were retained after applying the criteria. 
7) Analysis: Bibliometric tools (e.g., VOSviewer, Biblioshiny) were used to 

explore publication trends, citation networks, and collaborative patterns. 
This tool allows to extract citation patterns, collaboration networks, and 
keyword co-occurrence data from the selected articles. VOSviewer was used 
to create visual representations of co-authorship networks and citation 
clusters. Both R and VOSviewer provided complementary insights, allowing 
for a comprehensive understanding of the data, from quantitative metrics 
to visual network structures. These tools are essential for transforming raw 
bibliometric data into actionable insights, making the methodology more 
accessible and transparent. 

 
This protocol ensures transparency, reproducibility, and consistency in the 
analysis. The dataset consisted of 302 research articles authored by 1090 
individuals. Only 9 were single-authored papers, confirming a strong collaborative 
trend. The global co-authorship rate was found to be 68.21%, suggesting 
significant international and inter-institutional collaboration. 
 

 
 

Figure 1. Searching, inclusion and exclusion criteria of the collected articles 
 
2.3.  Type of Document 
 
The data presented in Table 3 reveals significant insights into the publication 
patterns in the field of cybersecurity research within Bangladeshi educational 
institutions. All the collected documents are scholarly articles, which are 
considered the most reliable and authoritative sources of academic information. 
These articles, primarily peer-reviewed, ensure a high level of credibility, which is 
essential for the validity of research in cybersecurity. Articles offer detailed 
methodologies, results, and discussions, making them a crucial resource for 
understanding the complex nature of cybersecurity challenges and solutions. 
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Table 3 highlights a substantial number of articles collected over the 2020-2024 
period, emphasizing their importance in the Bangladeshi cybersecurity research 
landscape. Articles are typically more comprehensive than other types of 
documents, such as conference papers or books, due to their thorough peer-review 
process. This process ensures the scholarly rigor required for advancing knowledge 
in the field of cybersecurity. Furthermore, journal articles in cybersecurity are often 
cited extensively, reflecting their academic impact and influence.  
 
In the context of Bangladeshi educational institutions, the dominance of articles in 
the dataset suggests that researchers prefer to disseminate their findings through 
peer-reviewed journals. This preference underscores the importance of journal 
articles in providing validated information that informs both theoretical 
advancements and practical applications in cybersecurity. The articles' prominence 
in this dataset also signals the growing importance of robust academic research in 
addressing cybersecurity challenges in the educational sector. This data is crucial 
for mapping the evolution of cybersecurity research and understanding how 
Bangladeshi institutions contribute to global cybersecurity knowledge. 
 
Table 3. Main Information about the collected articles of cybersecurity research 

in Bangladeshi Educational Institutions  
Main Information Explanation No.  
Timespan Period of Time 2020:20

25 
Documents  Total Number of Articles 302 
Sources (Journals, Books, 
etc.) 

The frequency distribution of sources  182 

Annual Growth Rate No of Publication Growth per year 
(%)  

20.73 

Document Average Age  Mean Publication Age since Release 2 
Average Citation Per Doc Citation 19.72 
Authors Keywords Total Number of Keywords 1182 
Authors No. Of total authors 1090 
Authors of single 
authored articles  

Number of single authors per article 9 

International Co-
authorship (%) 

Percent of international co-publication 68.21 

Article  Document Type  302 
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Figure 2. Main information about the collected articles of artificial intelligence in 

information systems  
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The detailed information for the selected articles is shown in Table 3. A total of 
302 research articles were produced by 1090 authors who contributed to various 
aspects of cybersecurity research in Bangladeshi educational institutions. Of these, 
only 9 authors wrote single-authored papers, with the bulk of the research being 
the result of collaborative efforts. Additionally, the global rate of co-authorship in 
cybersecurity research stands at 68.21%, underscoring the international 
collaboration involved, reflecting the cooperative nature of addressing 
cybersecurity issues. 
 
2.4.  Methodological Limitations 
 
Despite the robustness of bibliometric methods, this study acknowledges several 
limitations: 

1) Quantitative Focus: Bibliometric analysis emphasizes quantitative 
indicators (e.g., citation counts), which may overlook the qualitative depth 
of publications. 

2) Database Bias: The study relies solely on SCOPUS, potentially missing 
relevant works indexed elsewhere. 

3) Author and Institutional Bias: Highly cited authors or institutions may 
dominate the network, affecting diversity. 

4) Self-Citation Risk: Despite attempts to control it, some self-citation bias 
may persist. 

 
Future studies may benefit from integrating content analysis or qualitative methods 
to enrich the bibliometric findings. 
 
2.5.  Bibliometric Analysis  
 
This study employed the R programming language and the VOSviewer 
Bibliometrix package for analysis and visualization, tools that can be incorporated 
into a comprehensive data analysis workflow [17], [18], [19]. R is used to analyze 
yearly production, citations, co-citations, and co-authorships with tools like 
Bibliometrix. On the other hand, VOSviewer helps visualize networks like term 
co-occurrence and bibliographic coupling through clustering and density mapping. 
For data collection, information was retrieved from the Scopus database, then 
converted into CSV format. The data was analyzed to provide details like key 
authors, journals, countries, and affiliations. In the final step, the data was 
visualized using network analysis. The settings for VOSviewer included using 
fractional counting and limiting the number of authors per document to 25. 
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3. RESULTS AND DISCUSSION 
 
3.1.  Analysis of yearly Research Volume  
 
The period from 2020 to 2025 shows a consistent increase in cybersecurity 
research within Bangladeshi educational institutions, as shown in Figure 3. In 2020, 
23 articles were published, marking the beginning of focused research activity in 
this area. The number of publications rose to 42 in 2021, reflecting an expanding 
interest in cybersecurity. The growth continued in 2022, with 43 articles published, 
indicating sustained academic engagement. The number of publications saw a 
significant rise in 2023, with 58 articles, signaling a surge in research output. In 
2024, the number of publications peaked at 77, indicating a substantial increase in 
academic attention to the subject. As of May 25, 2025, 59 articles have already been 
published, and this number is expected to rise, potentially exceeding the total 
publications of 2024 by the end of the year. 
 
This bibliometric analysis illustrates the growing importance of cybersecurity 
research in Bangladeshi educational institutions from 2020 to 2025, with a 
continuing upward trajectory in research output. The data for 2025, showing 59 
articles in the first five months, suggests a continued and accelerating interest in 
the field. 
 

 
 

Figure 3. Yearly research volume of Cybersecurity in Bangladeshi Educational 
Institutions   
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3.2.  Authors who are highly productive and influential  
 
By analyzing the data in Table 4, we can identify the authors who have made the 
most significant contributions to the field of cybersecurity. Md. Alamgir Hossain 
(State University of Bangladesh) and Md. Rashidul Islam (Rajshahi University of 
Engineering and Technology) are two of the most influential authors in the field 
of cybersecurity in Bangladesh. Md. Alamgir Hossain has published 15 articles in 
the cybersecurity domain and holds an h-index of 9, with a total of 358 citations 
across his body of work. Although his citation count is relatively moderate, his 
consistent publication in cybersecurity positions him as one of the key contributors 
in this field in Bangladesh. On the other hand, Md. Rashidul Islam has also 
contributed 15 articles in cybersecurity, and with an h-index of 12, he has 
accumulated 517 citations. His higher h-index and citation count reflect his 
growing influence and recognition in the cybersecurity community, indicating a 
slightly higher impact than Hossain in the field. 
 
Based on the h-index, total citations (TC), and number of publications (NP) in the 
cybersecurity domain, it was determined that Iqbal H. Sarker (Edith Cowan 
University, Australia) is also one of the leading authors in the field, with the highest 
h-index of 48 and a total of 17,999 citations. While his total citations reflect his 
broader body of work across multiple research areas, his 10 publications focused 
on cybersecurity have contributed to his prominence in the field. This highlights 
his exceptional impact and extensive recognition within cybersecurity, along with 
his broader academic influence. Md. Shahadat Hossain (University of Chittagong, 
Bangladesh) follows closely with an h-index of 45 and 6,165 citations from his 
cumulative body of work across various research domains, including cybersecurity. 
His contributions in cybersecurity, reflected through his 10 publications in the 
field, further solidify his impact. 
 
Table 4: Top productive and contributing authors of Cybersecurity Research in 

Bangladesh  

Rank Author Affiliation Country h-
index TC NP 

1 
HOSSAIN MA 
(Md. Alamgir 
Hossain) 

State University 
of Bangladesh Bangladesh 9 358 15 

2 
ISLAM MR 
(Md. Rashidul 
Islam) 

Rajshahi 
University of 
Engineering and 
Technology  

Bangladesh 12 517 
 15 

3 
RAHMAN MA 
(Md. Atiqur 
Rahman)  

East West 
University 
Dhaka 

Bangladesh 13 450 13 
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Rank Author Affiliation Country h-
index TC NP 

4 

RAHMAN A. 
(Anichur 
Rahman) 
 

National 
Institute of 
Textile 
Engineering and 
Research, Const. 
of DU 

Bangladesh 27 2649 12 

5 
ISLAM MS 
(Md. Saiful 
Islam) 

Bangladesh 
University of 
Engineering and 
Technology  

Bangladesh  19 2423 11 

6 

HOSSAIN MS 
(Mohammad 
Shahadat 
Hossain) 

University of 
Chittagong Bangladesh 45 6165 10 

7 
SARKER IH 
(Iqbal H. 
Sarker) 

Edith Cowan 
University 
(ECU) 

Australia 48 17999 10 

8 ANWAR A. 
(Adnan Anwar) 

Deakin 
University  Australia 40 5205 7 

9 
FARUQUI N 
(Nuruzzaman 
Faruqui) 

Daffodil 
International 
University  

Bangladesh 16 770 7 

10 

ISLAM MM 
(Md. 
Manowarul 
Islam) 

Jagannath 
University Bangladesh  21 2133 7 

 
Additionally, the analysis of the collaboration network (Figure 4) provides deeper 
insights into the relationships between these authors and their co-authors in 
cybersecurity. The size of each node corresponds to the number of publications in 
cybersecurity, while the edges between the nodes represent the level of 
collaboration among the authors [20]. The red cluster is the most prominent and 
represents a highly productive and influential group. It includes Hossain MA, Islam 
MR, Rahman MA, and Islam MS, who have worked together on a significant 
number of cybersecurity publications. Their central position in this cluster and 
their high citation counts reflect their leadership in the field. Hossain MA plays a 
pivotal role in driving research in this area, as shown by his extensive collaborative 
work and high citation impact. 
 
In the orange cluster, we see the collaboration between Rahman A and Rahman 
MA, indicating another tightly knit research group. Despite being slightly smaller, 
this cluster shows how these researchers have contributed to advancing 
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cybersecurity, highlighting their significant work in the field. The purple cluster, 
which includes authors like Uddin MA and Islam MM, is a smaller, more 
specialized group. These authors, while having fewer publications and citations 
compared to the central figures in the red and orange clusters, still play an 
important role in contributing to more focused areas of cybersecurity research. 
Finally, the green cluster with authors like Faruqui N, Barros A, and Vhaidzzaman 
M, represents a niche group of researchers, showcasing the diversity of topics and 
expertise within cybersecurity. 
 
Figure 4 illustrates a network of highly interconnected researchers, with Hossain 
MA, Islam MR, and Rahman MA at the core. These authors dominate the field not 
only due to their individual research productivity but also because of their strong 
collaborative efforts. The red cluster’s prominence indicates their significant 
contributions to the cybersecurity domain, further emphasized by their extensive 
publications and broader citation impact. 

 
Figure 4. Cluster of author’s collaboration in Cybersecurity Research in 

Bangladesh. 
 
3.3.  Major journals for the published articles  
 
A comprehensive list of reputable journals has been compiled that regularly 
publish scholarly articles in the field of cybersecurity. According to the analysis, 
IEEE ACCESS stands out as the leading journal, contributing 31 publications, 
making up 47.7% of the total publications in the dataset. Other significant sources 
include ELECTRONICS (SWITZERLAND) with 5 publications (7.7%) and 
SENSORS with 7 publications (10.8%). Additionally, COMPUTERS, 
MATERIALS AND CONTINUA contributed 4 publications (6.2%) while 
CYBERSECURITY, ENERGIES, and IEEE TRANSACTIONS ON 
INTELLIGENT TRANSPORTATION SYSTEMS each contributed 3 
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publications (4.6%). Other journals like SECURITY AND COMMUNICATION 
NETWORKS, WIRELESS COMMUNICATIONS AND MOBILE 
COMPUTING, and ALGORITHMS made smaller contributions, reflecting their 
specialized focus within cybersecurity. Figure 5 represents the exact distribution of 
publications across these sources, with IEEE ACCESS being the most prominent 
journal, accounting for nearly half of the total publications in this area. 
 

 
Figure 5. Top 10 journals for the published articles of Cybersecurity Research in 

Bangladesh   
 
 
3.4. Country-specific analysis of the articles  
 
The country rankings in Table 5 were generated using R programming 
(Bibliometrics package), which analyzes the total number of publications 
contributed by each country. According to the analysis, Bangladesh holds the top 
position, followed by Australia, Malaysia, USA, and Saudi Arabia, based on their 
respective publication counts over the years. This ranking highlights Bangladesh 
as the leading country in terms of total articles published, with Australia and 
Malaysia contributing significantly as well. Bangladesh saw a sharp increase in 
publications, with a steady rise in the number of articles published from 2020 to 
2025, reflecting its growing research output in recent years. Australia also shows 
consistent growth, maintaining a strong presence in the field. Meanwhile, Saudi 
Arabia and USA, though ranked lower, exhibit steady contributions to the overall 
research landscape in this domain. 
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Table 5. Top 5 highest productive countries of the articles of Cybersecurity  
Rank Country Total Articles 

1 Bangladesh 2308 
2 Australia 392 
3 Malaysia 242 
4 USA 196 
5 Saudi Arabia  169 

 
Subsequently, the collaboration network shown in Figure 6, highlights the global 
connections between countries in the domain of artificial intelligence in 
information systems. Bangladesh stands at the center of the network with the 
largest node, indicating its dominant position and significant number of 
publications in the field. The red-colored nodes represent countries with strong 
collaborative ties, while the blue-colored nodes signify countries with fewer or 
weaker collaborations. The network shows dense linkages between Bangladesh and 
other countries like Australia, Malaysia, Saudi Arabia, India, and Pakistan, 
reflecting high levels of academic and research partnerships. The thickness of the 
edges between nodes indicates the strength of these collaborations, with thicker 
lines representing more frequent co-authored publications. Countries like Rwanda, 
Indonesia, Kenya, and South Africa, represented by smaller blue nodes, form more 
isolated clusters with fewer connections, indicating lower levels of collaboration in 
the field. On the other hand, countries like Germany, USA, Italy, and France also 
appear in the red cluster, though their collaborative intensity with Bangladesh is 
somewhat less compared to countries like Malaysia and Saudi Arabia. This network 
provides a visual representation of the global collaborative landscape in artificial 
intelligence research within information systems, highlighting Bangladesh's central 
role in fostering international academic partnerships. 
 

 
Figure 6. Cluster of collaborative countries of the articles of Cybersecurity 

Research 
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3.5.  Analysis of affiliations of the authors  
 
This analysis identifies the foremost academic institutions contributing to 
cybersecurity research in Bangladesh. Table 6 outlines the top affiliations, 
highlighting those whose faculty have made substantial contributions through their 
publications. Rajshahi University of Engineering and Technology leads the ranking 
with 59 articles, demonstrating its dominant position in the field of cybersecurity 
research. Following closely, Daffodil International University ranks second with 
34 articles, further emphasizing its significant role in advancing cybersecurity 
studies in the country. University of Dhaka ranks third, with 32 articles, reflecting 
its longstanding commitment to cybersecurity research. Other notable institutions, 
including Khulna University of Engineering and Technology and United 
International University, also contribute notably to the field, securing the fourth 
and fifth positions with 31 and 29 articles, respectively. These findings highlight 
the growing academic interest and output in cybersecurity research across 
Bangladesh, with these universities making critical contributions to the 
development and enhancement of the field. 
 

Table 6. Top 5 highest productive affiliations of cybersecurity research in 
Bangladesh   

Rank  Affiliation Articles 
1 Rajshahi University of Engineering and Technology 59 
2 Daffodil International University 34 
3 University Of Dhaka 32 
4 Khulna University of Engineering and Technology 31 
5 United International University 29 

 
Institutional collaboration plays a crucial role in advancing cybersecurity research 
within Bangladeshi educational institutions. A bibliometric analysis of the relevant 
literature highlights that partnerships between academic institutions are central to 
driving progress in the field. In Figure 7, the collaboration network reveals multiple 
clusters of institutions, each demonstrating varying levels of collaboration. The 
largest cluster, represented in Red, includes prominent institutions like Rajshahi 
University of Engineering and Technology and Bangladesh University of 
Engineering and Technology (BUET), indicating the highest frequency of 
collaboration within this group. Other smaller clusters represent universities like 
Jahangirnagar University, Daffodil International University, and Mawlana 
Bhashani Science and Technology University, each contributing to specialized 
areas of cybersecurity research. This network underscores the growing importance 
of collaborative efforts among Bangladeshi academic institutions in advancing 
cybersecurity knowledge.  
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Figure 7. Institutional collaboration of the articles of cybersecurity research in 

Bangladeshi Educational Institutions 
 
3.6.  Keyword Analysis  
 
In creating the word cloud presented in the figure, certain commonly used 
keywords such as "cybersecurity" and "network security" were deliberately 
excluded from the analysis, as they appeared frequently in the initial search criteria 
and article extractions. To ensure clarity and avoid redundancy, overlapping terms 
were also omitted. The resulting word cloud, depicted in Figure 8, emphasizes the 
most prevalent keywords associated with network security, derived from a 
thorough examination of cybersecurity literature. The terms highlighted in the 
word cloud represent key research topics in the field, including deep learning, 
machine learning, intrusion detection, and blockchain, among others. These 
keywords not only illustrate the core areas of focus within network security 
research but also reflect the prevailing trends and evolving directions in the 
domain. 

 
Figure 8. Top 25 author keywords of the articles of Cybersecurity in Bangladeshi 

Educational Institutions 
 

3.7.  Citation analysis of the articles  
 
Citation analysis in this study evaluates how frequently specific articles are 
referenced in other academic works. Table 7 presents the top 10 papers based on 
total citations. The paper ranked 1st leads with 472 citations and a high normalized 
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TC of 7.76, indicating its significant and sustained impact in the field. The 
normalized total citations (Normalized TC) metric adjusts for the length of time 
an article has been published, providing a fair comparison between articles 
published in different years. It allows us to assess the relative impact of newer 
papers, which have had less time to accumulate citations. Papers with higher 
normalized TC values, such as the 1st ranked paper, show that these articles are 
being cited at a relatively higher rate, signaling their ongoing relevance and 
importance in the field. Other notable contributions, such as the papers ranked 
2nd and 3rd, also demonstrate significant citation activity, though they have slightly 
lower normalized citation rates. The analysis suggests that while some papers have 
garnered considerable attention, there are still emerging areas in the field that 
require more in-depth exploration and research engagement. 
 

Table 7. Top papers based on citation measure of cybersecurity research in 
Bangladesh  

Rank Paper Total Citations (TC) TC per Year Normalized TC 
1 [21] 472 78.67 7.76 
2 [22] 253 42.17 4.16 
3 [23] 214 71.33 9.22 
4 [24] 170 42.50 6.36 
5 [25] 168 33.60 4.79 
6 [26] 166 55.33 7.15 
7 [27] 156 31.20 4.45 
8 [28] 133 26.60 3.79 
9 [29] 116 23.20 3.31 
10 [30] 105 35.00 4.52 

 
3.8.  Most frequent words bibliometrics   
 
This section provides a bibliometric analysis of the most frequent words occurring 
in cybersecurity research. Figure 9 illustrates the frequency of words that appear 
most often across academic papers in this field. The term "cybersecurity" stands 
out as the most frequent, occurring 35 times, followed by terms like "machine 
learning" (32 occurrences) and "deep learning" (26 occurrences). Other notable 
terms include "blockchain", "security", and "intrusion detection system", which 
highlight key themes and research areas within the cybersecurity domain. This 
analysis sheds light on the focal points of current cybersecurity studies and reflects 
the growing importance of technologies like machine learning and blockchain in 
enhancing security measures. 
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Figure: 9. Most Frequent Words Bibliometrics in Cybersecurity Research 

 
3.9.  Key topics trends in cybersecurity research  
 
The distribution of key topics in cybersecurity research was analyzed by calculating 
the frequency of each term across the gathered research articles, with the results 
visualized in the tree map shown in the figure. Network security, deep learning, 
and machine learning are the most prominent topics in current cybersecurity 
research, indicating a strong emphasis on these areas. Other frequently discussed 
terms include intrusion detection, cybersecurity, data privacy, and blockchain, 
reflecting growing interest in securing systems, protecting data, and leveraging 
advanced technologies like AI in cybersecurity. 
 

 
Figure 10. Trending topics on the field of cybersecurity research in Bangladeshi 

Educational Institutions  
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3.2 Discussion  
 
This research delves into the trends, impacts, and evolution of scholarly work 
within this interdisciplinary field through the lens of bibliometric analysis. By 
examining academic publications, citation patterns, and collaborative efforts, the 
study aims to identify influential works, leading authors, and the key thematic areas 
driving the research landscape. The bibliometric approach provides valuable 
insights into the structure of the field, highlighting how research has evolved over 
time. Additionally, it helps to uncover emerging topics, trends in author 
collaboration, and the overall impact of key publications. Through this 
methodology, the study offers a comprehensive understanding of the major 
contributions, shifts in focus, and the dynamic nature of this domain. 
 
The period from 2020 to 2025 demonstrates a notable and consistent increase in 
cybersecurity research within Bangladeshi educational institutions. Publications 
rose from 23 articles in 2020 to 77 in 2024, reflecting growing academic attention. 
With 59 articles already published by May 2025, this upward trajectory indicates a 
continued surge in interest and research output, suggesting an ongoing acceleration 
in the field. The research suggests that Md. Alamgir Hossain (State University of 
Bangladesh) and Md. Rashidul Islam (Rajshahi University of Engineering and 
Technology) both stand out with 15 publications each in the field of cybersecurity 
in Bangladeshi educational institutions. On the other hand, Iqbal H. Sarker stands 
out as the most influential author in the field of cybersecurity in Bangladeshi 
educational institutions with the highest h-index of 48 and a total of 17,999 
citations. According to the analysis, a total of 302 papers were published from 182 
journals that were considered significant. IEEE ACCESS leads in cybersecurity 
publications, followed by ELECTRONICS and SENSORS. Other journals like 
COMPUTERS, MATERIALS AND CONTINUA, and CYBERSECURITY also 
contribute significantly to the cybersecurity research in Bangladeshi educational 
institutions. 
 
Bangladesh’s cybersecurity research is particularly influenced by its local context, 
with a growing need to address national infrastructure vulnerabilities, particularly 
in critical sectors such as banking, finance, and government. The local context has 
driven research toward practical, region-specific challenges, such as securing 
financial transactions and protecting government databases from cyber threats. 
This research trajectory reflects the increasing recognition of cybersecurity as 
essential for national security and resilience, especially after high-profile cyber 
incidents like the Bangladesh Bank cyber heist. 
 
Bangladesh occupies a central position in the network, represented by the largest 
node, highlighting its leading role and substantial number of publications in 
cybersecurity research and international collaborations. This study reveals that 
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Rajshahi University of Engineering and Technology has established itself as the 
leading Bangladeshi educational institution in the field of cybersecurity research. 
In the citation analysis, there is a higher number of citations between journals such 
as "Journal of Big Data," "Symmetry", "Mobile Networks and Applications" etc. 
Iqbal H. Sarker is the most influential author with highest citations among the top 
10 most cited authors in this domain. 
 
The study also highlights key topics in cybersecurity research, with network 
security, deep learning, and machine learning being the most prominent areas of 
focus. Additionally, there is a growing interest in intrusion detection, cybersecurity, 
data privacy, and blockchain, reflecting the increasing importance of securing 
systems, protecting data, and leveraging advanced technologies like AI in the 
cybersecurity domain. 
 
When compared to other South Asian countries like India and Pakistan, 
Bangladesh’s cybersecurity research is still developing. While countries like India 
have heavily invested in cybersecurity research as part of their national digital 
security initiatives, Bangladesh's focus remains more region-specific, addressing 
local vulnerabilities and infrastructure needs. However, Bangladesh's increasing 
academic output and international collaboration signal its growing role in the 
global cybersecurity landscape. 
 
This study highlights distinctive trends when compared to research in related fields 
such as machine learning (ML) and data science. While ML research primarily 
focuses on algorithmic advancements and is often driven by tech giants, and data 
science emphasizes the application of big data with strong industry involvement, 
cybersecurity research in Bangladesh has a unique emphasis on addressing local 
challenges and enhancing national security frameworks. The findings suggest 
opportunities for fostering global collaboration and learning from related fields, 
which could lead to innovative solutions in cybersecurity, benefiting both 
organizational security and societal resilience [20]. 
 
This bibliometric analysis focuses solely on cybersecurity research within 
Bangladeshi educational institutions, which limits the scope by not considering 
research from other regions or sectors. It relies on a single database (e.g., Scopus), 
which may limit the comprehensiveness of the findings. Additionally, there is a 
potential language bias, and the use of citation-based metrics may not fully capture 
the dynamic nature of cybersecurity research, nor does it account for qualitative 
insights. While the study provides valuable insights into the volume of research 
conducted, it does not delve into the specific content or nature of the research 
itself, which could offer a deeper understanding of the themes and practical 
applications being explored. Additionally, the analysis is based on up-to-date 
information, which makes it difficult to fully compare past trends with the current 
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trajectory. Future research should broaden the scope to include a more 
comprehensive analysis of the research themes, methodologies, and findings. 
Incorporating data from a wider range of institutions, including global 
collaborations, and conducting longitudinal studies will enable a more robust 
comparison of trends over time. 
 
4. CONCLUSION  
 
This study makes a significant contribution to the existing body of knowledge on 
cybersecurity research within Bangladeshi educational institutions. As digital 
threats evolve, the importance of cybersecurity research becomes ever more critical 
in securing national and global digital infrastructures. This bibliometric analysis 
offers a comprehensive overview of the trends, influential publications, key 
authors, and research themes that are shaping the cybersecurity research landscape 
in Bangladesh. The findings indicate a clear upward trajectory in research output 
from 2020 to 2025, highlighting a growing academic focus on cybersecurity issues 
which is one of the most important things for the country to be taken care of 
especially after significant cybersecurity incidents such as the 2016 Bangladesh 
Bank cyber heist. In this incident, hackers managed to steal $81 million from the 
central bank's account, highlighting vulnerabilities in Bangladesh's financial 
systems and the critical need for robust cybersecurity measures. This breach not 
only exposed the weaknesses in the country's financial infrastructure but also 
underscored the urgent need for advanced cybersecurity research to protect against 
such sophisticated attacks. By mapping citation patterns and identifying prominent 
journals, this study provides a detailed understanding of the most influential 
publications and the significant contributors to the field. Topics such as network 
security, deep learning, machine learning, data privacy, and blockchain are 
increasingly prevalent in the research, signaling a broader interest in advanced 
technologies and their applications in cybersecurity. The results also provide 
valuable insights for shaping national cybersecurity policy, directing research 
funding, and enhancing digital resilience in educational and governmental 
institutions. 
 
Cybersecurity research can play a vital role in helping Bangladesh safeguard its 
digital assets and infrastructure. By focusing on emerging threats, enhancing the 
detection of cyber-attacks, and developing advanced security protocols, 
cybersecurity research can strengthen the country's defenses. Areas such as 
network security, fraud detection, and the application of artificial intelligence in 
cybersecurity can contribute to building more resilient systems that can better 
detect, prevent, and respond to cyber threats, reducing the likelihood of similar 
incidents in the future. As Bangladesh continues to digitalize its economy, 
investment in cybersecurity research will be crucial in preventing future 
cybercrimes and ensuring the stability of its financial and governmental 
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institutions. However, this study is limited by its reliance on the SCOPUS database, 
which may exclude relevant studies from other sources. Future research could 
benefit from incorporating additional databases and mixed-method approaches, 
including qualitative assessments, to capture a broader and deeper understanding 
of the cybersecurity landscape.  
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