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Abstract

This study focused on enhancing the protection of IoT devices by assessing the
effectiveness of existing cybersecurity frameworks (CSFs), identifying gaps in
advanced technology cyber-attack tactics, and developing a comprehensive
cybersecurity framework for IoT ecosystems. Technological Acceptance and Zero
Trust Security Theories guided the study. A cross-sectional research design and
mixed-methods approach was adopted, while semi-structured interviews and Focus
Group Discussions provided in-depth qualitative insights. For quantitative data, a
questionnaire was used. A total of 93 respondents from HLIs, hospitals, and
broadcasting media were selected using purposive and random sampling techniques.
Descriptive and inferential statistics were employed to analyze quantitative data. For
qualitative data, Atlas.ti 9.0 Desktop was used. The findings revealed cyber
vulnerabilities are associated with the spread of imported unsecured IoT devices,
user unawareness, and lack of effective cybersecurity frameworks tailored to
emerging cyber threats from advanced technologies such as Al, 5G, Edge
computing, and Autonomous Systems. In conclusion, a framework was designed to
strengthen IoT device security by integrating best practices, policy implementation,
and technological safeguards. The study recommends that imported IoT devices
should be digitally coded to detect cyber risks and adopt multi-layered ECSF-IoT
framework and strengthen end-user cybersecurity education in developing countries
such as Tanzania.

Keywords: Cybersecurity Framework, Internet of Things, Technological
Acceptance Theory, Zero Trust Theory

1. INTRODUCTION
The Internet of Things (IoT) is among the most advanced and the fastest-

growing technologies worldwide, offering improved efficiency, automation,
and increased ease of operations across various sectors such as education,
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healthcare, smart agriculture, and smart cities [1]. Kevin Ashton introduced
IoT in 1999 as a remarkable phenomenon from the previous decades. 1IoT
involves a network of connected devices that communicate with each other
and with people to perform intelligent tasks [2] [3]. Nowadays, major
companies like Apple and Samsung depend greatly on loT, with global
projections estimating 50 billion devices in use by the end of 2023 [4].

However, rapid expansion of 1oT also introduces significant security risks
especially on data, both in transit and at rest. The growing number of devices
connected to the internet increases vulnerability to cyber threats, such as
Distributed Denial of Service (DDoS) attacks and malware[4] [5]. According
to a study by [6] modern information and communication technology (ICT)
systems are more advanced and complicated but also vulnerable, which
invites cyber criminals to develop new attack techniques DDoS and DoS
represent the most common and critical attack against and from the IoT
networks whereby methods rose by 31% in 2021 compared to the previous
year [7].

Additionally, Kariakoo market in Tanzania as the leading business center in
East Africa, demonstrated phishing attacks targeting mobile phone users
many of whom access IoT enabled services causing substantial financial
losses, reduced trust in digital communications and heightened psychological
distress among victims [8]. In Arusha region, it was established that reasons
of cyber-attacks are due to low level of security awareness among digital
users, exposure to data breaches of confidentiality and unauthorized access
[9]. Furthermore, the 2023 Bank of Tanzania (BoT) report on the National
Payment Systems highlights emerging technologies like cryptocurrencies, 5G
Internet services and Distributed Ledgers Technologies as among used yet
posing significant cyber risks to unprepared mobile banking customers and
thus requires new approaches to address cyberattack challenges due to
phishing and malware threats [10].

In reducing cyber risks several frameworks have been proposed to address
these challenges. One of the most recognized Cybersecurity Framework
(CSF) developed by the United States of America is the National Institute of
Standards and Technology (NIST) Cybersecurity framework, which provides
guidelines to help organizations manage and reduce cybersecurity risks [11].
Existence of cyber security frameworks is to ensure confidentiality, integrity,
and availability of systems [12], emphasizing the need for secure hardware,
software, and layered security protocols [13].
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Even though efforts have been implemented, there are still notable
unresolved cyber issues that need further and different approaches to solve
them. Farlier scholarly work and existing frameworks do not fully address
the fast-changing nature of cyberattacks, especially for the case of African
10T users, whereby awareness, infrastructure, and resources are limited [14]
[15]. In Tanzania, cyber-attacks have significantly increased in recent years,
attacks in private and government institutions, Industries, Websites and
sensitive institutions of education such as the Tanzania Commission for
Universities (TCU). More than 900,000 network attacks were reported by the
Tanzania Computer Emergency Response Team (TZ-CERT) in 2024 alone
[16]. Even though national strategies such as the Cyber Security Strategy
(2022-2027) have been launched, sectors like health, banking, and education
continue to face cyber threats due to lack of technical know-how from IoT
devices users, use of imported unsecured devices, and weak technical
safeguards [17] [18].

Most of the existing studies focus on individual component vulnerability in
IoT systems but lack comprehensive framework that take into account for
the recent technological advancements associated from emerging
technological cyber threats such as Artificial Intelligence (Al), 5G
Technology, Cloud computing and Autonomous systems. For instance, [19]
and [20] highlighted the layered structure of IoT and its security concern,
there is limited observation on how IoT users in developing countries such
as Tanzania, manage these threats in real-life environments. Limited
computational resources and lack of protocol standardization as IoT devices
integrates with many other systems make a clear view of security challenges
in the making of one structured cybersecurity framework [21]. A study by
[22] shows that 40% of East African banks were inadequately prepared to
counter cyber threats as these institutions integrated into computerized
operations, as well as using advanced digital systems and tools.

This study identifies an important gap by focusing on the urgent need for a
cybersecurity framework that is specifically designed for the realities of
developing countries like Tanzania. While many existing studies and
frameworks, such as NIST, provide general guidelines for securing IoT
systems, they often overlook key background factors such as limited
infrastructure and computational resources, low cyber security awareness
among users, and emerging cyber threats due to advancement technology
[21]. Existing literatures show inadequately technical aspects with little
consideration on how human behavior and the widespread use of imported,
low-security IoT devices increase vulnerability [15] [23]. Therefore, this study
provides an approach not only in evaluating the effectiveness of existing
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frameworks available in Tanzania but also by proposing an Enhanced
Cybersecurity Framework for IoT devices (ECSF-10T) for enabling security
of 10T ecosystem. The framework aims to integrate technological features of
IoT devices with practical concerns, including user behavior, policy
enforcement and implementation, and security recommendation, hence
offering a more comprehensive and realistic solution to improving IoT cyber
security in Tanzania.

2. METHODS

This study employed a mixed-methods approach, combining qualitative and
quantitative techniques to understand human experience and statistically test
hypotheses [24]. A cross-sectional design integrated literature review, field
surveys, semi-structured interviews, focus groups, documentary reviews, and
cyber-crime statistical analysis [25]. This integration strengthened findings by
providing measurable evidence and contextual insights into loT device
security challenges. Quantitative analysis validated vulnerabilities and attack
patterns, while qualitative data revealed user behaviors and perceptions
affecting security practices. These methods enhanced the reliability and
applicability of the proposed IoT cybersecurity framework for Tanzania
through comprehensive exploration and data cross-validation.

2.1. Literature Review

Relevant literature was reviewed to explore procedural and technical aspects
of cybersecurity frameworks in the context of loT. Technological
Acceptance Theory, proposed by Fred Davis in 1989, guided the study. The
theory suggests that the intention of people to accept and use technology is
determined by two factors: perceived ease of use and perceived usefulness
[26]. The theory suggests that the use of information technology depends on
behaviour intention, and behaviour intention depends on personal attitude
towards the use of the system and their perception of its usefulness or utility
[27]. User attitudes and beliefs are important features that influence the new
technology's use. Therefore, petrceived ease of use by IoT users in HLIs,
hospitals and broadcasting media greatly affect the adoption and
implementation of cyber security framework designed guidelines.

2.2. Survey and Field Data Collection
A structured questionnaire was used to gather quantitative data from ICT

and Cyber experts across three major urban regions, Dar es Salaam,
Dodoma, and Arusha. These regions were purposively selected for their
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technological infrastructure and IoT device penetration. According to
Tanzania Investment and Consultant Group Ltd (TICGL) these regions are
among the leading five regions in Tanzania expanding mobile subscriptions,
infrastructure and digital connectivity in machine-to-machine, IoTs, the
number of telecommunication towers and availability of communication
masts up to 5G.

2.3. Interviews and Focus Group Discussions

Semi-structured interviews and Focus Group Discussions provided
meaningful, in-depth qualitative insights into participants’ experiences
perspectives, beliefs and behaviours for the existing cyber security challenges
[28]. Most common methods of data collection used in qualitative research
are interviews and focus groups which were previously conducted face to
face but evolution of technologies has further helped through video chat and
online forums.

2.4. Data Analysis

Through structured questionnaires quantitative data were analyzed using
SPSS for descriptive and inferential statistics, identifying patterns,
frequencies, relationships and data visualization [29] (Jalolov, 2024). From
discussion, interviews, documentaries and documents, thematic analysis was
used to interpret qualitative data using Atlas.ti 9.0 Desktop for unstructured,
non-numerical textual documents producing code-based content which
involve three stages of thematic content analysis: pre-analysis, material
exploration and interpretation within the software’s intuitive interface [30].

2.5. Sample Size

Sample size refers to the number of data points selected from the entire

target individuals that are considered representative of the real population

for that specific study [31]. This study used Yamane formula to draw its

sample size from the target population. Yamane Formula which states:
__ N

0= T2 [32].

Whereby B 1328

n= required sample size, therefore: = 1+1328(0.1)
N= target population and

e= margin error (0.1 or 10%) n=92.735=93
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Hence, a total of 93 participants were selected using a combination of
purposive and random sampling techniques: 15 ICT officers from higher
education institutions, 12 from hospitals, and 4 from broadcasting media per
region. The healthcare, broadcasting media and higher learning sectors are
critical to national infrastructure and increasingly adopt IoT devices, each
facing unique cybersecurity challenges. Healthcare deals with sensitive
patient data and life critical equipment that requires more reliable
cybersecurity. Moreover, broadcasting media relies on IoT for content
delivery and communications nonetheless they are vulnerable to disruptions
and misinformation. In addition, HLIs use IoT across research and
administration that requires safety measures against cyberattacks.
Consequently, these sectors in Tanzania should comprehensively address
10T cybersecurity challenges by using new approach against cyberattacks.

2.6. Research Steps

Based on Figure 1, the researcher employed a mixed methods approach,
combining quantitative and qualitative techniques to study security
challenges for IoT devices. Simple random and purposive sampling
techniques were employed to select respondents. Data were gathered
through questionnaires, interviews, focus groups, and document reviews to
ensure data triangulation. Qualitative data were analyzed thematically using
ATLAS.ti 9.0 desktop, while quantitative survey data were processed with
SPSS 27. The findings identified key IoT wvulnerabilities and controls,
informing the developed framework design, which was then validated by
cybersecurity experts to ensure its practical relevance and theoretical
robustness.

Step 1

Research Design

Results

Cross tabulation,
Convergence

Mixed Methods
IQualitative & Quantitative|

Framework
Development

o Ste|
Data Analysis

Thematic Analysis
& Descriptive Analysis

" " 'Step 7
Validation

Purposive & Random
HLIs, media, health
institutions,

ICT personnel, Cyber experts,
Policy makers,
Government agencies

Figure 1. Research Stages: Adopted and Moditied [33]

Atlas.ti 9 & SPSS 27

Based on Figure 1, the explanation as follow.
1) Step 1: Research Design - by integrating numerical data analysis with
in-depth contextual understanding, researcher used a mixed methods
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2

3)

4

5

0)

7)

3.

3.1

research design combining both quantitative and qualitative
methodologies within a single study to comprehensively answer
research questions.

Step 2: Sampling — participants were chosen at random from sectors
identified to guarantee every respondent of the population equal
chance to be selected. For purposeful sampling which is a non-
probability technique, participants were specifically chosen based on
individual characteristics in relation to the study objectives whereby
ICT personnel and cyber security experts were involved.

Step 3: Data Collection — researcher used multiple methods such as
interviews, questionnaires, documents reviews and group discussions
to access diverse data sources, enhancing in-depth, validity, and
reliability of the research findings.

Step 4: Data Analysis - researcher analyzed qualitative data
thematically using ATLAS.ti 9 desktop and processed quantitative
survey data statistically with SPSS 27, combining detailed textual
insights with strong numerical analysis.

Step 5: Results — in addition, the researcher identified key loT
vulnerabilities and effective controls through the developed
framework, which guided the creation of a comprehensive
cybersecurity framework subsequently validated by experts for its
practical relevance and theoretical reliability.

Step 6: Framework development - the researcher developed the
ECSF-IoT framework using a mixed-methods approach with thematic
analysis in ATLAS.ti and statistical analysis in SPSS to identify IoT
vulnerabilities and controls, resulting in an expert-validated,
comprehensive cybersecurity framework.

Step 7: Validation — Finally, researcher validated the ECSF-lIoT
framework through structured expert reviews by cybersecurity
professionals, ensuring its practical relevance and theoretical reliability
in line with established best practices of framework validation in IoT
security research.

RESULTS AND DISCUSSION

Socio Demographic Information of the Participants

Participants were drawn from sectors of security companies, health
institutions, broadcasting media, and regulatory bodies across Tanzania,
providing a broad perspective on IoT security practices and challenges.
Specifically, 2 cyber experts were selected from security companies, 2 cyber
experts from broadcasting media, 3 cyber experts from health institutions,
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and 1 IoT cybersecurity specialist, all purposively selected for their subject
matter of expertise. The remaining 43 professionals were randomly chosen
from key regions of Dar es Salaam, Arusha, and Dodoma, which are the
center to country’s digital and technological development.

Most of participants had more than three years of professional experience in
ICT and cybersecurity related roles which reflect both theoretical and
practical proficiency in the field. This combination of technical qualifications
and sectoral diversity ensured that the data collected was grounded in real
world experience. The participants varied backgrounds provide valuable
insights from the existing cybersecurity frameworks and highlighted the
necessary achieving framework to address the security needs of IoT devices.

16% 12% 40
m18-25 30 )
26-35 20 30 u Years
390, | 7 36-45 10 s Respondens
Above 45 0
1 2 3

Figure 2. Age Distribution Figure 3. IoT Working Experience

On the age distribution respondents, illustration of Figure 2, observed that
majority of respondents fall within the 36—45 age group (39%), which
corresponds to 58.8% (30) of respondents who had over 6 years of ICT
working experience, enhancing the credibility of their input in the study.
Experience of respondents provided a valid observation for the existence of
cybersecurity frameworks within institutions which recorded that 41.5%
existence of CSF and 59.5% does not exist as illustrated in Figure 4. shows
that majority of institutions are lacking formal CSFs, exposing them to
significant cyber threats risks.

41.5

0
59.5 %

%

Figure 4. Existence of Cyber security Framework
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The study involved data collection through questionnaires, interviews, and
focus group discussions from ICT stakeholders, including cybersecurity
experts, ICT officers, and administrators. A total of 75 instruments were
distributed, and 68 were successfully collected, producing an overall
response rate of 92%. A 92% return rate suggests effective follow up
strategies and well understood instruments, supporting [34] emphasized
researcher and research participants engagement as key to higher response
rates

3.2. Quantitative Analysis on the Effectiveness for Existing Cyber-
Security Frameworks

Quantitative analysis provided better analysis of assessing the strengths and
limitations of cybersecurity framework on performance metrics such as
threat identification, detection, response, accuracy and recovery.

Cybersecurity framework’s effectiveness rate on the Internet of Things
recognizing that the mere existence of a cybersecurity framework is
insufficient without its effective execution, the study sought to evaluate the
actual effectiveness of current cybersecurity frameworks (CSFs) in
preventing cyberattacks. Respondents were asked to score how well their
current CSFs addressed the security of their systems. According to the
tindings, only 13.2% of respondents thought their systems were very well
covered, while 26.4% said they were fairly covered. On the other hand,
11.3% stated their systems were completely uncovered, 15.1% said they were
just partially covered, and 34.0% said their systems were only partially
covered. With most replies falling below the "well covered" threshold, these
findings show a notable disparity in the perceived efficacy of contemporary
CSFs. The majority of replies fell below the "well covered" criteria,
highlighting a considerable gap in the perceived effectiveness of present
CSFs and suggesting that information systems are not fully protected by the
frameworks in place.

This poor performance raises the possibility that many organizations are
using frameworks that are incompatible with their operational structures or
that they lack the technical know-how to make effective use of them. Full
adoption and optimization of these frameworks are severely hampered by
their complexity, expense, and need for qualified personnel. Therefore, even
while CSFs are crucial instruments for improving cybersecurity, how well
they are applied, integrated, and managed within the organization will
determine how much of an impact they actually have.
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Figure 5. Security Coverage for Existing Cyber-security Framework

In order to determine the necessity of an efficient cybersecurity framework
(CSF), the study also evaluated the frequency and kind of cyberattack
incidents that target IoT devices. The most frequent risks were found to be
social engineering (43.4%) and botnet attacks (24.5%), with physical
tempering (11.3%) and a tiny fraction of combined attacks coming in second
and third, respectively. These results show that human mistake, antiquated
systems, complicated network endpoints, and a lack of cybersecurity
measures continue to make loT devices susceptible, especially in delicate
settings like healthcare. The variety and frequency of these assaults highlight
the need for more robust and flexible CSFs in order to successfully mitigate
these vulnerabilities.

25 23(43.4%)
20

15 13(24.5%)

10
O(IL3%) 59 40 5(0.4%)
5
1(1.9%)

0
Botnet Social Physical ~ Social Eng &  Virus &  Botnet,Social
Enginnering Tempering  Physical Worms  Eng, Physical
Tempering Tempering

Figure 6. Common Cyber-attacks incidences on IoT devices

Threat identification, detection, asset protection, asset recovery, and threat
response are the five essential functions that respondents ranked in order to
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assess the performance of the current CSFs. The majority did not rank any
of the functions as highly effective, and the mean scores ranged from 2.66 to
2.94 out of a possible 5. Threat identification, for example, received a mean
score of 2.74, with 22.6% of respondents indicating that it was insufficient in
recognizing all possible dangers. Threat detection had a mean score of 2.72
as well, and none of the respondents thought it was highly successful.
According to these views, the current frameworks only provide mediocre
threat mitigation, leaving IoT systems vulnerable to possible breaches and
undiscovered vulnerabilities.

Table 1. Key Indicators of CSF

Very Effecti Somehow Less Not

Element effective ve effective effective effective  pe

f % f % f % f % f % an
Threat 13 LBy 245 12 226 12 226 274
identification 0 9
Threat 0 00 30y 26.4 15 283 8 151 272
detection 6 2
Asset 6 113 L 2 17.0 18 340 6 113 292
protection 4 4
Asset 8§ 151 8 P 16 30.2 15 283 6 113 294
recovery 1
Threat 0 00 Lo I8 o 434 12 226 8 151 266
ICSPOHSC 0 9

According to Table 1's overall findings, the present CSFs are thought to be
only moderately effective across all important functions, although providing
basic levels of protection and response. Asset protection and recovery, for
instance, received scores of 2.92 and 2.94, respectively, suggesting that while
some mitigation is there, it is not enough to guarantee complete security or
data restoration. Furthermore, threat response scored the lowest at 2.60,
indicating inefficiencies and delays in thwarting cyberattacks when they
happen. The results are consistent with previous research that highlights the
need for comprehensive, responsive, and adaptive CSFs, including those of
[35], [36], and [37]. Thus, all of these observations emphasize how vital it is
to update and reinforce current CSFs in order to improve the general
security of IoT devices.

3.3. Qualitative Analysis through Interviews, Focus Group
Discussion, and Documents

Important insights into the organizational and technological difficulties

involved in protecting loT devices using CSFs are provided by the
qualitative data gathered through focus groups, interviews, and documentary
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analysis. Technical vulnerabilities, default configurations, user knowledge,
policy dependency, risk management, and ongoing monitoring were among
the main themes found in the investigation.

1) Technical Security Challenges in IoT Ecosystems

Technical security flaws in IoT ecosystems, particularly in wired, wireless and
hybrid communication devices are shown in Figure 7(i). Unprofessional
operation and inadequate protective software, including antivirus, might lead
to cyber issues. Expert insights on Figure 7(ii) reveal communication
methods intensify vulnerabilities through data interference, unauthorized
access and electromagnetic interference (Respondent 1, Field Data 2024).
Moreover, real time communication complicates data privacy in sectors like
healthcare and the Internet of Medical Things (IoMT) due to interoperability
challenges and regulatory constraints [38].

Use of Antivirus
Unprofessionalism |- T R Is and Techni P Stealing sensitive data from
p { Security Tools and Techniques J sensitive institutions

I Mode of C icati -‘ i T I Wireless Communication

Use of General security standard
available

Figure 7 (i). Security Tools and Techniques

fermeeroaeeroereoeeeoeeeoaeeeoaes 15| D 1:Respondent 1

=1:4 p 1, loT technology influences :
cyberattacks through its mode of 4_.I Mode of Communication

communicati... in Respondent 1

Figure 7 (ii). Technical challenges through the mode of communication
While in agreement to the study findings, [39] confirm that IoT ecosystems

exhibit complex vulnerabilities linked to communication protocols and
devices interoperability. The study highlights susceptibility to sophisticated
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attacks like DoS and man-in-the-middle which increases cyber risks to IoT
data due to interoperability deficits and regulatory barriers, paralleling
concerns of electromagnetic interference and unauthorized access. Hence,
demand for devices security should be adhered to through mode of
communication for either wireless or wired and protocols possessed as data
exchanged to each other.

2) Default Settings and Patching Vulnerabilities

Respondent 3 attributes data breaches primarily to default device
configurations and insufficient patch management (Figure 8). Reliance on
basic defenses like firewalls and multifactor authentication leads to
underestimated risk exposure [40]. Frequent zero-day exploits and irregular
firmware updates compromise system integrity, highlighting the necessity for
standardized authentication, encryption, and automated patching under a
Zero Trust theory [41].

femoeeeoeeeoeeoceeeoceeeoeeeoeseoeseoeeeoas 15 D 13:Respondent 3

=113:8 p 3, The idea of a cybersecurity
framework is new but we have a —o

Use of General security standard

available
general s... in Respondent 3

Figure 8. Technical challenges through default settings and patching
management

The findings concurs with that in the study by [42] who highlights the shift
from perimeter security to Zero Trust (ZT), emphasizing continuous
verification of all access requests. In line with protection of IoT devices, it
further shows how emerging technologies need ZT through advanced threat
detection and real-time decisions. The research also stresses best practices
for adopting ZT to address modern cybersecurity challenges like quantum
computing and complex attacks.

3) User Awareness and Institutional Policy Gaps

Figure 9 highlights the importance of cybersecurity education for IoT users
and ICT administrators, seeing many institutions lack formal CSFs’
education, thus rely on internal ICT policies. Regulatory bodies like OSHA
and TCRA provide guidance to prevent cyberattacks (Interviewee Y, Field
Data 2024). [43] emphasize improvement of information security awareness
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in reducing cyber risks, stressing the need for global cybersecurity standards
and continuous education for IoT users.

Empower ICT Unit with Training
o and Good Budget

Provision of Education on loT
T and Cyber-security Framework

Cybersecurity Education and e
Capacity Building -

Capacity Building on Threat
detection and incident handling
and response training

S Capacity building. provision of
R Education and license loT
operationals

Figure 9. Enhancing Cybersecurity Awareness

The findings resonate positively with the views that Cybersecurity education,
empowered ICT units, and effective attack response are vital for strong
defenses. Education raises awareness and skills, while a strong ICT team
enables timely, resilient responses. Together, they nurture a proactive
security culture that reduces vulnerabilities [44]. This integrated approach
ensures continuous monitoring, rapid threat detection, and efficient
mitigation, enhancing overall organizational resilience against evolving cyber
threats. Additionally, ongoing training and resource investment in ICT units
foster adaptability and preparedness for emerging challenges in the
cybersecurity landscape.

4) Risk Assessment and Cybersecurity Management

In order to maintain fundamental security objectives of confidentiality,
integrity, and availability (CIA), risk assessment and management procedures
are crucial as shown in Figure 10. There are three ways of evaluating IoT
vulnerabilities, reactively, on-demand and scheduled basis (Interviewee J,
Field Data, 2024). On-demand assessment is when cyberattacks occur;
scheduled assessment is a routine action while reactive assessment is
conducted when cyberattacks occur and an examination is required to
determine the extent for disaster and its retaliation. Applying traditional risk
assessment to modern technologies such as IoT ecosystems is a challenge as
new experience and techniques are needed and which involves different
areas to be assessed.
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_______________________________ _ Pre-compliance self Assessment

: _ Risk Management both Internal
_Assessment Methodology based on

Figure 10. Risk Assessments and Management on IoT's

Security, Integrity and Continuit |

The study by Affia [45] weighs in by revealing that IoT security risk
management (JIoT-SRM) framework improves traditional risk management
by integrating IoT’s layered architecture into security assessments. It splits
IoT systems into logical layers to better identify vulnerabilities and
interrelated risks. This enables targeted risk discovery and flexible mitigation,
offering a more comprehensive approach than reactive or scheduled
evaluations alone.

5)  Continuous Monitoring and CSF Evaluation

According to the zero-trust theory, which holds that cyberattack incidents
are frequently discovered following system underperformance, the group
discussion brought to light the lack of structured monitoring systems in
many institutions (Group discussion Field Data, 2024). IoT devices have
been the target of cyberattacks because of their intricate connectivity to
unmonitored systems and devices that lack security framework support.
Akinsanya et al. (2024) assert that cyber resilience is improved by ongoing
monitoring aided by instruments such as the Assurance Questionnaire
(IoTSF, 2021). To protect IoT environments, a Zero Trust strategy is
recommended, in which access is constantly checked [40].

In contrast, [47] highlights that many organizations face fragmented
monitoring systems, lacking real-time visibility thereby increasing cyber risks.
The study recommends automated, continuous monitoring integrated with
zero trust principles like dynamic access control and continuous
authentication. Also, it supports structured tools similar to the IoTSF
Assurance Questionnaire to assess and adapt security, aligning with [48] and
[46].
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6) Core features of secure cyber security frameworks for IoT
devices

The study found a number of fundamental characteristics that are thought to
be necessary for creating a safe cyber security framework for Internet of
Things devices as illustrated on Figure 12. A systematic questionnaire was
completed by ICT specialists, and the following salient characteristics were
validated by theme analysis of qualitative interviews: The NIST
Cybersecurity Framework, government security policies, law enforcement,
organization ICT policies, safe procurement and disposal of IoT devices,
device security standards, cyberattack assessment, data recovery, user
education and awareness, and comprehension of IoT devices.

The creation of improved CSFs for IoT devices requires some fundamental
security elements, such as adherence to national and international security
standards like NIST, which guarantee organized and accepted security
procedures [49]. To avoid data interception and unauthorized access during
device connection, effective frameworks must incorporate network security
protocols and encrypted communication standards such as MQTT, CoAP,
and XMPP [50]. For data security and integrity to be maintained across IoT
systems, end-to-end encryption is essential [41]. Institutions are held
responsible for their cyber security activities through legal enforcement
mechanisms that require conformity to cyber security frameworks [43]. It
has been determined that reducing human error and inadequate security
procedures requires user awareness and technological expertise on the safe
usage of devices [40]. Additionally, stronger frameworks need integrated risk
assessment and incident management features, such as tools for assessing
key performance indicators (KPIs) and conducting cyber audits [45]. Lastly,
maintaining interoperability between IoT endpoints facilitates safe
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communication and smooth integration across various device ecosystems

[48].
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Figure 12. Core Features for Secure Cybersecurity framework
7) Methodologies for Developing IoT Cybersecurity Framework

According to the study, current cyber security frameworks are inadequate to
handle new risks posed by cutting-edge technologies like Edge Computing,
Artificial Intelligence, and 5G. They are reactive and challenging to assess
cyber threats efficiently due to their lack of audit tools, legal enforcement
procedures, and predictive capacities [49] [43] [45]. A approach focused on
CIA principles, security by design, layered defense, IoT lifecycle
management, regulatory compliance, and real-time monitoring is suggested
by the study as a means of filling these gaps [48] [41] [50] [40] [46]. In the
face of new cyber threats, this integrated approach seeks to guarantee
resilience, accountability, and agility.
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Analysis indicates that, the creation of Enhanced Cyber Security Framework
for IoT devices (ECSF-1oT), must take into account six strategic pillars upon
which the framework is based, ranging from the IoT user to the internal
security mechanism of the device. In reaction to cyber threats, Zero trust
theory operation is needed for device authentication, authorization and
continuous security monitoring. Technology acceptance theory is also
embraced for new technologies introduced and used on IoT devices though
they are coming with different challenges such as emerging cyber-attacks.
Significance of developed framework is the enforcement of security
responsibilities to IoT device user, manufacturer, and operational processes
systems.

The framework integrates user understanding of cyber security and technical
expertise on cyber security issues and type of technology IoT device
possesses [51]. In order to confirm the efficacy and performance of IoT
devices, the framework includes vulnerability assessment and device security
auditing. It also allowed IoT users to play a significant role in improving
device and data security back to manufacturer of a device. The framework
enables users to get assessment results from threat detection and provide
security recommendations to manufacturer in the case of security risks or
malfunctions.

Cybersecurity Policies

National |International

4 A
= Device Audit
Proactive Reactive
Device Audit| Usage Audit
IoT
Device User e
Cybersecurity
Awareness
IoT Device
Technology

Vulnerability | Communication
Assessment Analysis

Figure 13. Enhanced Cyber Security Framework for 10T devices (ECSF-
1oT)
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1. IoT Device User: An IoT device user has responsibility for
implementing security measures and ensuring compliance with
security recommended practices for IoT device. User has
responsibility to safeguard the device, for instance, through
changing default settings of device and engaging in non-risky
behaviors and malpractices [52]. A user also has to provide input to
device manufacturers for support needed and improvement of
security features to device.

2. 1) IoT Device Technology: The technology of IoT device must

ensures security is built from the design before taken to the market.
Manufacturer has to support IoT user with the software updates and
ensure compatibility with other integrated systems as well as new
technology trends with its associated cyber risks [53].
i) Cybersecurity User awareness: IoT user needs awareness on
trending technology and their security risks through provision of
security training and best practices for IoT usage. Features such as
firmware updates, encryption and network protection against cyber
threats has to be understood. Responsibility goes to device
management, access controls and continuous security monitoring to
reduce vulnerabilities [54]. Awareness on compliance with regulatory
standards such as NIST, ISO/IEC 27001 and TCRA ensures
devices meet security requirements, protecting against emerging
cyber threats.

3. Cybersecurity Policies: IoT device can be an entry point for large
scale cyber threats and other devices. Technical policies involve the
use of encryption standards such as Advanced Encryption Standard
(AES) and Transport Layer Security (TLS), secure boot
mechanisms, regular firmware updates, network segmentation, and
compliance with frameworks like NIST Cybersecurity Framework
and ISO/IEC 27001.

i) National Cybersecurity Policies: Tanzania has developed laws
and guidelines that protect people and systems from
cybercrime activities these include cybercrime act (2015) and
the National ICT policy (2016) [55]. Cyber-crime act include all
digital devices and users, any violation may influence cyber-
attacks and risk to users’ data.

i) International Cybersecurity Policies: Adoption of global
standards such as NIST Framework promotes risk
management and secures system design. Implementation of
ISO/IEC 27001 for Information Security Management
Systems ensures data are handled securely on IoT device.
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4.

Device Audit: Audit involve systematic examination for security,
device configuration and its performance through identifying
vulnerabilities and compliance gaps. By detecting weaknesses on
devices earlier, helps to protect sensitive data, prevent unauthorized
access and overall security of IoT and systems that facilitates its
operation.

i) Proactive Audit: To secure an organization's data, risk
assessment and effective continuous monitoring, as well as
strong authentication like Multifactor Authentication and
encryption protocols on data both at rest and in transit, as well
as changing default settings on devices are necessary.
Reconfiguring devices to more securely default options,
enforcing diverse encryption protocols, preserving up-to-date
software, implementing persistent threat intelligence systems,
and employing Al are all methods for enhancing network
security [56].

ii) Reactive Audit and Measures: Incident detection, response and
monitoring to mitigate emerging cyber threats through real
time alerts and quick action. Device isolation during usage of
10T device to prevent further damage.

Analysis: This involves evaluating the device’s hardware, software

and network behavior to identify potential security vulnerabilities.

i) Vulnerability Assessment: Scanning and identifying weaknesses
such as outdated firmware, open ports or default credentials. It
helps to prioritize risks and guides the implementation of
security patches and configuration changes.

i) Communication Analysis: Communication or Transport
assessment analyses the flow of data and reception through Iot
devices and ensure security through their interception or
tempering [57]. Protocols such as TLS/SSL to verify for the
integrity and confidentiality of transmitted data.

Feedback and Recommendation: Ongoing cyber security issues,
devices usability, challenges or any new vulnerability not captured
during initial assessments provide IoT user the way forward for the
coming cyber incident challenges. The study [58] agree that
continuous improvement and recommendation helps the
manufacturer to apply necessary needed security requirements to
10T devices as well as the supply chain management.
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3.4. Discussion

The study revealed that although international cybersecurity frameworks like
NIST are widely referenced, they are not effectively applied in the Tanzanian
context especially to ground users of digital devices. This lack of application
is due to poor cybersecurity law enforcement, low user awareness, and the
absence of audit tools. Consequently, institutions continue to experience
frequent cyberattack incidents, confirming the inadequacy of existing
friendly cybersecurity frameworks. The identified features such as data
encryption, secure protocols, and law compliance, aligning with core security
principles of CIA highlighted in global standards of NIST and ISO 27001,
confirm a specific comprehensive framework is necessary to enhance IoT
security in Tanzania.

Existing literature on IoT cybersecurity highlights the application of
established frameworks such as NIST, ISO/IEC 27001, and CIS Controls in
managing security risks. However, these frameworks were primarily designed
for traditional IT systems and critical infrastructure in well-resourced
environments, and they often lack specific provisions for the unique
challenges of 10T ecosystems [35]. Issues such as device heterogeneity,
limited computational capacity, and inadequate user awareness are frequently
overlooked, making implementation ineffective in practice [59]. This
suggests that while these frameworks offer many guidelines, they may not
tully address contextual limitations in resource-constrained environments.

In contrast, the proposed framework in this study is in focus to the specific
needs and infrastructural realities of IoT wusage in Tanzania. Unlike
generalized models, it integrates localized threat assessments and prioritizes
practical, low-cost security measures suitable for developing features. This
approach offers a more feasible path toward improving loT security
compared to traditional models that assume broader technological and
institutional capacities [60]. Therefore, this research contributes a
contextualized alternative to existing global frameworks.

This study proposes a localized cybersecurity framework for Tanzanian
institutions, addressing a critical gap in existing approaches by integrating
both technical measures and human-centric factors such as regulatory
enforcement and user awareness. While previous efforts, including national
strategies and global guidelines, aimed to control cybercrime, institutions in
Tanzania still face increasing threats due to widespread use of unsecured
imported IoT devices and insufficient cybersecurity awareness [61] [15] [14].
The growing scale of IoT device adoption is projected to reach $6 trillion
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globally by 2025 which further complicates the threat landscape [62]. Despite
national efforts like the Tanzania National Cyber Security Strategy (2022—
2027), sectors such as health, finance, and education remain vulnerable due
to evolving cybercriminal tactics that exploit advanced technologies like Al,
10T, and cloud computing [17] [18]. This research fills a gap in literature by
developing a cybersecurity framework that emphasizes enforceable local
policies, continuous awareness programs, and measurable compliance tools
to strengthen institutional resilience against emerging cyber threats [63].

The study faced several limitations that impacted its scope and efficiency,
such as limited time of participants to cooperate on study discussion and
their expertise inputs which caused data collection to be delayed.
Additionally, identifying and getting cybersecurity experts proved
challenging. The geographic scope and sample size were further constrained
by the cost of accessing various places within the study area. Technological
constraints were also evident, particularly in capturing clear and accurate
audio recordings during interviews and group discussions, which may have
affected data quality and transcription accuracy. Lastly, delays in participant
responses to Google Form questionnaires prolonged the time needed to
collect all the data, slowed down the study’s progress.

Despite the limitations faced in the study, several solutions helped mitigating
these challenges:  researcher requested flexible scheduling and timely
reminders to improve participant availability. Expanding networks through
ICT professional associations from Tanzania Universities, and government
agencies related to cyber issues and online platforms to access more
cybersecurity experts. On the overcoming audio capturing, the researcher
used virtual methods like video calls to reduce travel costs, employing
reliable, high-quality recording equipment to enhance audio capture; and
sending messages to remind respondents to speed up questionnaire
responses.

4. CONCLUSION

This study concludes based on the findings that the security for Internet of
Things (IoT) devices in Tanzania remains a critical concern due to the
widespread use of unsecured and low-standard imported digital devices,
evolving cyber threats, and insufficient cybersecurity awareness. Despite the
presence of national strategies and international cybersecurity frameworks,
many Tanzanian institutions continue to report persistent cybercrime cases,
particularly in sensitive sectors like health, education, and finance. The
growing integration of IoT devices with advanced technologies like cloud
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computing and artificial intelligence further complicates the threat landscape,
necessitating more responsive and localized security strategies. The
development of Enhanced Cybersecurity Framework for IoT device (ECSF-
IoT) represents a significant step toward addressing these complex
challenges by combining both technical controls and human-centric
components. The framework emphasize on enforced cybersecurity policies,
continuous awareness programs and auditable metrics supports institutional
commitment to reducing attack surfaces and promoting safe IoT practices.

For effective implementation, policymakers must focus on strengthening
localized regulations that mandate minimum security standards for loT
devices entering the Tanzanian market, particularly those imported with low
security features. lIoT device manufacturers should collaborate closely with
government agencies such as Tanzania Communication Regulatory
Authority (TCRA), Tanzania Police Force and cybersecurity experts to
embed security by design principles towards local threat vectors. As a next
step, pilot projects involving public and private institutions in sectors
vulnerable to cyber threats such as healthcare, finance and national security
should be launched to test the framework’s applicability and international
bodies can facilitate knowledge transfer and co-development of practical
security solutions. Continuous monitoring and feedback from these pilots
will guide iterative improvements of ECSF-IoT ensuring its adaptability and
sustainability in Tanzania’s evolving digital ecosystem.
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