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Abstract. This research explores the integration of Machine 

Learning (ML), Cybersecurity, and Big Data Analytics (BDA) in 

advancing intelligent, secure, and sustainable industrial ecosystems 

within Industry 4.0. It assesses global research productivity, 

collaboration patterns, and the connection between intelligent 

automation, data-driven innovation, and cyber resilience. A PRISMA-

based bibliometric review of 1,386 relevant publications from the 

Scopus database (2020-2025) was conducted, using Biblioshiny 

visualization tools to map key authors, institutions, countries, and 

emerging research clusters. Findings show a 7.09% annual growth 

in publications, reflecting a growing global focus on ML, BDA, and 

cybersecurity within Industry 4.0 ecosystems. The United States, 

China, and India were identified as major contributors, with strong 

cross-continental collaborations fostering innovation. Key research 

topics include deep learning, digital twins, and the Internet of 

Things (IoT), while emerging areas such as explainable AI, federated 

analytics, and edge computing are gaining attention. By mapping 

global research dynamics and identifying key contributors, this 

study highlights critical research gaps and offers practical insights 

for advancing interdisciplinary innovation, aimed at creating secure, 

intelligent, and sustainable industrial ecosystems in Industry 4.0. 

 

Keywords: Machine learning; Cyber Security; Artificial Intelligence; 

Big data; Industry 4.0; Learning systems; Biblioshiny 
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1. INTRODUCTION 

 

The emergence of the Fourth Industrial Revolution (Industry 4.0), driven by the Internet 

of Things (IoT) and Cyber Physical Systems (CPS), has fundamentally changed the global 

industrial and manufacturing paradigm [1]. Networked intelligent factories are being 

created by this revolution, generating new amounts of high velocity data. Utilizing this 

data to create better and more intelligent products requires sophisticated analysis tools 

[2]. In particular, machine learning (ML) enables the development of autonomous and 

predictive decision-making functions that are crucial for efficiency and flexibility, while 

big data analytics (BDA) provides the knowledge to manage these enormous streams.  

 

Data-driven intelligence and automation are made possible by machine learning (ML), 

which supports Industry 4.0. ML algorithms examine intricate data patterns, increasing 

decision-making precision and system flexibility in logistics, manufacturing, and quality 

control [3]. Example of Industry 4.0 like automation, cyber-physical systems, and digital 

transformation, is the fourth industrial revolution. It combines smart technologies to 

build data-driven, connected, and flexible production environments that boost creativity 

and operational effectiveness [4-8]. 

 
The issue statement and research problem, when measured by the conciseness of their 

definition, are literally created to fill the existent gap in knowledge regarding the 

integrated role of Machine Learning (ML), Big Data Analytics (BDA), and Cybersecurity in 

the Industry 4.0 [4]. The issue is that the existing literature is fragmented, including the 

studies that tend to study these domains separately without delving into the prospect 

of their synergy in achieving intelligent, secure, and sustainable industrial systems. The 

problem of this study is clearly defined as focusing on the fact that there is no single 

theoretical and empirical framework that explains how these technologies can be 

combined to promote industrial intelligence, resilience, and data-driven decision-making. 

In this respect, the research objectives are developed to offer a systematic search of the 

world research patterns, determine powerful factors, and visualize the new tendencies 

that stipulate the development of this interdisciplinary direction. The goals are also aimed 

at providing not only theoretical insights but also practical advice on industries and 

policymakers to implement integrated technological approaches to make sure that the 

operation is efficient, cyber secure, and innovative in a long-term perspective [5]. The 
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proposed study aims to develop a deep insight into the possible alignment between ML, 

BDA, and Cybersecurity to enhance Industry 4.0 ecosystems and guide future policy and 

research by conducting a bibliometric and interpretive study. 

 

The study aims to conduct an in-depth analysis of the roles of Machine Learning (ML), 

Big Data Analytics (BDA), and Cybersecurity within the Industry 4.0 framework, focusing 

on how these technologies collaborate to drive intelligent, secure, and sustainable 

transformation in industries. It seeks to explore global research trends, including the 

growth or decline in publications and citations from 2020 to 2025, offering a clear 

overview of the developments and key insights in this interdisciplinary field[2]. The 

research is also aimed at defining the most powerful authors, institutions, nations and 

publication outlets affecting this sphere with an emphasis on the main collaboration 

trends and knowledge networking. Moreover, it will be able to map the intellectual 

framework, thematic areas and emerging research trends to uncover future 

opportunities of innovation [6]. The study aims to offer both theoretical insights and 

practical implications that may help industries, researchers and policy makers to build 

data-driven, secure and resilient industrial ecosystems in line with the aspirations of 

Industry 4.0 by integrating both bibliometric and qualitative analysis. 

 

The current literature demonstrates there is a significant research gap in the perception 

of the concept of integrated use of Machine Learning (ML), Big Data Analytics (BDA) and 

Cybersecurity in the sphere of Industry 4.0. The studies in the majority of the cases 

analyze these areas individually without comprehensive frameworks to describe the 

mutual influence and the creation of intelligent, secure, and sustainable industrial 

systems [7-11]. Studies are still constrained by data heterogeneity, poor governance 

model, and lack of empirical validation. Ethical, person-centred and policy factors tend to 

be ignored, and Regional focus limits International inclusivity. Thus, the new research 

needs to create interdisciplinary and explicable concepts that relate the technological 

innovation with sustainable, secure and resilient industrial transformation during the 

digital era [8-13]. 

 

To address these gaps, the research aims to answer three core questions: 

1) RQ 1: How has the research on Machine Learning, Cyber Security and Big Data 

Analytics in the context of Industry 4.0 evolved over time? 
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2) RQ 2: Who are the most influential authors, institutions, countries and publication 

sources contributing to this research field? 

3) RQ 3: What are the main areas of study, new developments and potential paths 

in Industry 4.0's fields of machine learning, cyber security, and big data analytics? 

 

To respond to our RQ and answer it, we will strive to achieve the three particular 

objectives: 

1) RO 1: To analyze the growth trend, output of publications and influence of 

citations of research on big data analytics, cyber security and machine learning 

in the era of Industry 4.0. 

2) RO 2: To identify which authors, organizations, nations and journals have had the 

greatest impact and productivity in forming this field of study. 

3) RO 3: To map and interpret the intellectual structure, thematic clusters and 

emerging research trends to highlight future research opportunities in this field. 

 

2. LITERATURE REVIEW 

 

Industry 4.0 describes the integration of cyber-physical systems, IoT, cloud/edge 

computing, and data-driven intelligence into manufacturing and service operations [9-11]. 

This convergence has three integrated pillars. The first one is machine learning used for 

decision automation and optimization. Second is big data analytics (BDA). It is used to 

manage and extract value from the massive, heterogeneous data streams produced 

across the industrial value chain. And third pillar is cybersecurity, aimed to protect the 

integrity, confidentiality, and availability of connected systems [10]. Recent systematic 

reviews note that these three are not independent domains. Rather they co-evolve. [8] 

reported that though ML and BDA enable advanced capabilities, it parallelly increases the 

attack surface. Thus, new challenges are being created worldwide. 

 

Machine learning has been widely adopted across Industry 4.0 use cases. Mentionable are 

predictive maintenance, quality control and defect detection, process parameter 

optimization, anomaly detection for cybersecurity and intelligent robotics [11], [12] and 

[13]. Reviews map a progression from classical supervised models to deep learning and 

hybrid approaches. Especially when they have to deal with image, sensor, and time-series 

data. The literature emphasizes predictive maintenance as the most mature industrial ML 
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application, driven by time-series modelling and survival analysis variants [14]; [15]. Recent 

studies note three methodological shifts: (1) migration toward deep learning for high-

dimensional sensor and vision data [16], (2) increased interest in online/streaming ML for 

real-time decisioning at the edge [17] and (3) adoption of explainable and trustworthy ML 

methods because of regulatory and operational needs [18].  [19] and [20] report that 

tooling trends show widespread use of ecosystems and edge deployment frameworks 

that support model quantization and resource-constrained inference. These trends 

appear across systematic reviews that analyze publication and implementation patterns. 

 

Figure 1. An illustration of machine learning (ML) including deep learning (DL) relative to 

artificial intelligence (AI). 

 

Big data analytics in Industry 4.0 commonly deploys hybrid cloud–edge architectures: raw 

high-frequency data are ingested and preprocessed at the edge, summarized to reduce 

bandwidth, and forwarded to cloud platforms for heavy analytics and historical model 

training [21]. Platform reviews emphasize distributed storage, stream processing (Kafka, 

Flink), and data lakes as foundational elements [22]. [23] points that federated and 

privacy-preserving analytics are growing due to data-sharing constraints across supply-

chain partners. The literature demonstrates BDA’s role in operational decision support 

functions like real-time scheduling, demand forecasting, anomaly detection. Role in 

strategic functions including supply-chain resilience, sustainability metrics were also 

recognized [24]. Logistics and operations research review reveal a broad set of modeling 

techniques. Prominent ones are forecasting, optimization and simulation. Their function 

is often combined with BDA pipelines. This coordination support multi-criteria decisions 

under uncertainty [25]; [26]. A persistent theme is that data heterogeneity (formats, 
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sampling rates), missing values, and labeling scarcity limit ML/BDA effectiveness. [27] thus 

called for unified data ontologies, stronger metadata practices, and governance 

frameworks. Aim of this was to ensure model reusability and regulatory compliance. 

These government needs also tie directly to cybersecurity and privacy requirements.  

 

Threats at multiple layers were vulnerable due to the converged systems. Those targeted 

device/firmware compromise, man-in-the-middle attacks on industrial networks, 

ransomware that targets OT (operational technology), and ML-targeted exploits (data 

poisoning, model inversion) [28]. Reviews highlight that legacy industrial control systems 

(ICS) and protocols lacking authentication are especially vulnerable. Alongside 

combination of IT and OT expands attacker entry points [29].  Recent literature developed 

security-by-design approaches, integrating security controls at sensor, edge, and cloud 

layers [30]. Framework proposals emphasize layered defenses (network segmentation, 

zero-trust principles), continuous monitoring (IDS/IPS tailored to ICS). Significant other 

suggestions were use of ML for adaptive intrusion detection. However, caution was 

advised for ML-based detection systems that themselves need robust evaluation and 

adversarial-resilience testing [31]. Privacy-preserving analytics (federated learning, 

differential privacy) are flagged as necessary. Especially in times when cross-firm data 

sharing is required for improved predictive models. Thus, regulatory pressures (sectoral 

and regional data laws) are increasingly shaping how BDA and ML can be operationalized 

in Industry 4.0 contexts [32].  

 

Table 1. A list of Relevant Studies on Emerging Technologies in Industry 4.0 

Name of 4.0 

Technology 
Description Applications Area Economic impact 

Citatio

n 

Machine 

Learning (ML) 

Algorithms that 

learn patterns 

from data 

(supervised, 

unsupervised, 

reinforcement, 

deep learning) to 

predict, classify, 

optimize and 

Predictive 

maintenance, 

quality inspection 

(vision), process 

optimisation, 

anomaly 

detection, 

robotics control, 

Lowers downtime, 

improves yield and 

throughput, 

reduces costs of 

inspection and 

maintenance; 

enables new data-

driven business 

models. 

[11]; [12] 

and [13] 
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Name of 4.0 

Technology 
Description Applications Area Economic impact 

Citatio

n 

automate 

decisions. 

adaptive 

scheduling. 

Big Data 

Analytics 

(BDA) 

Ingestion, 

storage, 

processing and 

analysis of large, 

heterogeneous 

industrial 

datasets 

(telemetry, logs, 

images, 

transactional). 

Includes stream 

processing, data 

lakes and 

advanced 

analytics. 

Real-time decision 

support, demand 

forecasting, 

supply-chain 

optimisation, 

capacity planning, 

KPI dashboards. 

Improves accuracy, 

reduces 

inventory/stockout

s, increases 

operational agility 

and can produce 

measurable cost 

savings across the 

value chain. 

[21]; [22] 

and [23] 

Cybersecurit

y for Industry 

4.0 

Practices and 

technologies 

(network 

segmentation, 

IDS/IPS, secure 

OT/ICS, zero-

trust, ML-based 

detection) to 

protect 

interconnected 

cyber-physical 

systems. 

ICS/OT protection, 

intrusion 

detection, secure 

firmware/endpoin

t management, 

supply-chain 

security and 

incident response. 

Prevents costly 

outages and 

ransomware losses; 

protects IP and 

safety—investment 

yields large 

avoided-loss 

benefits but rising 

threat levels 

increase 

compliance and 

insurance costs. 

[28] and 

[29] 

Digital Twin Live, virtual 

replica of an 

Predictive 

maintenance, 

Shortens 

commissioning 

[33] 
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Name of 4.0 

Technology 
Description Applications Area Economic impact 

Citatio

n 

asset, process, or 

system fed by 

real-time data 

used for 

monitoring, 

simulation, 

optimisation and 

what-if analysis. 

process 

optimisation, 

design validation, 

layout planning, 

virtual 

commissioning. 

cycles, reduces 

unplanned 

downtime, 

improves design 

and operational 

efficiency — can 

materially lower 

lifecycle costs of 

assets. 

Internet of 

Things (IoT) 

Network of 

connected 

sensors/actuator

s and gateways 

that produce 

continuous 

telemetry 

enabling visibility 

and remote 

control of 

physical assets. 

Asset tracking, 

environmental 

sensing, machine 

health monitoring, 

smart logistics 

and energy 

management. 

Enables 

transparency 

across operations 

and supply chains, 

reduces waste and 

inventory losses, 

and supports new 

service revenues 

(e.g., outcome-

based contracts). 

[34] 

 

Collaborative 

Robots 

(Cobots) / 

Advanced 

Robotics 

Robots designed 

to safely work 

alongside 

humans (force-

limiters, vision, 

intuitive 

programming), 

often with 

embedded 

sensing and AI 

Assembly, packing, 

inspection, 

machine tending, 

logistics, small 

batch/custom 

manufacturing. 

Lowers entry cost 

for automation in 

SMEs, increases 

labor productivity 

and flexibility; can 

shift workforce 

roles rather than 

wholesale 

displacement. 

[35] 
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Name of 4.0 

Technology 
Description Applications Area Economic impact 

Citatio

n 

for flexible 

automation. 

Blockchain 

(for Supply-

Chain & Data 

Integrity) 

Distributed 

ledger 

technology 

applied to 

provenance, 

immutable 

record keeping, 

and trusted 

multi-party 

workflows; often 

combined with 

IoT for 

traceability. 

Product 

provenance, anti-

counterfeiting, 

supplier auditing, 

secure data-

sharing 

agreements. 

Improves 

traceability and 

trust between 

partners, can 

reduce dispute 

costs and fraud 

losses; adoption 

depends on 

integration costs 

and governance. 

[36] 

 

3. METHODS 

 

3.1. Materials and methods  

This research adopts a hybrid research paradigm, which involves a combination of 

quantitative analysis using bibliometrics and qualitative analysis and interpretation using 

texts. It uses secondary data source such as Scopus database to give an in-depth analysis 

of the patterns, trends and thematic developments in the field of research. This paper 

seeks to critically analyze and trace the new trends and major changes in and the future 

directions of Machine Learning, Cybersecurity and Big Data Analytics in the context of 

Industry 4.0. 

 

3.2. Bibliometric analysis  

Bibliometric analysis is one of the long-established quantitative approaches, which 

systematically converts large and unsystematic academic literature into structured and 

measurable information. This method allows researchers to discover the conceptual 
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background, intellectual relationships, and the development of the research in the field 

of science [37]. Besides the measures of articles published per year, citations, the 

collaboration pattern and most active authors, institutions and countries, a bibliometric 

analysis is especially relevant when it comes to determining the trends and hotspots of 

a particular field [38]. 

Figure 2. PRISMA based Scopus Indexing Methodology 

 

3.3. Selection of database and search strategy 

Figure 2 shows the methodological approach used to search and filter useful articles in 

the Scopus database to trace the research trend in the topics of Machine Learning, Cyber 

Security and Big Data Analytics in the sphere of Industry 4.0. To evaluate the quality of 

the selected studies, a structured screening process was undertaken by applying preset 

inclusion and exclusion criteria to select only relevant studies, methodological 

consistency and overall reliability. The exclusion criteria were used to eliminate the 

irrelevant or non-conforming researches and the articles that passed through the 
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inclusion criteria were retained to be analyzed further. Other databases, like Web of 

Science or the DOAJ indexing database, were not accessible by any of our authors. A 

preliminary total of 1,768 records were retrieved due to a broad-based search strategy 

confined to the publication of articles in English language between 2020 and 2025. Non-

English publications lacked co-authors and even translators. Thus, this study included 

only articles available in English. After filtering the 239 studies that were out of the 

publication date and 22 non-English documents, 1507 records were left to be screened. 

Among them, 39 papers and 1,490 eligible records were excluded, and 1,490 records were 

selected and assessed in detail. Another narrowing was done, where 104 documents were 

removed including 50 conference reviews and 54 other irrelevant papers. As a result, 

1,386 records were completed in bibliometric analysis and included 497 research articles, 

158 review articles, 221 book chapters and 510 conference papers. Table 1 presents the 

inclusion and exclusion criteria along with the exact search parameters in a systematic 

way. 

Table 2. Search criteria, inclusion and exclusion criteria 

Keywords 

Search Strategy: TITLE-ABS-KEY ( Machine Learning OR 

Cyber Security OR Big Data Analytics OR Industry 4.0 ) AND 

PUBYEAR > 2019 AND PUBYEAR < 2026 AND ( LIMIT-TO ( 

LANGUAGE , "English" ) ) AND ( LIMIT-TO ( PUBSTAGE , "final" 

) ) AND ( LIMIT-TO ( DOCTYPE , "cp" ) OR LIMIT-TO ( 

DOCTYPE , "ar" ) OR LIMIT-TO ( DOCTYPE , "re" ) OR LIMIT-

TO ( DOCTYPE , "ch" ) ) 

Criteria No. of inclusion No. of exclusion 

Publication Stage 
Final Publication Inclusion 

n=1,490 

Final Publication exclusion 

n=39 

Document Types 

Peer- reviewed articles 

(Articles n=497; Review 

Paper n=158; Book Chapter 

n=221; Conference paper 

n=510) 

Record excluded except 

Conference review n=50; 

Others, n=54 

Timespan 2020-2025 

Language English 

Final Selection 1,386 
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3.4. Data cleaning and analysis 

The Scopus was chosen as the main database in terms of data collection due to an 

extended multidisciplinary coverage and the selection of high-quality and peer-reviewed 

articles. The retrieved bibliographic records were exported in Comma-Separated Values 

(CSV) file and pre-processed in Microsoft Excel to provide concreteness data and 

eliminate redundancy. The filtered data was subsequently inputted into Biblioshiny, the 

web-based interface of the R package Bibliometrix, to perform advanced bibliometric 

and visualization analysis [39]. Modern research has been well-informed of Biblioshiny as 

an easy-to-use platform, which offers powerful analytical tools and is efficient in 

visualizing scientific networks and theme changes [40]; [41]. 

 

4. RESULTS AND DISCUSSION 

 
4.1. Bibliometric Data Collection Overview 

As seen in table 3, the bibliometric data analyzed between 2020 and 2025 gives an 

overview of the data. It contains 1,386 entries comprising of 466 journals and books, at 

an annual growth rate of 7.09. The dataset is made up of 11,311 references with an average 

of 24.98 references per document and average age of the document of 2.26 years. In this 

collection, 5,033 authors are involved, including 95 single-authored ones. The rate of 

international co-authorship is 28.28 which means that there is a moderate global 

collaboration. Data also shows that the preponderance of journal articles (497) and 

conference papers (510), then book chapters (221) and reviews (158) is predominated. 

 

Description Results 

MAIN INFORMATION ABOUT DATA  

Timespan 2020:2025 

Sources (Journals, Books, etc) 466 

Documents 1386 

Annual Growth Rate % 7.09 

Document Average Age 2.26 

Average citations per doc 24.98 

References 11311 

DOCUMENT CONTENTS  

Keywords Plus (ID) 6512 
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Author's Keywords (DE) 3299 

AUTHORS  

Authors 5033 

Authors of single-authored docs 95 

AUTHORS COLLABORATION  

Single-authored docs 101 

Co-Authors per Doc 4.04 

International co-authorships % 28.28 

DOCUMENT TYPES  

article 497 

book chapter 221 

conference paper 510 

review 158 

 

4.2. Descriptive analysis  

4.2.1. The trend in publication and increase in articles 

Figure 3 shows the trend in the annual publication between 2020 and 2025, which can 

be seen to have a generally increasing trend in the number of articles published annually. 

The publications started to grow in 2020 and peaked in 2024 to reach 295 and then 

slightly decreased to 231 in 2025. This trend indicates that there is a rising research 

interest in the area and there may be occasional fluctuations that may be connected to 

outside of the research area (i.e. research funding, world events or publishing patterns). 

The ongoing increase until 2024 demonstrates an increased academic interest and 

performance. 

Figure 3. Trends and annual publication 

2020; 164 2021; 188 

2022; 245 2023; 263 2024; 295 

2025; 231 

0

200

400

2019 2020 2021 2022 2023 2024 2025 2026

Articles 

Articles
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4.2.2. Working in an author cluster 

This network visualization presents the co-authorship network of the most prolific or 

centrally connected authors in the research area studied in figure 4. The nodes are 

individual authors and the size of a node is dependent on the overall publication output 

of a particular author or the number of co-authorship links (often called strength). The 

edges between the nodes show collaboration links and the thickness of the line is usually 

shown using the frequency or strength of co-authorship between the two connected 

authors.  

 

The network is described as having several discrete clusters, each of them being outlined 

by a various color ( e.g., red, green, blue). This clustering indicates that the research 

collaboration in this sector is highly concentrated in a few small research groups or 

communities, and there are not so many bridge links among the large clusters. The central 

authors in their respective clusters show high degree of cooperation with the members 

of their immediate group, which signifies the presence of high internal cohesiveness. On 

the other hand, the peripheral authors or those who have links across clusters (bridge 

nodes) play a vital role in the inter-cluster flow of knowledge and ideas but are seemingly 

not very numerous. 

Figure 4. Author collaboration cluster 
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4.3. Publication analysis 

4.3.1. Distribution of number of publications by geographical location 

Figure 5 locates geographically the distribution of scientific production worldwide by 

the number of publications with the color changing to dark blue as the output volume 

increases. It can be observed in the map that the United States, China and India are the 

most contributing countries, as they are marked with the darkest colors. Production is 

moderate to high in countries of Western Europe, Canada, Australia and some parts of 

South America and Southeast Asia. On the contrary, a large part of Africa and Central 

Asia is painted in the lightest shade, which means that the number of scientific issues 

is smaller. 

Figure 5. Geographical distribution of number of productions 

 

4.3.2. International Cooperation of Research 

Figure 6 shows the international collaboration network in terms of co-authored 

publications, with each node being a country (or a region). A country node is inversely 

proportional to its research output or cumulative strength in the area of collaboration. 

The connecting lines represent collaborative relationships, and lines with more thickness 

indicate more collaborative relationships between two nations (more papers co-

authored). This map demonstrates the geographical arrangement of research 

partnerships, where countries are grouped into specific collaborative groups (e.g., clusters 

of countries mostly comprised of Western countries, Asian countries, etc.). The 

concentration and centrality of some nodes (e.g., the huge central node in the red cluster) 

demonstrate the presence of a core-periphery structure, with the most powerful and 

highly connected countries serving as a hub in the international research activity. The 

general network illustrates that although international cooperation can be observed, it is 
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often confined to pre-existing geopolitical or economic borders, so a modular network 

is where the inter-cluster cooperation is not so prominent as the intra-cluster activity. 

Figure 6. Best joint ventures across nations 

 

4.4. Membership Networks and Keyword Cloud 

4.4.1. Most Competent Joint Network 

Figure 7 represents the best joint network of institutions, where there are high academic 

partnerships in the form of multi-polar network. Three central nodes Lovely Professional 

University, Uttaranchal University and King Khalid University are the key nodes in this 

network, which make the core of the network. These institutions have affiliations with a 

number of other smaller, regional partners, including Chitkara University, Alliance 

University and Nirma University. It is also a worldwide network, showing a variety of 

diversified partnerships, geographically distributed, in India, Middle East and Europe, 

linking clusters which comprise the University of Galway and University of Limergan, 

Hassan II University of Casablanca and Politecnico di Torino and University of Patras. 

Figure 7. Most competent joint network 
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4.4.2. Keyword Cloud 

Figure 8 is a Keyword Cloud outlining the main themes of the literature with the largest 

word size being the most frequent. The most prevalent themes that constitute the 

nucleus of the research are industry 4.0, internet of things, machine learning and artificial 

intelligence, which confirms that the focus is on advanced manufacturing, connectivity 

and computational intelligence. The major secondary themes are big data, deep learning 

and cybersecurity, which describe the range of technologies in the field. 

Figure 8. Keyword Cloud 

 

4.5. Citation analysis  

The Table 4 consists of the Top 10 most impactful papers based on their citation 

performance metrics, which presents the major information about the works that shaped 

the field. Sarker (2021) in SNComputSci is obviously the impactful one, having 1954 Total 

Citations and the citation velocity of $390.80 TC/Yr. The article that had the highest 

impact is Ozemel (2020) in J Intell Manuf that has 1586 Total Citations. The reason is that 

the TC per Year and Normalized TC values are high throughout the board and especially 

in the top five papers (all having above 600 total citations), which indicates the rapid 

expansion and relevance of studies in this field. The fact that Sarker (2021) has published 

several papers indicates a highly active and highly cited writer with a background of work 

in the field. 

Table 4. Top 10 papers 

No.  Paper DOI Citations TC /Year Normalized TC 

1 
SARKER, 2021, 

SN COMPUT SCI 

10.1007/s42979 

-021-00815-1 
1954 390.80 36.76 
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No.  Paper DOI Citations TC /Year Normalized TC 

2 
OZTEMEL, 2020, 

J INTELL MANUF 

10.1007/s10845 

-018-1433-8 
1586 264.33 27.47 

3 

QADRI, 2020, 

IEEE COMMUN 

SURV TUTOR 

10.1109/COMST. 

2020.2973314 
718 119.67 12.43 

4 

MIHAI, 2022, IEEE 

COMMUN SURV 

TUTOR 

10.1109/COMST. 

2022.3208773 
700 175.00 22.67 

5 

JAVAID, 2022, 

SUSTAIN OPER 

COMPUT 

10.1016/j.susoc. 

2022.01.008 
651 162.75 21.08 

6 

OSTERRIEDER, 

2020, INT J 

PROD ECON 

10.1016/j.ijpe. 

2019.08.011 
408 68.00 7.07 

7 

KAKANI, 2020, J 

AGRIC FOOD 

RES 

10.1016/j.jafr. 

2020.100033 
396 66.00 6.86 

8 
IVANOV, 2021, 

INT J PROD RES 

10.1080/00207543. 

2020.1798035 
378 75.60 7.11 

9 

SARKER, 2021, 

SN COMPUT SCI-

a-b 

10.1007/s42979-

021-00557-0 
376 75.20 7.07 

10 

SARKER, 2021, 

SN COMPUT SCI-

a 

10.1007/s42979- 

021-00765-8 
366 73.20 6.88 
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4.6. Production of conceptual structure thematic map 

Figure 9 is the conceptual framework of the research area, which is usually based on co-

occurrence analysis of keywords (author keywords and/or Keywords Plus). The nodes are 

the important terms or concepts and the closeness of the nodes indicates that the terms 

are commonly used in the same publications meaning that there is a good relationship 

between the themes. The ideas are organized in separate groups (colored, e.g., red, green, 

blue), which are the key research sub-domains or thematic clusters of the field. The nodes 

are proportional to the amount of times that the node has occurred in the data. The 

examination of this map can be used to identify the existing research streams (large, 

dense clusters) and new themes (smaller, more peripheral nodes). The central concepts 

that serve as bridges between the clusters are fundamental or interdisciplinary concepts 

that are essential and connect various sub-domains. The pronounced grouping proves 

the presence of the specialized spheres of research, whereas the intensity of relations 

reflects the degree of the thematization and concentration in each sphere. 

Figure 9. Conceptual structure map 

 

4.7. Discussion 

The intersection and integration of the Big Data Analytics (BDA), Machine Learning (ML) 

and Cyber Security are the essential aspects of the Fourth Industrial Revolution (Industry 

4.0). The primary goal will be to examine the growth rate, the productivity of publication 

and the impact of the research on big data analytics, cyber security and machine learning 

in the industry 4.0 environment [42]. The foundation of this change lies in the universal 

use of the Internet of Things (IoT) sensors and Cyber-Physical Systems (CPS) that 
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generate data volumes that are both high-frequency and multi-dimensional. The critical 

processing layer BDA is the one that is utilized to bundle and structure this complex data 

stream into workable input. Besides offering a more efficient operational ecosystem, this 

integrated data ecosystem is also an expanded and multifaceted attack frontier that 

needs sophisticated protection [43]. 

 

The size of the industrial operation technology (OT) environment and its 

interconnectedness necessitate a paradigm change of an approach of cybersecurity 

grounded on ML. This is to determine the authors, organizations, countries and journals 

that have proved to be the most effective and fruitful in defining this area of study. The 

conventional, signature-based means of defense has not been adequate to deal with the 

dynamic threat environment and zero-day attacks that are attributes to modern 

industrial control systems (ICS) [44]. BDA platforms provide a comprehensive and 

continuous context that supports both supervised and unsupervised learning methods 

for real-time anomaly detection, modeling user and device behavior, and delivering 

proactive threat intelligence. This is essential for ensuring the integrity and availability 

of critical infrastructure, transforming cybersecurity into a dynamic, adaptive, and 

predictive security posture vital for long-term operations. 

 

While the effectiveness of these technologies has been demonstrated, their application 

is still evolving. The study aims to map and clarify the intellectual framework, thematic 

clusters, and emerging research trends in this field, thereby highlighting future research 

opportunities[45]. Additionally, the quality of data issue may also decrease the 

effectiveness of ML, absence of labeled and high-fidelity threat data in industrial systems 

and the black box approach to deep learning models. This confusion is undesirable to 

incident response, as the autonomous threat classifications are poorly comprehended by 

security analysts. To overcome these aspects, there arises the need to filter the data 

using domain knowledge and do extensive preprocessing of the data so as to ensure the 

reliability of models 

 

The further research then must lay an emphasis on the development of more trustful 

and open AI-controlled defense [46]. The most significant part of the confidence in the 

operator and the ability to ensure the validity of the responses of the security AI is 

future research of Explainable AI (XAI) to industrial security. There is also a concern to 
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work out at the critical level the engineering of the ML models that are robust to a form 

of adversarial attacks, where threat actors are intentionally manipulating the input data 

to bypass the detection mechanisms. Finally, safe and cross-industrial data-sharing 

systems should also be guaranteed. Such collaborative models of intelligence will be 

useful in harnessing the combined knowledge and ensuring sustainable security and 

resiliency will be able to realize the full potential of the Industry 4.0 era.  

 

The research relies mostly on the secondary data sources and bibliometric analyses as 

the main sources; though they are useful in mapping the research trends, they might 

limit the theoretical exploration. Such dependence restricts the ability to develop or 

experiment with new interdisciplinary models to combine Machine Learning (ML), Big Data 

Analytics (BDA) and Cybersecurity into Industry 4.0 [47]. Therefore, the research describes 

but does not offer a complete explanation of technological convergence. The lack of 

primary data or empirical validation limits the construction of strong theoretical models 

that would be able to cause, interact or evolve between the technologies. Consequently, 

some of the conceptual connections, including the dependence between the data-driven 

intelligence and safe automation, might have not been developed yet, providing an 

opportunity to be refined theoretically in the future. 

 

The paper can be useful to industries that want to deploy Machine Learning, Big Data 

Analytics, and Cybersecurity as part of the Industry 4.0 ecosystem. Nevertheless, the use 

of secondary data constrains its practical application in a real-world industry. As a matter 

of fact, to implement such technologies successfully, organizations need to consider the 

readiness of the infrastructure, the interoperability, and the skill gap in the workforce. 

The industries, technology providers and research institutions will need to collaborate to 

work on the theoretical insights and convert them into workable solutions. Increasing 

cross-sector relationships may improve the diffusion of innovations, standardization, and 

decrease the implementation risks [48]. Furthermore, the pilot projects based on 

collaboration and collective training programs can spur the digital transformation, so 

that the theoretical models might be converted into practical industrial strategies. 

 

The leadership preparedness, strategic vision, and management of organizational change 

are other managerial issues which are not given much focus in the study. In the absence 

of such considerations, the findings might not provide much practical guidance to 
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executives who will need to lead the efforts of digital transformation. Also, the research 

under-investigates workforce training, employee engagement, and upskilling strategies, 

essential in sustainable implementation [49]. This hinders the formulation of viable 

managerial models to integrate ML, BDA and Cybersecurity in practice. As a result, 

decision-makers might be left without the direction they need to develop adaptive 

leadership models, more and more culture of innovation, and synchronization of human 

capital development with changes in technology. 

 

The rapid development of Industry 4.0 technologies leads to the rapid obsolescence of 

the findings of the study because new tools and systems are released. The combination 

of ML, BDA and Cybersecurity poses the never-ending challenges of interoperability, 

scalability and technological obsolescence that the research under consideration fails to 

tackle in a comprehensive manner [50]. Furthermore, the absence of a live assessment 

of the changing platforms and infrastructures can cause lapses in the knowledge of 

constraints in practical deployment. Technological upheavals, including the emergence of 

generative AI or edge computing or quantum security, may change the dynamics depicted 

in the study considerably. 

 

Policy considerations are mentioned only briefly in the study and leave a significant gap 

in the knowledge about regulatory and governance aspects of Industry 4.0 technologies. 

The cross-border data flows, privacy of data, compliance with cybersecurity, intellectual 

property and cross-border data flows are not studied thoroughly [51]. Also, the 

differences between the legal frameworks and government support mechanisms are not 

analyzed in detail, which limits the contribution of the study to the development of the 

global policy. Lack of detailed policy recommendations can cripple organizations and 

policymakers in formulating strong systems of governance to adopt the technology 

safely and ethically. Therefore, the work on the regulation policy in the future should be 

aimed at its integration to innovation and risk management goals. 

 

Educational aspects, especially workforce preparedness, technical skillfulness, and 

curriculum development are poorly covered in the research. With the changing of 

industry 4.0 technologies, a flexible and trained workforce is highly needed. Nonetheless, 

the insufficient emphasis on the analysis of the skill gaps, training approaches and the 

academic-industrial partnership restricts the contribution of the artwork to the discourse 
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of capacity-building. In the absence of clear educational structures, institutions might 

find it difficult to match the programs to emerging new technological needs resulting in 

the lack of appropriate skills within the labor market [52]. That is why it becomes 

extremely important to create systematic educational patterns and lifelong learning 

programs to equip the professionals with the changing digital ecosystem. 

 

4.8. Limitations & Future Directions 

Even though the study provides valuable bibliometric information, it has a number of 

limitations, which can affect the extent to which the study can be understood and 

generalized. The study uses only the Scopus database, which, despite its scale, does not 

cover the relevant publications of other databases, including Web of Science, IEEE Xplore, 

and SpringerLink, which may lead to the limitation of the diversity of the data set [53]. 

The time frame (2020-2025) limits the longitudinal approach to the interpretation of the 

technological development of Industry 4.0 and can exclude previous works foundational 

to it or the latest innovations that have occurred after 2025. Moreover, the research is 

limited to the English-language publications, which adds linguistic bias and lowers the 

global representativeness, especially by non-English-speaking areas [54]. In terms of 

methodology, the study is focused on the quantitative bibliometric methodology that 

might be deprived of a contextual interpretation and could not reflect the qualitative 

layer of the technological, managerial, and social implications. The lack of the 

experimental confirmation or the case studies conducted in the industry hinder the 

practical applicability of the study. Also, the study does not represent small and medium-

sized enterprises (SMES) and developing regions as this restricts inclusivity in the scales 

of industries and geographical areas [55]. Lastly, the data visualization tools used in the 

study are too static therefore the dynamics and changing nature of Industry 4.0 

interactions which can solely be attained through adaptive, cross-disciplinary and real-

time analytical tools are not completely reflected in the study hence the need to carry 

out future research using these tools. 

 

The current literature is mainly focused on the Industry 4.0 trends at a singular time, 

providing no more than the picture of the integration but not a whole picture of its 

development. This limits the insight into the way the Developing phase and maturity of 

Big Data Analytics (BDA) and Cybersecurity are developing in parallel with other industries 

[56-58]. As a result, the long-term viability, performance gains and strategic versatility of 
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these technologies are poorly evidenced. Future Direction Future studies will use 

longitudinal and mixed method designs to track the continued implementation, change, 

and interdependence of ML, BDA and Cybersecurity on a longer-term basis. These 

researches will present a dynamic perception of technology adoption, determine the 

phase of technological maturity and mention the emerging trends that shape the 

technological lifecycle of Industry 4.0. 

 

The current literature tends to approach Industry 4.0 as a generic principle but ignores 

the specific needs, problems, and implementation in different industries. This 

generalization spoils the applicability of results and the creation of tailor-made digital 

strategies. Lack of industry expertise makes it difficult to integrate effectively in industry 

like manufacturing, logistics, healthcare and energy. Future Direction Future research will 

involve in-depth empirical research on particular industrial sectors in order to identify 

contextual adoption barriers, sector level of readiness, and best practice. These specific 

analyses will allow researchers and practitioners to come up with frameworks that 

correspond to the level of complexity of operations of an industry, its regulatory 

environment and technological base. 

 

Most of the literature available today is conceptual and technological based instead of 

practical deployment issues. The readiness of the organization, competency of the 

workforce, cost implications and challenges in scaling are not adequately addressed. This 

leads to lack of congruence between theory and practice in industry hence constrained 

actionable knowledge to the decision makers. Future Direction Future research will focus 

on the investigation of practical integration frameworks that will focus on the 

implementation feasibility[59-60]. 

 

Although Industry 4.0 encourages the use of connectivity and automation, a great 

number of researchers ignore the growing complexity of cybersecurity threats and the 

necessity to ensure a resilient system that can adapt to changing conditions. There is 

scanty literature on dynamic threat mitigation, real time defense or development of 

intelligent systems that can self-repair and adapt to cyber pressure. Future Direction: 

The authors will investigate how to design adaptive, secure, and intelligent Industry 4.0 

ecosystems to autonomously react to the changing cyber threats and operational 

disruptions.  
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The fast-changing technological transformation that is the Industry 4.0 has pushed ahead 

of the creation of parallel systems of regulation, ethics and education. The gaps that 

exist include the absence of holistic policies to regulate the sharing of data, digital ethics, 

and compliance with cybersecurity standards and there is no adequate focus on the 

alignment of education and training programs in line with new digital skills requirements. 

Future Direction Future studies will focus on formulating combined policy systems and 

learning frameworks that facilitate safe, ethical and competent digital change.  

 

5. CONCLUSION 

 

The analysis of the research trends of the Machine Learning, Big Data Analytics, and 

Cybersecurity in Industry 4.0 between 2020 and 2025 through mapping shows that the 

research trends in the field experienced a 7.09 percent annual growth rate and a growing 

global attention. It is dominated by the United States, China, and India, and there is a high 

level of cooperation between Europe and Asia. The major areas of research are digital 

twins, deep learning, predictive maintenance, and IoT, which represent the transition to 

the use of AI-based, data-intensive systems as opposed to traditional automation. 

Although cybersecurity will guarantee the protection of the systems, ML and BDA will 

help in automation and decision-making. Further studies need to go beyond bibliometric 

analysis to establish comprehensive and empirically validated frameworks that can be 

used to fill the integration gaps between Machine Learning (ML), Big Data Analytics (BDA) 

and Cybersecurity in Industry 4.0.  The integrate predictive analytics with adaptive 

security controls, enabling industries to balance automation and protection in real-time. 

Long-term cross-industry studies are needed to assess the scalability, cost-efficiency, 

and sustainability of integrated systems. Additionally, computer scientists, engineers, and 

policymakers must collaborate to create ethical, secure, and efficient governance 

frameworks. Incorporating experimental case studies, simulations, and AI-based data 

governance will bridge the gap between theory and practice, fostering a robust and 

secure Industry 4.0 ecosystem. Future research should focus on creating interdisciplinary 

frameworks to enable secure, intelligent, and resilient Industry 4.0 environments with 

privacy-conscious data governance. 
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