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Abstract. The growing dependency on Electronic Health Records 

(EHRs) has intensified the exposure of sensitive patient information 

to advanced cybersecurity threats, including those posed by 

quantum computing technologies. South African public hospitals 

depend on conventional encryption mechanisms to secure EHRs; 

however, these methods are susceptible to quantum threats. The 

study explored quantum-resistant cryptography for securing EHRs 

in South African healthcare. The study adopted a phenomenological 

approach, employing semi-structured interviews with 12 ICT 

specialists, policymakers, health information managers and 

cybersecurity practitioners. The study established a misalignment 

between national digital health and cybersecurity strategies and 

future quantum threats, as they prioritise digital transformation, 

data security and interoperability. Public hospitals were found to be 

reliant on conventional encryption methods, resulting in structural 

lock-in and impeding adaptability of post-quantum cryptography. 

Although stakeholders demonstrated awareness of quantum 

threats, organisational readiness remains constrained by technical, 

institutional and capacity barriers. It is concluded that South African 

public healthcare system remains behind towards post-quantum 

security transformation. The study recommends the development 

of a roadmap for post-quantum cryptographic migration, system 

modernisations and capacity building to strengthen the security of 

EHRs. The findings provide evidence-based guidance for 

policymakers to strengthen digital health security and resilience of 

EHRs in public healthcare systems. 

Keywords: Electronic Health Records, Post-Quantum Cryptography, 

Quantum Computing Threats, Cybersecurity Policy, South African 

Public Healthcare 
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1. INTRODUCTION 

 

The digitalisation of health system has significantly transformed the healthcare industry, 

making clinical operations more efficient and transformed how patient information is 

collected, managed and used to provide care. [1] underscore that the landscape of 

healthcare has undergone a transformative shift from paper-based records to electronic 

health records (EHRs). As a consequence, this transition has been a cornerstone for 

boosting efficiency and enhancing patient outcomes. [2] stresses that EHRs are backbone 

to contemporary healthcare by enabling rapid access to patient records, which supports 

more accurate diagnoses, individualised care plans, and enhanced overall patient 

outcomes. However, this digital shift has increased the arena for cyber actors and 

hackers to exploit vulnerabilities in rapidly adopted health systems and misuse patient 

healthcare information for personal benefits.  

 

[3], [4] attest that the growing dependency on increasingly complex digital health systems 

and platforms have intensified the exposure of sensitive patient information to 

increasingly sophisticated cybersecurity threats and attacks. Due to the sensitive nature 

of the information contained in EHRs, the healthcare sector remains the prime target for 

cyber incidents, including phishing attacks, data breaches, ransomware and other 

cybercrimes. Beyond these conventional security threats, [5] advocate the view that the 

convergence of quantum computing introduces substantial threats and disruptive risks 

to existing cryptographic encryptions such as Rivest Shamir Adleman (RSA) and Elliptic 

Curve Cryptography (ECC), that are widely used in many healthcare facilities worldwide. 

In support of this position, [6] further substantiate that traditional cryptographic 

algorithms used to protect sensitive data in EHRs are increasingly susceptible to 

quantum-based threats, particularly those enabled by Shor's and Grover’s algorithms.  

 

Likewise, the primary weakness of these conventional encryption techniques is that their 

security relies on the assumption that classical computers cannot feasibly break the 

encryption without the correct key. Building on this concern, [7] contend that emerging 

quantum computers that use quantum bits to perform complex computations at 

exponentially faster speeds, pose significant and immediate threat to the conventional 

encryption techniques currently safeguarding EHRs in hospitals. In response, this looming 
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threat has placed significant pressure on global authorities such as the World Health 

Organisation (WHO), the United States National Institute of Standards and Technology 

(NIST), the European Union Agency for Cybersecurity (ENISA), the National Cyber Security 

Centre (NCSC) and the Centers for Disease Control and Prevention (CDC) to prioritise the 

transition to quantum-resistant cryptographic techniques, which have the potential to 

withstand quantum threats and attacks.  

 

[8], [9] emphasise that healthcare facilities at various levels must proactively transition 

to quantum-resistant cryptographic algorithms before quantum computing threats attain 

the capability to compromise existing encryptions used in EHRs. Given this context, [10], 

[11], [12] stress critical infrastructures such as government ministries and departments, 

national security agencies, healthcare facilities and financial institutions in developed 

countries such as United States, Netherlands, Germany and Australia have begun 

implementing roadmap, programs and workforce development initiatives for post-

quantum cryptography (PQC) migration. In a similar manner, Canadian healthcare 

organisations and government agencies are prioritising multi-layered security models 

that integrate PQC with classical encryption to create hybrid digital systems capable of 

protecting sensitive data against the looming threats posed by quantum computing [13], 

[14]. 

 

Despite growing awareness and substantial investments in PQC initiatives across Europe 

and North America, the vast majority of African countries continue to lag behind in 

establishing dedicated quantum initiatives. At the same time, [15], [16] underscore that 

low- and middle-income countries (LMICs) such as Nigeria, India, Rwanda and Pakistan 

remain significantly behind in terms of digital infrastructure, policy development and 

large-scale migration strategies to accelerate the shift from conventional encryption 

methods to new PQC encryption standards. Although, several initiatives aimed at 

strengthening digital health security in Africa, like the Union Digital Transformation 

Strategy (2020-2030), the National Cybersecurity Strategy (2024), the eHealth Strategy 

Framework and the Smart Africa Digital Health Agenda have been introduced, progress 

towards migration from traditional cryptographic systems to PQC algorithms remains 

limited.  
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[17], [18] assert that many healthcare services across Egypt, the Middle East, and North 

Africa have long relied on fragmented and misaligned digital health systems, legacy 

infrastructure, outdated software and traditional encryption algorithms such as RSA, ECC 

and AES (Advanced Encryption Standard). As a consequence, EHRs across the continent 

remain susceptible not only to evolving cybersecurity threats but also to quantum 

computing threats. Critically, across the Africa, no country has made efforts towards 

initiating a national post-quantum migration strategy and very limited conceptual studies 

examined quantum-resistant cryptography within the healthcare context, revealing a 

significant policy and research gap.  

 

Given this context, South Africa like most Africa countries has made considerable 

progress towards leveraging EHRs to improve efficiency, quality and patient safety. 

Unfortunately, many of these systems depend on classical cryptographic primitives such 

as RSA, AES and ECC, alongside outdated authentication mechanisms and legacy software, 

making them particularly susceptible to future quantum-enabled attacks that could 

compromise large volumes of stored or transmitted health data. In support of this 

concern, [19], [20] assert that most South Africa public hospitals, clinics and other 

community services rely solely on public-key cryptography algorithms such as RSA, AES, 

and ECC, which, although secure against current classical computers, are increasingly 

threatened by advances in quantum computing. Furthermore, the South Africa 

government has demonstrated commitment to digital health through national 

frameworks such as the National Digital Health Strategy (2019–2024), the National Health 

Insurance (NHI), National eHealth Strategy (2012–2016) and the National e-Government 

Strategy [21].  

 

However, while these national frameworks prioritise digital health interventions, 

including data interoperability, eHealth, data exchange and progress towards the 

Universal Health Coverage (UHC), they fall shot in addressing emerging quantum 

computing threats and attacks, resulting in notable gaps in national security 

preparedness. As a consequence, the absence of a defined national post-quantum 

migration strategy exposes the South African healthcare system to future quantum 

attacks, presenting a significant gap for policymakers, regulators and regulatory bodies 

responsible for protecting sensitive patient information. Another noticeable gap is that, 
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although there is abundant literature on quantum-resistant cryptography for securing 

EHRs; however most of these studies are conceptual analysis and have been conducted 

in developed countries like United Kingdom, Australia, and Germany.  

Therefore, there is lack of empirical study that addresses cryptographic readiness in 

South African and African context. This study sought to bridge the policy and empirical 

gap by exploring the integration of quantum-resistant cryptography for securing EHRs 

in the South African public healthcare system, with a view to propose recommendations 

to strengthen preparedness for quantum computing threats. To achieve this, the study 

was guided by the following research objectives: 

1) Determine whether existing national digital health frameworks address 

emerging quantum computing threats to EHRs in the South African public 

healthcare system 

2) Assess existing cryptographic security mechanisms used to protect EHRs in 

South African public healthcare system 

3) Ascertain healthcare stakeholders’ perceptions and understanding of quantum 

computing threats to EHRs in the South African public healthcare system 

4) Identify barriers affecting the adoption of quantum resistant cryptography in 

the South African public healthcare system 

5) Propose recommendations to strengthen preparedness for quantum 

computing to EHRs in the South African public healthcare system 

 

By addressing these research objectives, this study makes substantial contribution to the 

literature on digital health security. This study provides empirical evidence from the 

South African public health system relating to cryptographic and preparedness for post-

quantum security readiness, addressing the research gap in the existing body of 

knowledge dominated by conceptual studies in developed countries. This study offers an 

analysis of policy readiness through examining the extend to which national digital health 

and cybersecurity frameworks respond to emerging PQC threats.  Furthermore, the study 

identified structural lock-in barriers such as legacy systems, institutional constraints and 

limited technical capabilities that hinder the adoption of PQC in public healthcare. Overall, 

this study contributes to a holistic understanding of PQC readiness in resource 

constraints health systems and inform policy and strategic planning. 
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2. METHODS 

 

The researcher followed a systematic procedure when conducting this study. Firstly, the 

researcher began this study by reviewing the relevant literature on PQC in healthcare to 

establish the research problem and identify the knowledge gaps and formulate the 

research objectives. This was followed by selecting the appropriate research 

methodology to ensure that accurate and relevant methods and techniques are used to 

collect data to understand the phenomenon under investigation. In the next stage, 

researcher conducted semi-structured interviews with participants working in the public 

healthcare system.  

 

This allowed reflexibility while ensuring alignment with the research objectives. As a 

follow up, the research began with analysing the data using thematic analysis, involving 

combination of inductive and deductive coding to identify recurring patterns and 

theoretically informed constructs. Lastly the researcher interpreted the emerging 

themes and synthesised them to formulate the study findings. Figure 1 illustrates the 

sequential methodological procedure followed in this study. 

 

The study adopted an interpretive (Heideggerian) phenomenological approach to 

understand the perceptions, experiences and insights of experts and stakeholders with 

regards cryptographic security practices and preparedness of post-quantum threats in 

the public healthcare system.  Unlike a case study, which is limited to bounded 

organisational settings, phenomenology enabled the researcher to explore shared 

meanings across multiple institutional levels, including technical, policy and governance 

levels. Therefore, phenomenology was considered the most suitable design to understand 

how stakeholders perceive, experience and respond to emerging post-quantum 

cryptographic threats within complex healthcare environment. 

 

The study recruited experts working in various levels of the health system, from the 

national policy level to provincial ICT and cybersecurity management. This enabled the 

researcher to gain diverse insights and perspectives from different functional levels 

across the healthcare system. Participants were purposively sampled, including 

policymakers, ICT specialists, health information managers and cybersecurity 
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practitioners. Eligibility criteria for participation in this study included participants who 

had at least 5 to 15 years of executive or managerial experience and knowledge in 

security of health information systems. Despite extensive expertise in health ICT and 

cybersecurity, none of the participants was a specialist in post-quantum cryptography, 

which may have influenced the depth of technical knowledge.  

 

 
Figure 1. Sequential methodological procedure 

 

Study participants were approached via email and face-to-face interactions in their 

respective offices and through MS Teams and telephone. Interviews were conducted with 

Twelve (12) participants. In total, six interviews were conducted in person, four via MS 

Teams and two through telephone call. Data were collected from January to March 2025. 

A semi-structured interview guide with open-ended questions was used to collect data 

from participants through face to face and via MS Teams.  

 

The interview guide was developed based on the objectives of this study. The interview 

questions were piloted with three healthcare experts to assess their clarity and to 
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determine whether the questions were relevant or require revisions. Upon reviewing the 

initial data collected, minor changes were made to the original data collection instrument. 

All interviews were conducted in English and digitally recorded (with permission) to 

ensure accuracy and integrity of the collected data. These recordings were 

complemented by field notes taken during the interviews. Each interview session lasted 

approximately 45 minutes and continued until data saturation. To ensure transparency 

in this study, the following questions were asked: what cryptographic mechanisms used 

to protect EHRs in your public institution? How prepared do you think South African 

public healthcare system is for quantum computing threats to EHRs? and barriers 

affecting the adoption of quantum resistant cryptography for EHRs? These questions 

were used to allow probing and clarification based on participants responses.  

 

Data saturation was achieved by the 9th participant. The extra three participants were 

added to ensure depth of the collected data. The sample size was considered adequate 

for a phenomenological study, where depth of insight is prioritised over breadth, and 

data saturation is used as the criterion for determining sample adequacy. The interviews 

were transcribed verbatim and transcripts were sent to participants for accuracy and 

validation. Any personal identifiable information was redacted in transcripts to maintain 

confidentiality and privacy.  

 

Data were analysed thematically following the steps proposed by [22]. A familiarization 

process was undertaken by reading the transcripts repeatedly, followed by inductive 

coding based on the participants' narratives, as well as deductive coding based on existing 

literature regarding EHR security and post-quantum cryptography. Based on constant 

comparisons across the dataset, related codes were grouped into categories. A review of 

the final themes was conducted to ensure that they were coherent and distinctive, and 

they were validated by the members. Atlas.ti 24 was used to facilitate systematic coding, 

audit trails, and theme refinement. 

 

To gain a deeper understanding of the data, the interview transcripts were reviewed 

multiple times. The researcher applied an inductive, data-driven coding approach, where 

initial codes were generated based on the common themes and meanings that emerged 

from the data. Using an iterative process of constant comparison, related codes were 
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clustered and categorized into provisional themes. Subsequently, these themes were 

viewed across the entire dataset, refined for internal consistency and distinctiveness, 

and clearly articulated as recurring patterns among the participants.  

 

In this study, the trustworthiness was achieved through several qualitative measures, 

including credibility, dependability, confirmability, and transferability [23]. Credibility of 

the data was ensured through member checking, in which participants were provided 

with an opportunity to review and confirm the findings to ensure accuracy. Dependability 

and confirmability were ensured through maintaining an audit trail of coding and 

iterative theme refinement within ATLAS.ti. Moreover, transferability was ensured 

through documenting a clear research process using an audit trail 

 

This study was reviewed and approved by the College of Human Science Research Ethics 

Committee of the University of South Africa (HREC Ref number: #4353) and was 

conducted according to the Declaration of Helsinki. All participants provided written and 

verbal informed consent prior to the commencement of interviews, and data were 

anonymized to protect participant confidentiality. All interviews were carried out on a 

voluntary basis and participants could withdraw from the study at any stage. No 

participant approached refused to participate or withdraw from the study. Data 

collection and storage procedures adhered to the requirements of the General Data 

Protection Regulation (GDPR). Moreover, transcripts were anonymised and securely 

stored in a computer system with password and username, with access restricted to 

authorised members of the research team only. 

 
3. RESULTS AND DISCUSSION 

 

3.1. Demographic characteristics of the participants  

The study sample comprised of 12 participants, including policymakers, ICT specialists, 

health information managers and cybersecurity practitioners. The professional 

experience of the participants ranged from 6 to 28 years. Their highest academic 

qualifications ranged from the National Diploma to a Masters’ Degree. The demographic 

characteristics of the participants are presented in Table 1. 
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Table 1. Demographic characteristics of the participants 

Pseudonyms Professional category Qualification Experience 

HC-1 Policymaker Bachelor’s Degree 15 Years 

HC-2 ICT Specialist National Diploma 8 Years 

HC-3 Cybersecurity Practitioner Honours Degree 12 Years 

HC-4 Policymaker Master’s Degree 25 Years 

HC-5 ICT Specialist Bachelor’s Degree 10 Years 

HC-6 Health Information 

Manager 

Master’s Degree 18 Years 

HC-7 Cybersecurity Practitioner Honours Degree 11 Years 

HC-8 Health Information 

Manager 

Doctoral Degree 28 Years 

HC-9 Policymaker Bachelor’s Degree 9 Years 

HC-10 ICT Specialist Honours Degree 6 Years 

HC-11 Cybersecurity Practitioner Master’s Degree 15 Years 

HC-12 ICT Specialist National Diploma 10 Years 

Source: Research Data (2025) 

 

The following Table 2 presents the themes, categories and sub-categories  

 

Table 2. Themes, Categories and Sub-categories 

Themes Categories Sub-categories 

1. National digital health framework 

for quantum era health security  

1.1 Absence of quantum-

focused policy direction 

• No reference to quantum 

computing threats in national 

digital health frameworks 

1.2 Short-term policy 

orientation 

• Emphasis on immediate digital 

transformation goals 

• Limited future-orientated 

cybersecurity foresight 

2. Cryptographic security 

mechanisms used to protect 

EHRs 

2.1 Reliance on classical 

encryption standards 

• Continued reliance on RSA, ECC 

and AES 

• Dependence on public-key 

cryptography designed for 

classical computing 
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Themes Categories Sub-categories 

2.2 Structural lock-in of 

legacy systems 

• Deep integration of 

conventional encryption into 

EHRs architecture 

• Limited adaptability of existing 

health information systems 

2.3 Vulnerability of 

current cryptographic 

assumptions 

• Expected breakdown of RSA 

and ECC under quantum 

attacks 

• Invalidation of classical threats 

models 

2.4 Long-term 

confidentiality risk 

• Data decryption threats 

• Extended retention periods of 

patient records 

3. Stakeholders’ perceptions and 

understanding of quantum 

computing threats to EHRs 

3.1 Recognition of 

quantum risks 

• Perception of quantum 

computing as a disruptive 

cybersecurity force 

• Awareness of implications for 

patient privacy 

3.2 Limited operational 

preparedness 

• Awareness not translated into 

actionable planning 

• Absence of concrete 

implementation roadmaps 

4. Barriers to the adoption of 

quantum resistant cryptography 

for EHRs 

4.1 Technical and 

infrastructural barriers 

• Incompatibility of legacy 

systems with quantum resistant 

algorithms 

• Complex system upgrade 

requirements 

4.2 Financial barriers 

• High cost of software and 

hardware 

• Competing budgetary priorities 

in hospitals 

4.3 Organisational and 

governance barriers 

• Lack of institutional readiness 

and leadership priorities.  

• Centralised decision-making 

and bureaucratic delays 

4.4 Human capacity 

limitations 
• Shortage of PQC expertise 

Source: Research Data (2025) 
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The following Figure 2 illustrate the relationship between themes, categories and codes 

 

 
Figure 2. The relationship between themes 

 
3.2. National digital health frameworks for addressing quantum computing threats  

 

Participants emphasised that current frameworks prioritise digital transformation, 

interoperability, and general data protection, fall short in addressing emerging quantum 

computing threats. For instance, participants responded as follows: 

 

Absence of quantum-focused policy direction 

One of the participants said: “the existing national frameworks that we have 

in South Africa, such as the National Digital Health Strategy of 2019-2024 and 

National e-Government Portal Strategy are mainly focused on enabling digital 

transformations, system integration and data exchange; however, they do not 

consider future risks and threats such as quantum computing” (HC-4). Another 

participant similarly noted that “national strategies place strong emphasis on 

strengthening integrated health information systems and cybersecurity in a 

very general sense such as protecting patient health data and ensuring secure 



Vol. 8, No. 1, February 2026 

 
 

1253 | Post-Quantum Cryptography for securing Electronic Health Records in the ….. 

EHRs. They fail to address conventional encryptions that are currently used 

in public healthcare facilities and anticipate quantum enabled threats or post 

quantum migration” (HC-7) 

 

Short-term policy orientation 

One of the participants mentioned that “most national digital health 

documents we have in South Africa were drafted before quantum computing 

became a major concern in the field of cybersecurity. Due to this, they place 

a greater emphasis on modernization of health information systems as 

opposed to anticipating future cryptographic threats” (HC-5). Another 

participant offered similar sentiments that: “in South Africa most of national 

policies and frameworks prioritise aspects such as interoperability and 

standards, digital health adoption, and privacy and security and overlook 

future issues like protecting computer systems and EHRs against next 

generation threats, including quantum computing” (HC-10) 

 

3.3. Cryptographic security mechanisms for protecting EHRs 

All the participants expressed that hospitals continue to reliant on traditional 

cryptographic algorithms like AES, ECC and RSA to secure patient health information. For 

example: 

 

Reliance on classical encryption standards 

 One of the participants said: “Most of the healthcare systems I have worked 

with, legacy encryption methods, such as RSA and ECC, are used to ensure the 

confidentiality of patient records and data exchange between systems” (HC-

3). Another participant similarly indicated that    “EHR security architecture is 

still based on conversational or legacy encryption standards like AES, ECC and 

RSA. These classical cryptographic mechanisms remain the backbone for 

protecting patient health data in most of our public hospitals…I think this is 

because they are well understood and already integrated into most existing 

systems. So, the South African public healthcare system should make every 

effort transition to cryptographic models that are resilient to emerging 

quantum threats” (HC-12). 
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Structural lock-in of legacy systems 

One of the participants indicated that “most of our hospitals and clinics in 

South Africa are still relying heavily on classical cryptographic encryptions 

such as RSA and ECC for protecting patient records. The issue is that these 

algorithms were design for classical computing environment and they not 

been re-designed or evaluated against future quantum related threats” (HC-

11) 

 

As a follow up question, participants mentioned several security concerns relating to 

these mechanisms. For examples: 

Vulnerability of current cryptographic assumption 

One of the participants said: “biggest concern with these traditional 

algorithms is that they may no longer viable in the next coming years when 

quantum threats become practical in South Africa. Therefore…this means that 

the data that is encrypted in our systems today could potentially be decrypted 

and exploited by third parties like cybercriminals or hackers” (HC-2). Another 

participants offered a similar response that: “the most significant weaknesses 

of these cryptographic systems is that they assume that attackers will only 

be able to employ classical computing power. It is anticipated that the security 

assumptions underlying our current EHR systems will be invalidated once 

quantum computing reaches maturity” (HC-8) 

 

Long-term confidentiality risks 

Another participant indicated that “One of the greatest challenges I foresee 

with these conventional encryptions is the lifespan of our health records. 

Even if ECC and RSA are deemed to be more secure today, but patient data 

stored for decades may be harvested and decrypted when quantum 

capabilities become available” (HC-9) 

3.4. Stakeholders’ perceptions and understanding of quantum computing threats to 

EHRs 

Participants in the interviews perceived quantum computing as a significant future risks 

to the cryptographic foundations currently used in hospitals to secure EHRs. For instance, 

participants expressed the following views: 
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Recognition of quantum risks 

One of the participants said: “Despite the fact that quantum computing is still 

emerging, I have a strong believe it represents a serious challenge to the 

encryption techniques currently used to secure electronic health records, 

particularly public-key cryptography” (HC-1). Similarly, another participant said: 

“there is a high possibility that quantum computing could break widely used 

encryption algorithms like RSA and ECC, which would have serious 

implications for patient confidentiality and privacy” (HC-5). Moreover, another 

participant indicated that “I am concerned not only about quantum attacks 

happening immediately, but about the possibility that patient information 

stored today could be decrypted in the future, which creates long-term risks 

for patient privacy” (HC-8) 

 

Limited operational preparedness 

In contrast, another participant offered a different response “As far as 

cybersecurity is concerned, quantum computing represents a paradigm shift. 

I think in the absence of comprehensive planning or clear roadmaps, patient 

health data that is stored in EHRs could be compromised retrospectively as 

soon as quantum capabilities become available” (HC-6) 

 

3.5. Barriers affecting the adoption of quantum resistant cryptography for EHRs 

Participants mentioned a range of technical, financial and organisational barriers that 

could hinder the implementation of quantum resistant cryptography solution for 

securing EHRs in public sector hospitals. For example: 

Financial constraints 

One of the participants said “cost implications are among the major barriers 

toward implementing quantum resistant cryptography. Because, this 

technology requires new hardware, specialised software and continuous 

system upgrades and our public hospitals are already struggling with limited 

budget and financial resources that barely cover basic operational needs” (HC-

8)  
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Technical and infrastructural barriers 

Another participant offered a different response “most of our existing health 

information system and EHRs are particularly built on legacy encryption 

standards…so they are not compatible with quantum resistant algorithms. So, 

because of this, upgrading or modernising our systems would require more 

changes to digital infrastructure, software and interoperability protocols, 

which currently our government and public hospitals do not have the capacity 

to implement” (HC-1) 

 

Organisational and governance barriers  

One of the participants indicated that “The major barrier is that there is a lack 

of institutional readiness and strategic planning around post-quantum 

security among our public hospitals…At an organisational level, quantum 

threats are not a matter or urgent or immediate priority but there is no clear 

roadmap or policy guiding the readiness towards adopting quantum-resistant 

cryptography for protecting patients’ records” (HC-9). Another participant 

similarly noted “The main barrier is that the there is a high degree of 

centralisation and slowness in the public health care system. It is a fact that, 

even when technical teams identify the need for stronger cryptography 

solutions, bureaucracy and fragmented governance will delay the approval 

and implementation of these technologies” (HC-12) 

 

Human capacity limitations 

One of the participants offered a different response and said “My concern is 

the lack of skilled personnel who are familiar with quantum-resistant 

cryptography. Despite the fact that most IT staff in public healthcare facilities 

receive conventional cybersecurity training, there is little support for training 

in emerging cryptographic technologies” (HC-5). 

 

3.6. Discussion 

This section discusses the results of this study. The findings of this study indicate a 

significant misalignment between existing national frameworks for digital health and 

cybersecurity frameworks in South Africa and the emerging risks of quantum computing 
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in the healthcare industry. Participants consistently perceived that current frameworks 

place an emphasis on immediate priorities such as digital transformation, systems 

integration and data protection, with little consideration given to future-oriented 

cryptographic risks. Despite that these health frameworks intended to strengthen the 

health information systems and protect patient data, the are perceived as insufficient 

forward-looking, particularly considering the potential disruption that quantum 

technologies could potentially bring to existing encryption mechanisms.  

 

As a result of this short-term policy orientation, many of these frameworks were 

developed during a period in which quantum computing was not widely recognised as an 

imminent threat the healthcare cybersecurity. Thus, this results in a little strategic 

direction at the national level concerning post-quantum readiness, cryptographic 

migration or long-term data security in the South African healthcare. The findings further 

revealed that South African public sector hospitals are still predominantly using classical 

cryptographic algorithms such as AES, RSA and ECC for the security of EHRs. This finding 

is consistent with prior studies by [19], [24], [25] who stressed that a growing number of 

hospitals and healthcare organisations are still reliant on legacy systems, which use 

traditional algorithms and technologies, coexisting with modern systems that make them 

susceptible to cyberattacks.  

 

Nonetheless, the mechanisms are highly integrated in health information systems and 

have become the default approach due to their maturity, widespread acceptance and 

integration into existing infrastructures. However, this reliance causes a structural lock-

in within cryptographic system architectures, making adaption to emerging cryptographic 

paradigms complex and costly. Participants expressed concerns that these algorithms 

have not been re-evaluated in the context of quantum computing capabilities, thereby 

increasing the risk of future compromise of healthcare data. Furthermore, study 

participants expressed significant weakness in the assumptions underlying current 

cryptographic due to this reliance on conventional encryption. The findings indicate that 

these security mechanisms assume adversaries are limited to classical computational 

power, an assumption that may no longer be valid in the near future.  
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Participants expressed concerns regarding the long-term confidentiality of healthcare 

records due to their prolonged retention period. Moreover, participants perceived 

quantum computing as a future threat and paradigm shift that could weaken the 

cryptographic foundations of existing EHRs in public sector hospitals. The findings of 

this study support those of [26], [27], [28] who stipulated that the emergence of quantum 

computing presents a serious long-term threat to the confidentiality of healthcare data 

encrypted using traditional methods. The results showed that the absence of clear 

roadmaps, national guidance and implementation limit the efforts of public hospitals to 

migrate to post-quantum cryptography. 

 

The findings further revealed that the practical adoption of quantum-resistant 

cryptographic is South African public sector hospitals remain constrained by various 

challenges. It is evident from the findings of this study that limited financial resources 

restrict the ability of hospital to invest in new cryptographic methods, whereas legacy 

health systems coupled with outdated infrastructure limit technical flexibility for post-

quantum migration. These issues are further compounded by a shortage of personnel 

with expertise in post-quantum cryptography. As a result of these barriers, it is evident 

that while quantum computing presents several potential risks, substantial systemic, 

institutional, and capacity-related challenges must be addressed before quantum-

resistant cryptographic solutions can realistically be implemented in South African public 

healthcare settings. 

 

Globally, South African situation reflects those of many African countries where digital 

health initiatives have grown rapidly but remain reliant on legacy infrastructure and 

conventional cryptographic models. Similar challenges have been reported in Nigeria, 

Rwanda, and Egypt, where limited financial resources, fragmented governance, and a 

shortage of skills hinder the adoption of advanced cybersecurity measures. As a result 

of its more mature digital health frameworks and national cybersecurity strategies, South 

Africa is considered to be in a better position than many other countries. In this regard, 

the country is well positioned to become a regional leader in the area of post-quantum 

preparedness if proactive policies are implemented, capacity building is conducted, and 

systems are modernized. Overall, the study demonstrates that post-quantum 
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cryptographic readiness is not a technical issue but a systemic challenge requiring 

coordinated policy action, institutional reform, and long-term investment. 

 

This study proposes the following recommendations to strengthen preparedness for 

quantum computing threats in the protection of EHRs in South African public healthcare: 

1) Long -term recommendations (3 to 10 years) 

a) The government should develop a comprehensive national roadmap to guide 

public sector hospitals in transitioning from traditional cryptographic 

algorithms to quantum-resistant cryptographic algorithms. The roadmap 

should be strictly aligned with international standards for post-quantum to 

ensure interoperability and prioritises high-risk systems like EHRs and outlines 

timeframe for cryptographic audits.    

b) A sufficient budget should be allocated to support post-quantum security 

initiatives in public healthcare. Parallel to this, governance structures should 

to be strengthened to enhance the partnership between healthcare, 

cybersecurity, and digital transformation authorities to reduce bureaucratic 

delays, and improve decision-making for quantum-resistant cryptography. 

c) Public hospitals should devote the necessary resources to develop a 

modernisation strategy to reduce structural lock-in. It is important for this 

strategy to introduce crypto-agile architectures, enabling modular upgrades, 

and ensuring that modern health information systems procured by the public 

health sector can support quantum-resistant cryptography. 

2) Short-term recommendations (1 to 3 years) 

a) The South African government in collaboration with the National Department 

of Health should revise the digital health and cybersecurity frameworks to 

address future quantum computing threats. They must incorporate clear 

guidelines on long-term data security, cryptographic migration and quantum 

readiness in the national digital health strategy and cybersecurity policies. 

b) Healthcare stakeholders should establish a comprehensive capacity building 

program to address the skills gaps and needs identified within scope of 

quantum cryptography. This may include training for IT personnel, partnerships 

with universities and research institutions, and continuous professional 

development programs directed at emerging cryptographic technologies. 
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4. CONCLUSION 

 

This study explored the integration of quantum-resistant cryptography for securing EHRs 

in the South African public healthcare system. The findings of the present study 

demonstrate that while conventional cryptographic methods remain effective in the 

short term, they are deemed to be ineffective for ensuring the long-term confidentiality, 

integrity and privacy of sensitive health data. The results confirmed a strong dependence 

on traditional cryptographic approaches within public sector hospitals, alongside with 

fragmented policy frameworks and legacy system infrastructure, which exposes them to 

future quantum computing security threats and risks. In response to the research 

objective, the study established that the South African healthcare system remain 

strategically unprepared for post-quantum computing security transformation. Despite 

the growing awareness among health stakeholders regarding quantum computing 

security threats, this awareness has not been translated into strategic migration plan, 

policy actions or technical preparedness. Due to this, the security of long-term EHRs 

continues to be at risk beyond current cryptographic capabilities. The study makes 

valuable contribution towards digital health resilience discourse by introducing PQC 

readiness as a critical aspect of long-term EHRs security in South African healthcare. The 

findings of this study offer transferable insights beyond the South African context for 

other developing countries that are experiencing similar challenges in aligning digital 

health transformation with emerging cryptographic threats. 

 

This study has several limitations to address. The qualitative and interpretive 

phenomenological approach used in this study focused on gaining insights rather than 

achieving broad applicability, making the results specific to the context of the South 

African public healthcare system. Moreover, participants were chosen from various fields 

such as policy, ICT, health information management, and cybersecurity, and the study did 

not involve experts in post-quantum cryptography or perform technical assessments of 

cryptographic algorithms. As a result, the findings reflect issues related to institutional 

preparedness, governance, and implementation rather than focusing on cryptographic 

efficiency or the feasibility of algorithms. Future research could address these limitations 

through combining qualitative and institutional analysis with technical evaluation of PQC 

algorithms. They could broaden empirical research to encompass various healthcare 
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systems and regional settings. In line with these conclusions, the study underscores a 

pressing call to action for policymakers, government and other healthcare authorities to 

incorporate PQC into national digital health and cybersecurity strategies and policies. In 

order to ensure long-term future-proof protection of EHRs in public sector hospitals, 

strategic migration plan, capacity building and alignment with policy and governance 

must be prioritised. It is recommended that future research be conducted to empirically 

test feasibility and performance of post-cryptographic algorithms in healthcare setting 

and propose security frameworks to support robust and secure digital health ecosystem 

in South Africa 
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