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Abstract. The rapid adoption of Internet of Things (IoT) technology 

in various sectors, such as smart homes, healthcare, and 

transportation, has provided significant efficiency. Nevertheless, 

many IoT devices are developed without a serious review of 

security standards, and forensic readiness consideration. As a result, 

these IoT devices are vulnerable to cyber-attacks that can 

potentially lead to malware attacks, and system manipulation. This 

study aims to propose and validate a digital forensic investigation 

framework in the IoT ecosystem. The framework layers designed in 

this study consist of the device layer, network layer, and cloud layer. 

Validation is carried out through a simulated crime scenario 

recorded by the Mi 360° smart home camera. Meanwhile, the 

analysis phase focuses on data source artifacts from the device 

layer, video metadata, technical attributes, and cryptographic 

integrity verification using hash values (MD5 and SHA-1) 

documented in the Chain of Custody (CoC) method. The 

experimental results of this study indicate that digital evidence 

artifacts sourced from across layers have reliable temporal and 

structural consistency in reconstructing the chronology of events. 

This framework successfully correlated artifacts across three layers 

to reconstruct a complete event timeline, demonstrating its 

practical validity in distributed IoT forensic investigation. 

 

Keywords: IoT Forensics, Framework, Chain of Custody, Digital 

Evidence, Home Security Camera 
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1. INTRODUCTION 

 

In today's digital age, a new era of connectivity is taking shape, driven by the widespread 

use of Internet of Things (IoT) technology. The IoT is crucial for promoting automation, 

improving efficiency, and generating new opportunities across various sectors, such as 

industry and healthcare [1], [2]. This technology has permeated almost every aspect of 

human life, driven by the interconnection of tens of billions of IoT devices worldwide. 

Examples include smart homes that adjust temperatures according to user preferences 

and sophisticated healthcare systems that enable real-time patient monitoring [3], [4].  

 

The development of the IoT, while presenting multiple advantages, additionally creates 

unexpected challenges. The global expansion of IoT-connected devices is projected to 

approximate 75 billion units by 2025 [5]. This expansion, in turn, engenders potential 

security vulnerabilities, thereby underscoring the swift evolution of the global digital 

landscape. Despite the inherent benefits of IoT devices concerning both convenience and 

operational efficiency, a considerable number continue to pose substantial risks [6], [7]. 

The production of IoT devices, including smart homes, is carried out without considering 

adequate security procedures. Manufacturers are more focused on strategies for 

minimizing costs and accelerating marketing distribution [8].  

 

At the same time, this strategy certainly creates significant opportunities for malicious 

actors to exploit weaknesses inherent in IoT devices, operating systems, applications, and 

network architectures [8]. The implications of such exploitation can result in disruption 

of industrial control systems and violations of personal privacy, as demonstrated by 

unauthorized access to residential security cameras. In other cases, security 

vulnerabilities affecting IoT-enabled medical devices, such as pacemakers, or surgical 

surveillance cameras can substantially damage human safety and the reputation of 

hospitals [9], [10]. 

 

The rapid growth of the IoT necessitates security as a major concern due to the 

increasing potential for serious risks it poses. Based on a 2020 Business Insider 

investigation, global spending on IoT security from 2019 to 2024 is estimated to total 

around US$5 trillion, underscoring the urgency of investing in protecting digital 

infrastructure, including the IoT sector [11]. Palo Alto Networks' Unit 42 also reported in 
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the same year that nearly 98% of IoT data traffic remains unprotected with strong 

encryption methods, plus approximately 57% of devices were identified as vulnerable to 

attacks with moderate to extreme severity [12].  These discoveries, furthermore, 

confirmed that security incidents in IoT environments are unavoidable. Therefore, in 

addition to preventative measures, the ability to conduct systematic post-incident 

investigations is essential to identify attacks, gather digital evidence, and support law 

enforcement.  

 

Due to these considerations and challenges, the significance of the role of digital 

forensics, especially in the IoT ecosystem, is a necessity [13], [14]. Investigating evidence 

of crime using computers and smartphones with conventional techniques has proven to 

be unreliable, especially when applied to IoT devices due to inherent differences in device 

architecture, operating systems, and types of communication protocols used [15]. 

Therefore, there is a need for the availability of flexible and adaptive methodologies that 

are specifically designed to accommodate the dynamic and heterogeneous features of 

IoT [16].  

 

On the other hand, the massive adoption of IoT devices in various fields such as smart 

homes, smart transportation, and smart logistics creates vulnerabilities to cyberattacks 

[14]. Several factors such as relatively low production costs, limited computing resources, 

and minimal security standards are triggers for vulnerabilities in IoT networks. As a result, 

IoT devices become the main entry point for attackers to exploit vulnerabilities including 

sensitive data theft, sabotage, or even large-scale botnet attacks [12], [13]. 

 

In the case of an IoT network attack incident, a digital forensic investigation is absolutely 

necessary to gather evidence, understand the attack method, identify the alleged 

perpetrator, and prepare a legal prosecution report [14]. However, direct investigations in 

complex and widely distributed IoT ecosystems pose unique challenges [17], [18], [19]. 

Based on empirical studies, various generic frameworks have been proposed for 

investigating attacks in IoT ecosystems [15], [20], [21], [22]. These empirical and existing 

frameworks generally emphasize prosedural pahases but do not explicitly structure 

artifact across the network layer, cloud services, and on the devices themselves. As a 

result, the investigation process carries a high risk of crucial findings and evidence being 

incomplete or even missing altogether. 
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A layered forensic investigation approach is crucial because each layer in the IoT 

ecosystem stores different types and contexts of evidence. The device layer provides 

local data and system logs, the network layer stores communication information between 

devices, and the cloud layer stores historical data and service metadata. Without a 

structured, layered approach, the integrity and completeness of forensic evidence are 

difficult to guarantee. This study uses a smart security camera as an IoT device used as 

a case study or ideal scenario because it is integrated with physical devices, networks, 

and cloud services [23].  

 

The main objective of this study is to develop and validate a structured layered digital 

forensic investigation framework tailored to distributed IoT environment. This study 

addresses the gap in existing frameworks that lack explicit cross-layer artifact 

correlation mechanisms and structured evidential vaidation procedures. This framework 

systematically structures the investigation process starting from data collection, digital 

evidence analysis, and reporting while maintaining the integrity of the evidence for 

reproducibility and recognition in the eyes of the law. 

 

The primary contributions of this paper are decomposed into three elements. First, the 

design of a structured three-layer forensic investigation framework consisting of device, 

network, and cloud layers. Second, this study provides empirical validation through a 

smart home case study that utilizes controlled forensics acquisition and in-depth 

analysis. Third, the implementation of a cross-layer artifact correlation procedure 

supported by CoC and cryptographic integrity verification. 

 

2. METHODS 

 

This research is applied research using a case study approach that focuses on the 

development and testing of a specific framework for digital forensic investigations in 

IoT environments. The case study approach used in this research aims to test the 

framework's reliability using a real-life case of a smart home camera as an IoT device. 

Meanwhile, the research process was conducted systematically, considering the 

possibility of iteration. Consequently, each stage is interconnected and can be revised 

based on considerations of previous processes. The proposed investigative framework is 

not only conceptual but also contextual in its application to digital forensic investigations 
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in IoT environments. Rather than an intrusion response evaluation model, this study 

provides a baseline forensic preparedness approach that focuses on organized artifact 

identification and preservation during normal operational settings. Figure 1 illustrates the 

research process flow, considering the iterative process. 

 

 
Figure 1. Research Workflow and Iterative Refinement 
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This investigation begins by identifying key issues related to current digital forensics, 

particularly in the IoT ecosystem. This investigation encompasses challenges related to 

the heterogeneity of IoT devices and the complexity of data distribution across the 

device layer, network layer, and application or cloud service layers. To strengthen the 

research's position, a systematic literature review was conducted to determine the 

availability of empirical studies related to relevant frameworks, including their evaluation 

models. This initial identification aims to identify the limitations and weaknesses of 

existing frameworks. Based on the results of this study, a proposed layered digital 

investigation framework was designed to suit the unique characteristics of the IoT 

ecosystem. Once the framework design was complete, the next step was to run 

investigation scenarios to obtain forensic data from real-world cases. In the final phase, 

analysis and evaluation mechanisms were implemented to assess the appropriateness of 

the phase sequence and the completeness of the digital evidence acquired. 

 

This study focuses on IoT devices in the form of smart cameras used in the smart home 

concept. The specifications of the IoT device used are the Mi 360° smart camera with 2K 

resolution. This smart camera device was chosen as the object in the research scenario 

because it can represent the general characteristics of consumer IoT devices that are 

quite widely used in smart home environments. Moreover, this type of camera has a local 

Micro SD Card storage media that allows for the acquisition and forensic analysis of 

stored event recording artifacts. The details and specifications of the smart camera 

device can be seen in Table 1. 

 

Table 1. Mi 360° Home Security Camera Specifications  

Parameter Specification 

Product Name Mi 360° Home Security Camera 2K 

Model Number MJSXJ09M 

Resolution 2304 x 1246 

Video Encoding H.265 

Lens Angle 110° 

Storage Micro SD Card, 32 GB 

Network & Interface Wi-Fi IEEE 802.11 a/b/g/n/ac, 2.4 GHz + Bluetooth 4.2 
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Furthermore, to simulate a security incident in a smart home environment, this study 

designed a scenario under normal operational conditions. In this setup, the camera 

operates naturally connected to the Internet and uses cloud services through an 

application installed on the homeowner's device. This configuration enables systematic 

observation of device communication flows, and data exchanges between the camera, 

user application, and the cloud infrastructure, at the same time. This study focuses on 

interactions with cloud services during typical operational conditions for identifying 

potential security-relevant behavior. 

 

Digital artifacts generated during normal IoT device interaction scenarios served as the 

study's data sources. Potential artifacts on the device side could include system logs, 

device configuration information, and metadata stored on local storage media like Micro 

SD cards. The data acquisition approach used in this study was logical acquisition. This 

logical acquisition approach was chosen due to the need to obtain data without altering 

the structure and integrity of the IoT device, as well as the limitations of physical access 

inherent in closed architecture IoT devices such as smart home cameras. 

 

At the network layer, data is obtained from communication traffic between the smart 

camera device and the server, including several important pieces of information, such as 

network metadata, destination physical or IP addresses, transmission times, and the 

protocol used. Under controlled laboratory conditions, network traffic was acquired using 

Wireshark's passive packet capture approach, with no active attack simulation or traffic 

modification. Data obtained from this network layer is used to identify relevant artifacts 

and map normal communication patterns that occur during the interconnection between 

the layers. 

 

In the meantime, at the cloud layer, the data obtained consists of several data formats 

such as video recordings, activity logs, user access identities, and camera activity 

recording synchronization metadata. Figure 2 illustrates the connectivity between the 

IoT layers and the data flow during activity recording. 

 

Figure 2 presents the workings of the three main layers of the IoT ecosystem: the device 

layer, the network layer, and the cloud layer, as implemented in an IoT investigation 

scenario. The investigative approach in this study is based on dividing the IoT 
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infrastructure layers to map the locations of potential artifacts across the three layers. 

The illustration in Figure 3 allows this study to explicitly visualize the replication of data 

source acquisition methods, evidence collection flows, and analysis stages. Afterward, 

onces data is collected at each layer, the next stage is data analysis. In this phase, data 

analysis is conducted partially at each layer of the IoT ecosystem, utilizing a suite of 

digital forensic tools tailored to the characteristics of each layer of the IoT environment 

architecture [24], [25]. 

 

 
Figure 2. Layered IoT Investigation Process and Data Flow in Smart Home Camera 

Scenario 

 

At the IoT device layer, analysis focuses on two main aspects: potentially relevant 

configuration changes and identification of system activity [26], [27]. At the network layer, 

analysis focuses on identifying communication patterns between IoT devices and 

potential intrusions or other anomalies [24], [25]. Meanwhile, at the cloud layer, analysis 

focuses on stored data artifacts and looks for correlations between user activities [28], 

[29]. The results of this analysis are then correlated to reconstruct events sequentially 

and chronologically. Table 2 highlights the forensic tools used at each IoT tier, providing 

clarity on how the proposed framework would be operationalized.  
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Table 2. The Tools Used per Layered Architecture  

Layer Evidence Type Tools Used 

Device Layer 
Local storage artifacts, 

application data, system logs 

Magnet AXIOM (logical 

extraction), Autopsy (artifact 

verification) 

Network Layer 
Traffic metadata, IP addresses, 

protocol logs 

Wireshark (passive packet 

capture) 

Cloud Layer 

Video recordings, 

synchronization logs, user 

activity metadata 

Xiaomi Home export, Vendor 

portal access, Magnet AXIOM 

artifact parsing 

 

The final phase of this research is an evaluation of the framework based on its 

application to a predetermined research scenario. This evaluation focuses on the 

framework's capabilities and the identification of artifact sources at each layer and 

ensuring procedural consistency across layer. The evaluation is not focused on intrusion 

detection performance, but rather artifact traceability, cross-layer consistency, and 

evidential reliability in the context of forensic readiness. The results of this evaluation 

are used to assess the effectiveness of the proposed framework in supporting forensic 

investigations in the IoT ecosystem. This study focuses solely on IoT smart home camera 

devices, where each layer operates normally without any active network attacks. The 

research also does not overlap with advanced analysis of IoT network security 

exploitation. 

 

3. RESULTS AND DISCUSSION 

 

This section presents the design results and analysis of the proposed digital forensics 

investigation framework for the IoT smart camera ecosystem, arranged vertically and in 

layers, as shown in Figure 3. This section solely deals with empirical findings gained from 

the framework's application, with no interpretative comments. To provide a deeper and 

more comprehensive understanding of the framework's design rationale and background, 

the discussion focuses on three layers: the device layer, the network layer, and the cloud 

layer. Each of these layers represents a primary source of digital evidence connected 

within a single IoT ecosystem network. 
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Figure 3. Proposed Framework of IoT Forensics Investigation 

 

The framework design results emphasize the integration of heterogeneous evidence 

sources from each layer into a single, systematic digital forensics investigation flow. The 

proposed digital forensics investigation process is designed to include evidence 

identification, evidence acquisition, layer-based analysis, correlation and time 

reconstruction, and reporting and documentation. The integration of these three layers 

contributes to the digital forensic investigation process as a more complex and 

comprehensive analytical foundation than a single-source or single-layer approach, 

particularly in terms of event timeline reconstruction. In the discussion section, this 

research focuses on exploring the implications for the validity, temporal consistency, and 

integrity of forensic evidence. This session analyzes each integrated component within 

the framework according to its role and functionality. 

 

3.1. Topology and Data Communication 

The topology of the data communication flow at the network layer can be seen in Figure 

4. This subsection explains in more detail the topological structure and data 

communication mechanisms that occur at the network layer. This understanding is crucial 

because the network layer acts as a connecting protocol between IoT devices, user 

applications, and cloud services. 
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Figure 4. Topology and Data Communication in Network Layer 

 

Referring to the network layer topology presented in Figure 5, the structure of this layer 

consists of six main components. Firstly, the smart home camera (IoT device) functions 

as the primary source of video recording and telemetry data. This camera sends data in 

video stream format along with periodic device status information over a wireless 

network. Second, the Wi-Fi access point/router serves as a local communication hub and 

bridge connecting all components in the network layer. Other tasks of the Wi-Fi/router 

include forwarding data from the smart camera to the external devices. The system 

includes a network that executes requests from the user application. Third, the user 

mobile application functions as a gateway for user authentication, video streaming 

monitoring, and device settings and configuration. This mobile application communicates 

with the camera indirectly through the router device and a cloud repository service. 
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Fourth, the local network, or home network, acts as an internal communication channel 

between IoT devices, user applications, and the router. The local network serves as the 

primary transit area for data packets before they reach the internet service provider. 

Fifth, the Internet Service Provider (ISP) acts as a liaison between the local network and 

external parties, specifically the cloud infrastructure. Sixth, the IoT Cloud Platform serves 

as a provider of video storage, data synchronization, and a control interface for cloud 

system devices. Meanwhile, this network layer component can use the stored video 

recordings, along with the resulting metadata, as digital evidence. 

 

Next, a Wi-Fi network transmits video streaming and telemetry from the IoT smart 

camera to the router device through the established data communication system. In this 

case, the user application utilizes the Xiaomi Home App, which operates on Android, iOS, 

and Mi Cloud operating systems. Upon receiving an authentication request or instruction 

from the user application, the router then forwards the data packet to the ISP to reach 

the cloud platform. Upon receiving the data packet, the cloud platform sends the 

command response, video streaming synchronization, and user access data back to the 

device and application via the same path. 

 

3.2. Digital Forensics Investigation Process Flow 

This subsection presents a detailed process flow for a distributed, multi-source, and 

multi-component forensic investigation based on the developed framework. The digital 

forensic investigation process shown in Figure 5 integrates the forensic investigation 

stages with an analytical approach based on three main layers: the device layer, the 

network layer, and the cloud layer. This process flow demonstrates the 

interconnectedness of evidence identification, acquisition, analysis, correlation and 

timeline construction, examination, and reporting and documentation.  

 

This flow also emphasizes the importance of a clear separation between the evidence 

collection and security stages and the analysis and interpretation of findings during the 

investigation. Another important aspect of this process flow is that the framework 

developed in this study supports cross-layer correlation for reconstructing the timeline 

of events and strengthening evidence interpretation to meet the principles of digital 

forensic validity in the context of law enforcement. 
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Figure 5. Digital Evidence Investigation in IoT Environment 

 

Based on the digital forensic investigation flow in Figure 5, the process begins with the 

collection of potential digital evidence or artifacts. The framework proposed in this study 

is capable of collecting forensic data from multiple evidence sources, representing the 

diverse characteristics of the distributed IoT ecosystem. At the network layer, data 

collection is performed through network traffic capture on network communication 

paths using packet capture tools such as tcpdump, SolarWinds, or Nmap to scan and 

discover potential digital artifacts. Furthermore, digital evidence data collection is also 

conducted by acquiring local storage media from smart cameras, such as Micro SD cards. 

This multi-source approach makes the proposed framework more comprehensive and 

goes beyond simply scanning data packets in network-layer traffic. Next, after the data 
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collection or acquisition process is successful, the collected artifacts are secured using 

a systematic data backup mechanism. This security is known as integrity through hashing 

techniques and CoC management. 

 

The next stage is extraction, where the raw data from the acquisition is extracted into 

an artifact format ready for analysis. For this purpose, several extraction tools are used, 

such as Magnet Axiom, which was used in this study to extract system and application 

artifacts from devices connected to cloud services. Subsequently, network traffic and 

communication pattern identification between IoT components can be performed using 

Wireshark. The result of this extraction process is a structured dataset that represents 

IoT component activity chronologically and based on a timeline of events. 

 

After the artifacts are extracted, the next stage is analysis to identify anomalous activity 

in IoT device communication and other potential security incidents. This stage is crucial 

because investigators need to analyze in layers by linking findings across three layers: 

the device layer, the network layer, and the cloud layer. The purpose of analyzing all three 

layers simultaneously is to enable cross-correlation between layers to strengthen the 

interpretation of evidence. When a significant finding from one layer is identified, 

investigators can validate and strengthen the arguments for findings from other layers. 

The evidence or findings from the analysis stage are then filtered and further refined to 

determine their relevance through the next stage, examination. At this stage, 

investigators need to retain the value of significant findings or evidence while eliminating 

irrelevant findings that do not support the initial hypothesis. In this way, the examination 

stage can clarify causality between events and support an accurate and valid 

reconstruction of the timeline. 

 

The final stage of a forensic investigation is to prepare a comprehensive and systematic 

report of the investigation process, including the findings documented during the 

analysis and examination. The general structure of an investigative report includes a brief 

chronology, methods, analytical results, and a structured interpretation of the evidence. 

This stage must ensure the investigation's findings meet the needs of the investigation 

in a law enforcement context. 
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3.3. Smart Home Camera Digital Forensics Investigation 

This section systematically explains the digital forensic investigation framework 

proposed in this study with a home security camera as the object of the device layer. 

The explanation begins by outlining the process of identifying potential evidence sources, 

the characteristics of the device used, and the operational context of the home security 

camera used. Next, a detailed description is carried out on the stages of acquisition and 

preservation of digital artifacts. Preservation techniques to maintain the authenticity and 

integrity of evidence are presented, and a discussion of the traceability of digital 

evidence on the device layer device is simultaneously carried out. The next discussion is 

the analysis and examination of cross-layer artifacts to reconstruct the chronology of 

the incident with a scenario of suspected theft at a residential location. 

 

C.1 Phase 1: Case and Digital Evidence Identification 

In this phase, identifying digital evidence is necessary to establish the context for a digital 

forensic investigation within the IoT ecosystem. Simultaneously, this phase also defines 

a case scenario, a simulated burglary incident in a residential environment recorded by a 

Mi 360° home security camera. This IoT smart home camera was selected based on its 

general characteristics, which rely on network connectivity and cloud services for its 

operation. 

 

The case context discussed in this study was established to ensure the digital forensic 

investigation process adheres to the principles and process flow of the framework 

developed in this study. In the designed case scenario, the investigation involves several 

key components: the IoT device, specifically the smart home camera, as the primary 

source of visual recordings; a supporting application device, a smartphone, to control the 

camera's functions and configuration; a wireless network environment as a data 

communication medium; and cloud services for data storage and synchronization. The 

details of the case study context and the components involved are presented in Table 3 

to provide a basic understanding of the implementation phase. 
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Table 3. Case Identification and Categories  

Category Description 

Case Scenario 

Simulation of a burglary incident recorded by a Mi 360° 

Home Security Camera installed in a residential 

environment. 

IoT Device 
Mi 360° Home Security Camera 2K (Model: MJSXJ09CM). 

Functions as a primary evidence source. 

Companion Device 
Samsung Galaxy S24 FE smartphone running the Xiaomi 

Home App. 

Network Environment 
Local Wi-Fi 2.4 GHz connecting both the IoT camera and 

smartphone. 

Cloud Service 
Mi Cloud for synchronization and storage of recorded 

videos. 

Expected Evidence 
Local video recordings, device logs, Wi-Fi configuration, 

and application activity data. 

 

To integrate the digital evidence identification process hierarchically and systematically, 

in this phase the forensic investigation is classified into three domains: device forensics 

at the device layer, network forensics at the network layer, and application forensics at 

the cloud layer. The identification phase focuses on finding evidence and the relationship 

between evidence sources at the three main layers defined in the proposed framework 

of this study. An illustration of the case scenario built in this study to test the framework 

is shown in Figure 6. 

 

The case scenario in this study begins with a burglary incident in a residential 

neighborhood, which serves as the starting point for the investigation. This incident is 

monitored by the Mi 360 smart home camera, which features motion detection and 

automatic recording. This then serves as the primary source of digital evidence at the 

device level. During the incident, the camera automatically triggers video recording of 

the incident, which is stored locally on a Micro SD card as a system log. In parallel, the 

recorded incident data and resulting metadata are also sent via the local Wi-Fi network 

to the home access point or router. This simultaneous communication flow creates 

artifacts at the network layer, including internal network traffic, ISP connections, and 

data transmission patterns between devices and external services. 
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Figure 6. Case Scenario and Digital Evidence Sources 

 

The case scenario in this study begins with a burglary incident in a residential 

neighborhood, which serves as the starting point for the investigation. This incident is 

monitored by the Mi 360 smart home camera, which features motion detection and 

automatic recording. This then serves as the primary source of digital evidence at the 

device level. During the incident, the camera automatically triggers video recording of 

the incident, which is stored locally on a Micro SD card as a system log. In parallel, the 

recorded incident data and resulting metadata are also sent via the local Wi-Fi network 

to the home access point or router. This simultaneous communication flow creates 

artifacts at the network layer, including internal network traffic, ISP connections, and 

data transmission patterns between devices and external services. 
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Subsequently, the recorded video data and metadata transmitted through the network 

layer are sent to the Mi Cloud platform via the cloud application layer for storage and 

synchronization. Through the Xiaomi Home app on a smartphone, users can access the 

recordings and configure the device. During this interaction, additional artifacts are 

generated at the cloud and application layers. The interconnections between the 

components at each layer form a distributed IoT ecosystem with digital resources and 

generate a distributed digital footprint. 

 

To ensure the focus of the case scenarios in this study is focused and evidence-based, 

potential digital artifact sources at each layer of the IoT ecosystem were mapped. This 

mapping aims to link the case scenarios to the types of artifacts produced, including 

identifying evidence characteristics and different acquisition methods. The results of this 

identification are then used as a basis for determining digital evidence acquisition and 

preservation strategies. Details of the sources and types of digital artifacts relevant to 

the case studies can be seen in Table 4. 

 

Table 4. Digital Artifact Identification Accross Device, Network, and Application Layers  

Forensic Layer Evidence Origin Artifact Types 
Forensic Acquisition 

Technique 

Device Layer 

Mi 360° Camera 

(physical device, 

firmware, 

internal SD card) 

- Device log files 

- Local video 

recordings 

- Configuration tion 

information (Wi-Fi SSID, 

saved credentials) 

- Embedded firmware 

and operating system 

Obtained through 

physical acquisition 

or imaging of SD 

card memory. 

Network Layer 

Router / Wi-Fi 

used by the 

camera 

- Streaming traffic data 

- Communication 

protocols (RTSP, HTTP, 

MQTT, etc.) 

- Connection metadata 

(IP, port, and 

timestamp)  

Captured using a 

packet sniffer (e.g. 

Wireshark) while the 

device is active. 
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Forensic Layer Evidence Origin Artifact Types 
Forensic Acquisition 

Technique 

Cloud/Applicati

on Layer 

Xiaomi Home 

App 

(Android/iOS), Mi 

Cloud 

- Application activity 

logs (logins, 

configurations) 

- Application cache 

(credentials, tokens, 

camera settings) 

- Cloud backups 

- API call logs 

-Application activity 

logs (logins, 

configurations) 

-Application cache 

(credentials, tokens, 

camera settings) 

- Cloud backups 

- API call logs 

 

Based on the identification results shown in Table 3, the key artifacts identified include 

local video recordings, camera device configurations, network communication traffic, and 

Xiaomi Home app activity logs from user devices and cloud services. These diverse 

artifacts represent digital evidence obtained from three main layers, each contributing 

to the evidence source and complementing each other to reconstruct the context of the 

events outlined in the scenario in this study. This initial identification output serves as a 

basis for selecting artifacts that are directly related and relevant to the case context, as 

well as a foundation for ensuring that the subsequent digital evidence acquisition and 

preservation process is conducted in a focused, valid, and scientifically accountable 

manner. 

 

C.2 Phase 2: Acquisition and Preservation 

The acquisition and preservation phase focuses on collecting and preserving digital 

evidence from the previous identification phase. In this study, the acquisition process 

utilizes the Magnet Axiom forensic tool for logical data extraction from a Samsung Galaxy 

S24 FE smartphone, a user-facing communication device running the Xiaomi Home app. 

In the pre-acquisition phase, verification of the smartphone's condition is crucial before 

the acquisition process, including checking its power supply, internet network 

connectivity, and operating system version. Next, investigators need to determine an 

appropriate acquisition method. In this scenario, the logical data acquisition method was 

chosen to avoid the risk of data tampering. Proper preparation of the forensic tools and 

environment, including the Magnet Axiom configuration and the source storage media 

for the acquisition results, is essential. At the same time, initial documentation of the 
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device's condition and recording of information are essential components of the Code 

of Conduct. 

 

The acquisition subphase focuses on imaging and logical data extraction from the 

smartphone without actively modifying the system. Artifacts collected through the 

Xiaomi Home app can include activity logs, temporary local storage caches, system 

configurations, and synchronized metadata. To minimize the risk of evidence loss or even 

compromised integrity, the extraction process must be carried out systematically and in 

a controlled manner.  Furthermore, the automatic generation of cryptographic hash 

values, such as MD5 and SHA-1, is systematically recorded in the CoC document. Details 

of the acquisition results and the types of artifacts obtained from the three main layers: 

the device layer, the network layer, and the cloud/application layer, can be seen in Figure 

7. 

 

 
Figure 7. Digital Evidence Acquisition and Imaging Process 

 

In the post-acquisition subphase, a crucial step is to verify the integrity of the acquired 

digital evidence by checking the conformity of the generated hash values. Furthermore, 

the acquisition results must be stored with extreme care and security, isolating them 

from possible electronic or mechanical alteration. Therefore, after a successful 
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acquisition, it is recommended that the original copy of the acquired evidence be saved 

and preserved so that investigators can extract and analyze the working copy of the 

digital evidence. 

 

Moreover, in this phase, the digital evidence acquisition process is systematically 

conducted across three main layers to ensure the completeness and traceability of the 

digital evidence. At the device layer, forensics is performed by logical extraction of the 

smartphone device of the user or smart camera administrator. The primary focus of this 

investigation is the search for Xiaomi Home app artifacts, cache data, and local device 

configuration. At the network layer, the focus is on capturing communication metadata 

between the smart camera and the network protocol. The source of digital evidence 

comes from the Wi-Fi router connected to the camera, including traffic information and 

connection timestamps.  

 

At the application/cloud layer, data sources come from Xiaomi Home app artifacts and 

the Mi Cloud cloud service. Some potential evidence includes user activity logs and other 

cloud-based artifacts. Meanwhile, the extraction process is carried out logically according 

to the service's characteristics. A summary of evidence sources, acquisition methods, and 

mechanisms for preserving the integrity of digital artifacts is presented in Table 5. 

 

Table 5. Summary of Acquisition and Preservation Processes  

Forensic Layer Evidence Origin Artifact Types 
Forensic Acquisition 

Technique 

Device Layer 
Samsung Galaxy 

S24 FE 

Logical extraction using 

Magnet AXIOM 

MD5/SHA-1 hash 

verification 

Network Layer 

Router Wi-Fi 

(Camera Mi 

360°) 

Packet capture using 

Wireshark 

Timestamp and log 

validation 

Cloud/Applicati

on Layer 

Application of 

Xiaomi Home 

and Mi Cloud 

Logical extraction Encrypted storage 

and procedural 

documentation 
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Based on the acquisition and preservation results presented in Table 5, it can be 

concluded that the acquisition phase generated verified forensic images and application 

data. Thus, this finding is deemed to have met the requirements for authenticity and 

integrity and can be continued to the next stage. 

 

C.3 Phase 3: Analysis and Examination 

The analysis and examination phase focuses on interpreting and validating artifacts 

resulting from the acquisition and preservation of digital evidence. The primary objective 

of this phase is to ensure the integrity, originality, and relevance of key findings at each 

level. During this phase, each artifact is examined based on several crucial attributes, 

such as the consistency of hash values and metadata, ensuring the data has not been 

tampered with. Correlations based on the analysis and examination of digital evidence 

then serve as the basis for reconstructing the alleged residential burglary incident, as 

described in the case scenario section. 

 

C.3.1 Verification of Source Devices and IoT Context 

The analysis phase begins with verifying the source device acquired and extracted from 

Magnet AXIOM software. The smartphone device was identified as a Samsung Galaxy S24 

FE with model SM-S721B/DS, and the device serial number was consistent with the 

acquisition and CoC records. This smartphone device is a companion device directly 

connected to the Mi 360 Home Security Camera application. Thus, this verification 

establishes a consistent and related forensic link between the physical device, 

application, and IoT ecosystem. 

 

C.3.2 Device and Application-level Examination 

In this phase, artifacts from connected devices, including applications, are examined at 

each layer. Various device artifacts include information about the operating system used, 

configured time zones and geographic regions, and device identities and parameters. On 

the application side, artifacts include application metadata, including user activity 

records, data storage structures, and synchronization results with IoT cameras and cloud 

services. 
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C.3.3 Media Artifact and Metadata Analysis 

This stage focuses on the analysis of video artifacts as the primary evidence of the 

incident, extracted from the Xiaomi Home application, as can be seen in Figure 8. The 

results of this extraction are video frame representations that support the analysis of 

the incident content. Methodologically, this subsection aims to explain and interpret the 

results of the multimedia artifact examination, metadata analysis, and issues related to 

ensuring the integrity of the evidence. 

 

 
Figure 8. Detailed Attributes of Extracted Video Evidence 

 

Details related to artifact attributes from the extraction and analysis results can be seen 

in Table 6. 
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Table 6. Forensic Attributes of Video Media Artifacts  

Attribute 

Categories  
Parameter Value/Description 

File Identity 

File Name VIDEO_20251002_160913498.mp4 

File extension .mp4 

Artefact type Media Video 

Extraction status Complete 

Data format Binnary data 

Evidence Source 

Device source Samsung Galaxy S24 FE 

Device model SM-S721B 

Acquisition method Logical extraction (Magnet AXIOM) 

Image source Samsung SM-S721B Quick Image 

File location /sdcard/DCIM/10548789/ 

Evidence number Samsung SM-S721B Quick Image 

Item ID 19735 

Recovery method Parsing 

Time Attribute 

(Timestamp) 

Last accessed date/time 

(UTC) 

02/10/2025 09:35:16.571 

Last modified date/time 

(UTC) 

02/10/2025 09:09:13.000 

EXIF created date/time 

(UTC) 

02/10/2025 09:09:13 

Technical 

Characteristics of 

Media 

Video duration 143.08 seconds 

Video resolution 2304 × 1296 pixel 

Skin tone percentage 3.4% 

Encoder Lavf 58.12.100 

EXIF data status Extraction results complete 

Cryptographic 

Integrity 

MD5 hashes 0d20b31c26b26b60fc3b260f684 

SHA-1 hashes 
ea5884de335c9780b65bcec178590

52be9 

 

Based on the forensic attributes of the video media artifacts presented in Table 5, it can 

be explained that the video artifact in .mp4 format was fully obtained at the device layer, 
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with the extraction status complete, from a Samsung Galaxy S24 FE smartphone. To fully 

recover potential artifacts, the acquisition stage employed a logical extraction method 

using the Magnet AXIOM tool to maintain data authenticity and integrity, particularly at 

the device layer. At the application or cloud layer, the physical storage on the device 

layer, managed by the Xiaomi Home App at the application layer, is located at 

/sdcard/DCIM/10548789/, with consistent EXIF file timestamps and modified times, 

indicating no modifications after the video was recorded at the incident location. While 

there is a difference in the last accessed time, this indicates that access activity at the 

application or cloud layer has not altered the file content. Furthermore, MD5 and SHA-1 

integrity values verify the integrity of the artifact at the device layer and the authenticity 

and validity of the analysis at the application layer. 

 

C.3.4 Cross-Layer Correlation 

In addition to investigating important artifacts across the three layers, it is also important 

to emphasize the correlation between layers (device, network, and cloud) to establish a 

complete evidence linkage. First, artifacts obtained from the application/cloud layer 

connect incident event recordings with IoT devices, namely home security cameras. 

Second, artifact findings, especially timestamps of interactions and communications 

between layers, can be utilized to reconstruct the scene and chronology of events. Third, 

the chain of evidence and evidence integrity through hash values (MD5 and SHA-1) act 

as validators of the CoC documentation. Fourth, the final results of the analysis presented 

in this study indicate that the artifacts are valid, consistent, and accountable, so their 

validity can be accounted for scientifically and legally. 

 

In the discussion section, this paper highlights three key points that spark different 

perspectives based on the findings and results of the investigation. First, the study 

results demonstrate that a layer-based digital forensic investigation framework has 

proven capable and valid in addressing the complexity and heterogeneity of the IoT 

ecosystem. The framework's design, with its specific separation of three layers—the 

device layer, the network layer, and the cloud layer—facilitates the identification of data 

sources, the discovery of potential artifacts, such as video recordings and device 

interconnection logs, and the reconstruction of the flow of events or criminal incidents. 

Second, the consistency of the metadata structure, timestamps, and hash values 

generated in video recording artifacts successfully strengthens the validity and integrity 
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of digital evidence. The presence of the cloud layer serves as a support for interpreting 

the historical context that complements the evidence at the device layer.  Third, the 

layered IoT architecture design can facilitate traceability of the investigative process 

without compromising the principles of international forensic standards, particularly 

regarding the recording of evidence events and the integrity of digital evidence for legal 

purposes. However, this study has limitations in terms of the scope of IoT devices used 

and the scenarios implemented. Therefore, further development is needed to test the 

framework using a variety of IoT devices and the complexity of the case studies. 

 

4. CONCLUSION 

 

Digital forensic investigations in the IoT ecosystem require a systematic approach that 

integrates across layers, namely the device layer, network layer, and cloud layer. Obtaining 

complete digital artifacts while maintaining data integrity and evidence traceability is 

possible using logical acquisition methods. The analysis results conducted in this study 

successfully reconstructed the chronology of incident events according to the alleged 

crime scenario based on video media findings, metadata, and various other technical 

attributes, including timestamps. The design of three main layers in the proposed 

framework successfully linked the role of each artifact, including the source device, the 

recording process, and the resulting media artifact. Furthermore, the validity of digital 

evidence during the forensic investigation process was verified through valid 

cryptographic integrity (MD5 and SHA-1). This study demonstrates the suggested 

framework's actual usefulness as a core forensic preparedness model for systematic 

evidence collection and cross-layer artifact correlation in IoT contexts. Ultimately, the 

layer-based digital forensic investigation framework proposed in this study is relevant 

for application in forensic investigations in complex and evolving IoT environments.  

 

The primary contribution of this study is a structured case study of a smart home camera, 

which is intended to propose scientific framework and confirm its practical feasibility.  

Further research direction should assess the framework's compatibility with automated 

forensic preparedness and monitoring systems, and investigate interactions with real-

world incident datasets.  Furthermore, the evaluation of operational resilience and 

scalability within multi-device IoT ecosystems is crucial. 
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