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Abstract. The rising prevalence of phishing websites presents
substantial cybersecurity threats by deceiving users into revealing
sensitive information through malicious URLs. This study aims to
enhance phishing URL detection by introducing a deep learning
model that combines Bidirectional Encoder Representations from
Transformers (BERT) with Long Short-Term Memory (LSTM). In this
framework, BERT is fine-tuned on a phishing URL dataset and
utilized as a contextual embedding to represent URL tokens, while
employed to identify optimal

Bayesian Optimization is

hyperparameter settings during model training. Experimental

results demonstrate that the BERT-LSTM model achieves
impressive detection performance, with a precision of 0.9299, recall
of 0.9795, F1-score of 0.9540, accuracy of 0.9756, and ROC-AUC of
0.9962. The model consistently outperforms embedding-based
methods such as Word2Vec, FastText, and GloVe, as well as a
classical baseline model using Logistic Regression with TF-IDF
Features. These findings suggest that the contextual embeddings
generated by BERT effectively capture structural patterns in URLs,
leading to more accurate phishing detection and providing a
promising approach for enhancing cybersecurity systems.
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1 INTRODUCTION

The rapid growth of digital technology, particularly the internet and websites, over the
past decade has significantly increased the number of phishing sites. These malicious
sites attempt to deceive users into providing sensitive information, such as banking
credentials and passwords, by impersonating trusted organizations [1]. Phishing attacks
commonly exploit malicious links to trick victims, posing serious risks to online banking
and e-commerce users [2], [3]. This threat is amplified by the widespread use of
smartphones, with 92.6% of the world's 4.66 billion internet users accessing the internet
through mobile devices [4]. According to the Anti-Phishing Working Group (APWG), more
than 1 million phishing attacks were reported in both the first and second quarters of
2022, marking the highest levels ever recorded and showing a fourfold increase
compared to early 2020 [5]. These attacks exploit vulnerabilities on both client and server
sides of the uniform resource locator (URL), including compromised servers, user-

generated content, and third-party advertisements [6].

Early detection of phishing links is crucial for preventing users from accessing malicious
websites that aim to steal personal information. Detection systems identify common
characteristics and patterns associated with phishing URLs, enabling proactive measures
to be taken before harm occurs [7]. Traditional methods of phishing detection often rely
on rule-based approaches that focus on predefined indicators, such as suspicious domain
names or unusual URL structures [8]. However, these strategies have become less
effective as attackers employ increasingly sophisticated evasion techniques, including
domain obfuscation and content manipulation. Modern phishing URLs can closely mimic
legitimate links, making them challenging to identify using static rules alone [9l
Consequently, there is a pressing need for more advanced, adaptive detection methods

to improve the accuracy and reliability of phishing URL identification.

The advancement of natural language processing (NLP) and machine learning (ML) has
created new opportunities for detecting phishing links. Various approaches, including
heuristic, rule-based, and ML methods, have been developed to protect users from
phishing attacks [10]. However, traditional methods such as blacklist-based detection are
often ineffective against zero-day attacks, which exploit previously unknown

vulnerabilities and are difficult to mitigate [11]. Conventional ML algorithms such as K-
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Nearest Neighbors (KNN), Decision Trees, Random Forests, and Support Vector Machines

(SVMs) have been applied to phishing URL detection. Still, their performance depends
heavily on effective Feature extraction [12], [13], [14]. Deep learning approaches have
shown significant improvements by automatically learning complex patterns from data,
reducing reliance on manual feature engineering [15]. Models such as Convolutional
Neural Networks (CNNs) are effective for feature extraction. At the same time, Recurrent
Neural Networks (RNNs), particularly Long Short-Term Memory (LSTM), are better at
capturing sequential and contextual relationships in textual data. However, each has its

own limitations [16].

Despite advancements in machine learning and deep learning, detecting phishing URLs
remains challenging. Many studies still rely on handcrafted features and traditional
classifiers, which struggle with complex patterns in obfuscated or dynamically generated
URLs. Research on using contextual language models to analyze URL structures is limited,
even though URLs can be viewed as sequences of tokens, including domains and paths.
This study aims to improve phishing URL detection by combining Bidirectional Encoder
Representations from Transformers (BERT) with LSTM networks. By leveraging BERT's
contextual embeddings along with LSTM's sequential modeling, the approach seeks to
enhance detection performance beyond earlier methods that relied on manual feature

extraction.

The primary objective of this research is to integrate BERT with LSTM networks to detect
phishing URLs. BERT embeddings provide rich, contextual representations of text that
serve as input to the LSTM model. This model is adept at capturing sequential and long-
term dependencies within the data, thereby enhancing prediction accuracy. This
synergistic approach aims to improve the precision and reliability of phishing URL
detection compared to traditional methods. BERT's strength lies in its ability to
understand contextual meaning, while LSTM excels in modeling sequence patterns critical
for identifying phishing characteristics. Consequently, the combined use of these models
could lead to the development of more robust and trustworthy phishing detection

techniques for real-world cybersecurity applications.
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2. METHODS

This research consists of five stages: data collection, data preprocessing, BERT

embedding, model development, and model evaluation.

2.1. Data Collection

At this stage, data collection involved using a Kaggle dataset that contains 514,400
records, organized into two main columns: URL and Label. The URL column includes
website addresses, while the Label column classifies each entry into two categories: "bad"
and "good." Specifically, the dataset contains 381,359 entries labeled "bad" and 133,041
labeled "good." In this study, the "bad" category is defined as phishing, while the "good"
category is non-phishing. This binary classification enables the dataset to be used for
phishing URL detection. Figure 1 illustrates the distribution of phishing and non-phishing

URLs within the dataset, highlighting the imbalance between the two classes.

Class Distribution
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Figure 1. Class Distribution in the Dataset

2.2, Data Pre-processing

The data preprocessing stage is crucial for transforming raw data into a format suitable
for model processing. This phase is essential for converting ‘dirty’ data into ‘clean’ data,
which is then used in the model development. In this study, the data preprocessing

process comprises several steps: URL cleaning, tokenization, stemming, text-to-sentence
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stage, one-hot encoding, and class imbalance handling. Each of these steps plays a vital

role in ensuring that the data is well-prepared for analysis. The detailed preprocessing

workFlow is illustrated in Figure 2.

Start —> Cleaning > Tokenization > Stemming

A4

Handling
Imbalanced Class

End D a— One-Hot Encoding Text to Sentence

A

Figure 2. Data Pre-processing Phase

URLs often include structural delimiters, special characters, and irregular token patterns
that can introduce noise during model training. As a result, preprocessing is essential to
standardize URL structures and extract meaningful textual patterns. The cleaning process
involves removing non-informative characters that primarily act as structural separators.
Following this, tokenization is performed to break the URL into meaningful segments,
such as domain names, directory paths, and File extensions. This allows the model to
recognize lexical patterns typically found in phishing URLs. Stemming is then used to
reduce token variation and ensure consistency among the tokens. These tokens are
converted into sentence-like sequences, enabling the BERT model to interpret the URL
as sequential text. Additionally, one-hot encoding is applied to convert categorical class

labels into binary vectors suitable for neural network training.

The URL cleaning stage is the initial step in this study, Focusing on removing extraneous
characters, such as the slash (‘/"). Following this, tokenization is applied to split the
cleaned URL into individual tokens [17]. Specifically, tokenization is applied to the URLs in
the dataset. Next, stemming is performed to obtain the base form of tokens generated
during tokenization [18]. The text-to-sentence stage reconstructs the tokens into
sentence-like sequences. Subsequently, the one-hot encoding stage transforms the
existing classes into binary representations [19]. Table 1 presents an example of the

preprocessing results, whereas Table 2 illustrates the application of one-hot encoding.
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Table 1. Example of Pre-processing Result

Phase Before Pre-processing After Pre-processing

dieideenwerkstatt at css abc tar
Cleaning dieideenwerkstatt.at/css/abctar.gz

gz

[dieideenwerkstatt, at, css, abc,

Tokenization dieideenwerkstatt at css abc tar gz

tar, gz]
[dieideenwerkstatt, at, css, abg, tar, [dieideenwerkstatt, at, css, abc,
Stemming
gzl tar, gz]
Text to [dieideenwerkstatt, at, css, abc, tar,  dieideenwerkstatt at css abc tar
sentence gz] gz
Table 2. One-hot Encoding Representations
Class One-hot Encoding
non-phishing [, 0]
phishing (0, 1]

The dataset used in this study exhibits a class imbalance, with the number of phishing
URLs significantly exceeding that of non-phishing URLs. To address this issue, we
employed a class-balancing technique to prevent the model from becoming biased
toward the majority class during training. Specifically, we applied random undersampling,
which involves selecting a random subset of samples from the majority class to match
the minority class's size. This approach creates a more balanced dataset while ensuring
that representative samples from both phishing and non-phishing categories are
preserved. The distribution of the resulting dataset after applying the class imbalance

handling technique is presented in Table 3.

Table 3. Imbalance Class Handling Results

Class Before Undersampling After Undersampling
non-phishing 266,951 93,129
phishing 93,129 93,129
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2.3. BERT Embedding

Word embedding is a technique Ffor converting words into numerical vectors.
Traditionally, it is done using techniques such as the bag-of-words model or term
frequency-inverse document frequency (TF-IDF). However, nowadays word embeddings
can also be generated using more sophisticated methods, such as static and contextual
embeddings. Static embedding uses models such as Word2vec and GloVe, which produce
fFixed vector representations for each word. Meanwhile, contextual embedding involves
more complex models such as BERT and Elmo [20]. The model has 12 hidden layers and
has been trained using millions of corpus, including BooksCorpus with 800 million words
and English Wikipedia with 2,500 million words [21]. BERT produces a word representation

of a sentence, using the text-to-sentence from the pre-processing results, as shown in

Figure 3.
Class | {batch_size, 1, 2)
I Linear 2 l
(batch_size, 1. 768)
| Linear 1 \ z
ﬁ ransformer 12
(batch_size, 64,768) | [ €| |z¢9| |Z2] ‘Zn ~Block X1
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Y

Input from Text to Sentence
{From the Pre-processing Result)

Figure 3. BERT Architecture

In the BERT embedding process, special tokens such as [CLS] and [SEP] are added at the
beginning and end of a sentence, respectively, to delineate sentence boundaries. If a
word is not present in the BERT vocabulary, it is represented by a hash mark “##." The
results of the tokenization process are then converted into token IDs and an Attention

Mask. Additionally, the tokenization process transforms sentences into tokens (words)
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using the word-piece method, which relies on the model's vocabulary and supplementary
vocabulary from external sources. This research uses the “bert-base-uncased” model to
transform data into a Tensor format, with 12 transformer layers, 12 attention heads, and
an embedding size of 768. The BERT embedding process for phishing detection involves
several steps, as illustrated in the diagram below.

1) The input used is “akamai host network com”, which is the result of pre-
processing from “akamai-hosting-network.com/".

2) Tokenization with WordPiece, resulting in ['aka', '##ma', '##i, 'host' 'network’,
‘com’].

3) Addition of special tokens [CLS] and [SEP], resulting in ['[CLSI, 'aka’, '##ma’, '##i,
'host!, 'network’, ‘com’, [SEP]].

4) Token addition. Padding, or PAD, aligns the lengths of all inputs in a batch.
Since the BERT model processes inputs in batches, each input must have the
same length. Suppose the maximum length used is 10, it will result in [[CLS],
‘aka’, '##ma’, '##i, 'host', 'network’, ‘com’, '[SEP], '[PAD], '[PAD]1

5) Substitute the ID token, which results in [101, 9875, 2863, 2072, 3677, 2897, 4012,
102, 0, 0l. The ID token is a numerical representation of the token or word. For
example, CLS is represented as 101, SEP as 102, PAD as 0, and so on.

6) Attention mask which results in [1,1,1,1,1,1,1,1, 0, Ol In this Final stage, each
numerical representation of the vector is treated as an array. Where 1 indicates
that the model should attend to the token, while O indicates that the token is

padding and should be ignored by the model.

In this study, the BERT model is first fine-tuned using the training dataset specific to this
research. During this phase, the BERT model's parameters are adjusted to help it adapt
to the unique characteristics of the URL data used in the classification task. After the
fine-tuning stage, the optimized BERT model is used to generate contextual embeddings
for the URL tokens. These embeddings capture the contextual relationships among
subword tokens and serve as feature representations for subsequent classification. To
ensure reproducibility, a detailed summary of the hyperparameter settings and training

configurations used during the BERT fine-tuning stage is presented in Table 4.
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Table 4. Configuration on BERT Model Fine-tuning

Components Description
Pretrained model bert-base-uncased
Fine-tuning All BERT parameters are updated
Dropout 0.3
Activation Function Sigmoid
Loss function Binary cross-entropy
Learning rate 2e-5
Epochs 3
Computing devices CUDA using NVIDIA T4 GPU

2.4. Model Development

To improve URL phishing detection, a BERT-LSTM approach can be used, combining
BERT's contextual representation with LSTM's ability to capture temporal dependencies.
BERT is used to extract features from phishing-related URLs or texts. The token
representation generated by BERT will capture the contextual information of the URL.
Furthermore, LSTM will help capture patterns and temporal dependencies in the URL data
that can indicate phishing. Each LSTM layer is added to perform the final classification

of whether the URL is phishing.

At this stage, the model architecture of this study is constructed. The architecture
comprises several key layers: the input layer, embedding layer, LSTM layer, dropout layer,
two Ffully-connected layers, and the output layer. The output layer will produce
predictions of whether the input is non-phishing or phishing. The architecture of the
LSTM model is shown in Figure 4. The input layer processes words from sentences,
derived from the pre-processing results, specifically, data from the "text to sentence"
column. These sentences are then passed to the word embedding layer, which generates
vector representations of the words. The output from the embedding layer is fed into

the LSTM layer, which processes the data sequentially using time-series methods [22].
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Figure 4. LSTM Architecture

To detect phishing and non-phishing URLs, an LSTM is used to process a sequence of
URL data and capture patterns indicative of phishing. This step starts by specifying input
data in the form of X;_4 and X;, where t — 1 and t are input characters or tokens from
the URL being parsed. Next, each LSTM cell has three main gates: the forget gate, the
input gate, and the output gate. This gate regulates which information is kept or
discarded from the cell state. Forget gate decides which information from the previous
cell state (C;_1) needs to be Forgotten based on the current input (X;) and the previous
hidden state (h;_4). The input gate decides which new information to add to the cell state.
It consists of two parts: one using a sigmoid Function to determine the updated part (i;)
and one using a tanh function to generate new candidate values (@). The cell state is
updated by combining information from the forget gate and the input gate. Forget gate
sets, which part of the previous cell state should be retained, and the input gate adds
new information. Then, the output gate determines which part of the cell state to use as
output. The output gate (0;) generates a value by using a sigmoid Ffunction and multiplying
it by the updated cell state value. In the final stage, to detect whether a URL is phishing
or non-phishing, the last hidden state (h;) can be used as a feature representation of the
URL [23]. This Feature representation is then passed to a double Fully connected (dense)
layer, Followed by the Rectified Linear Unit (ReLU) activation function, which generates a
probability that the URL is phishing or non-phishing. The dropout layer is applied before
the double Fully connected layer to reduce overfitting. [24]. This feature representation
is then passed to a double fully connected (dense) layer, followed by the ReLU activation

Function, to generate a probability that the URL is phishing or non-phishing.

In the training process for each model, this study utilized hyperparameter tuning

techniques, specifically Bayesian Optimization, to identify the most effective parameter
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combinations. This method was designed to enhance the model's ability to learn patterns

in the data, resulting in more precise and accurate predictions. The proposed model in
this study is an LSTM, while Logistic Regression (LogReg) serves as the baseline for
performance comparison. Each model has distinct parameters and varying
hyperparameter values, reflecting the unique characteristics of their respective

algorithm. Detailed hyperparameter values for each model are shown in Table 5.

Table 5. Hyperparameter Values in Each Model

Models Parameters Values
Dropout 02,04
LSTM Learning Rate 0.0001, 0.001
Hidden units 64,128
C 0.01, 01,1
LogReg
Solver liblinear, Ibfgs

In the proposed architecture, specific parameters are carefully adjusted to improve
model performance. The models used in this study are LSTM and LogReg. In the LSTM
model, several parameters are hyperparameter-tuned, including the dropout rate,
learning rate, and number of hidden units. The dropout rate is set to 0.2 and 0.4 to reduce
the risk of overfitting. The learning rate is tested at 0.0001 and 0.001 to control the
training speed. Meanwhile, the number of hidden units is set to 64 and 128 to optimize
the model's ability to learn word representations. In the Logistic Regression (LogReg)
model, two parameters are tuned: the regularization parameter C (0.01, 0.1, and 1) and the
solver type (liblinear and Ibfgs). Bayesian Optimization is employed to determine the
optimal values for these hyperparameters [25], [26]. Table 4 shows the optimized

parameters and their values, determined through hyperparameter tuning for each model.

2.5. Model Evaluation

To assess the effectiveness of the proposed model, we use performance metrics derived
from the confusion matrix: accuracy, precision, recall, and F1-score. These metrics are
calculated using true positives (TP), true negatives (TN), fFalse positives (FP), and Ffalse
negatives (FN). Accuracy measures the overall proportion of correct predictions relative

to the total number of predictions, offering a general indication of model performance.
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Precision evaluates the proportion of URLs predicted as phishing that are actually
phishing, highlighting the model's ability to reduce false positives. Recall assesses the
model's effectiveness in correctly identifying actual phishing URLs, thus indicating its
sensitivity to detecting threats. The F1-score is the harmonic mean of precision and recall,
providing a balanced measure when both false positives and false negatives are
significant. The mathematical Formulations For accuracy, precision, recall, and Fl1-score

are presented in Formula (1) through Formula (4), respectively.

Precision (P) = TPT:)FP (1)
Recall (R) = —— 2)
F1—score=2*§:i 3)
Accuracy = % (4)

3. RESULTS AND DISCUSSION

3.1. Performance Evaluation

3.1.1. Model Optimization

In this stage, model optimization is conducted during training, using a 70/10/20 split of
the data for training, validation, and testing, respectively. To improve model performance
and achieve higher test accuracy, Bayesian Optimization is used to fine-tune the model's
parameters. The parameter registration process begins within a search space that
includes dropout, learning rates (0.0001 and 0.001), and LSTM units (64 and 128) with
dropout values of 0.2 and 0.4. These parameters are systematically combined via Bayesian

Optimization during training, and Table 6 presents the best combinations discovered.

Table 6 compares the performance of the evaluated models, with the BERT-LSTM model
emerging as the top performer. Utilizing a dropout rate of 0.2, a learning rate of 0.007,
and 256 LSTM units, it achieved an impressive average training accuracy of 0.9963
(99.63%) and a validation accuracy of 0.9753 (97.53%). The minimal gap of about 0.021

between the training and validation accuracies signifies its strong generalization
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capability. The FastText-LSTM model closely followed, recording training and validation
accuracies of 0.9267 (92.67%) and 0.9483 (94.83%), respectively. In contrast, the Logistic
Regression model employing TF-IDF exhibited the lowest performance, underscoring the

superiority of BERT-based embeddings integrated with LSTM for effective prediction.

Table 6. Best Parameter Combination During the Training Process

Hyperparameters

Models Hidden Mean Accuracy

Dropout LR C Solver

Unit

Training: 0.9963

BERT-LSTM 04 0.0001 64 - -
Validation: 0.9753
Training: 0.9163

Word2Vec-LSTM 0.2 0.0001 64 - -
Validation: 0.9347
Training: 0.9267

FastText-LSTM 0.4 0.0001 64 - -
Validation: 0.9483
Training: 0.9193

GloVe-LSTM 04 0.001 128 - -
Validation: 0.9245
Training: 0.9049

TF-IDF-LogReg - - - 0.01 Ibfgs

Validation: 0.9030

The best parameter combination obtained via Bayesian Optimization yields higher
accuracy for the BERT-LSTM model than for the Word2Vec-LSTM, FastText-LSTM, and
GloVe-LSTM models. The BERT-LSTM model shows only a small difference between
training and validation accuracy, indicating strong generalization and the potential to
outperform other models in predictive performance. This superior performance is also
influenced by the use of BERT word embeddings, which provide richer contextual word
representations than traditional embedding methods such as Word2Vec, FastText, and
GloVe, as well as by TF-IDF in the LogReg model. As a result, the BERT-LSTM model is
better able to capture semantic relationships within the text data. Therefore, the BERT-
LSTM model can be effectively used to predict unseen data in the task of phishing link

detection.
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3.1.2. Model Assessment

In this stage, each model is assessed. During the training process, model optimization,
namely Bayesian Optimization, is used in the research conducted by L. Zhang et al. [27].
The optimization method produces an optimal model for predicting test data by selecting
the best parameter combination, resulting in higher model accuracy. The BERT-LSTM
model achieves higher precision, recall, F1 score, and accuracy than other models. This
shows that BERT, as a word embedding used in the LSTM model, has advantages in
representing words per word from an input, as shown in research by Wicaksana et al. [19].

Figure 5 compares the performance of each model.

Comparison of Model Performance

1.0 0.9795 007 0.9962 0,9889 0.9876 0.9852

0.9495 0.9479 0.9540 9756 0.9519 0.9657
0.9299 0.9203 _ _ 0.9316 0.9387 9569 0.9413 ¢ 9376 R
09110 49022 0.9048 09153
- 0.8858 0.8946
0.8
0.6
0.4
|

Model
0.2

Score

BERT-LSTM
mmm FastText-LSTM
mmm GloVe-LSTM
mmm Word2Vec-LSTM
mmm TF-IDF-LogReg

0.0
Precision Recall Fl-score Accuracy ROC-AUC
Evaluation Metrics

Figure 5. Comparison of Model Performance During the Testing Process

The BERT-LSTM model achieves remarkable performance, as shown in Figure 5, with a
precision of 0.9299, a recall of 0.9795, an F1-score of 0.9540, an accuracy of 0.9756, and
an ROC-AUC of 0.9962. This model outperforms other frameworks in our study. Our
findings show that BERT excels as a word embedding technique for capturing URL
vectors, outperforming FastText, Word2Vec, and GloVe. The richer feature extraction is
attributed to BERT's training on millions of text samples and its fine-tuning on the URL
phishing dataset before being processed by the LSTM model. In contrast, other word
embeddings trained on the same dataset do not yield representations as sophisticated
as those generated by BERT. Table 7 provides a detailed comparison of precision, recall,

F1-score, accuracy, and ROC-AUC across the different models.
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Table 7. Model Performance Assessment

Model Precision Recall F1-score Accuracy ROC-AUC
BERT-LSTM 0.9299 0.9795 0.9540 0.9756 0.9962
FastText-LSTM 0.9293 0.9495 0.9387 0.9519 0.9889
GloVe-LSTM 0.9110 0.9479 0.9269 0.9413 0.9876
Word2Vec-LSTM 0.9022 0.9316 0.9153 0.9326 0.9852
TF-IDF-LogReg 0.8858 0.9048 0.8946 0.917 0.9657

3.1.3. Model Selection

The analysis of the confusion matrix Further confirms that the BERT-LSTM model
outperforms all the other evaluated methods. The model effectively classified 74,306
legitimate URLs and 26,062 phishing URLs, demonstrating its strong ability to distinguish
between benign and malicious sites. Only 1,966 legitimate URLs were incorrectly classified
as phishing, and 546 phishing URLs were misidentified as legitimate, indicating relatively
low error rates. The fFewest False negatives highlight the model's effectiveness in
detecting phishing URLs, a crucial fFeature for cybersecurity applications. A detailed
breakdown of correct and incorrect predictions is shown in Figure 6, which presents the

confusion matrix for the selected BERT-LSTM model.

The ROC analysis shows that the proposed BERT-LSTM model performs exceptionally
well in distinguishing phishing URLs from legitimate ones. The ROC curve shows a steep
rise toward the upper-left corner of the plot, indicating a high True Positive Rate (TPR)
while maintaining a very low False Positive Rate (FPR). The model achieves an Area Under
the Curve (AUC) value of 0.9962, reflecting its nearly flawless ability to differentiate
between the two classes. An AUC value close to 1.0 suggests that the model can
effectively identify malicious URLs with minimal misclassification. These findings confirm
that the BERT-LSTM model demonstrates highly effective performance in detecting
phishing URLs, as illustrated in Figure 7.
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Confusion Matrix of BERT-LSTM ROC Curve of BERT-LSTM
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The BERT-LSTM model presented in this study demonstrates superior performance
compared to other models, achieving higher metrics in precision, recall, Fl-score,
accuracy, and ROC-AUC. These findings underscore its effectiveness in accurately
distinguishing between phishing and non-phishing URLs using the provided data. In
addition to these quantitative assessments, it is important to examine how each model
performs when predicting specific URLs. A detailed analysis of individual predictions can
offer deeper insights into how different models classify the same URL instances. Table
8 presents several examples of predictions generated by the evaluated models for

selected URL samples.

Table 8 presents a selection of prediction results generated by various models for
specific URL samples. This table compares each model's predicted labels with the URLSs'
actual labels, enabling a direct assessment of the models' performance in specific cases.
In many cases, the models produce consistent predictions that align with the actual
labels, demonstrating their ability to identify both phishing and non-phishing URLs
accurately. However, the table also indicates that some models may produce different
predictions for the same URL sample. These examples highlight the behavior of each

model when classifying individual URLs in real-world scenarios.
Based on previous studies conducted by Das Guptta et al. [28] and Alzboon et al. [29],

each uses machine learning algorithms to detect phishing links. This study employs deep

learning algorithms alongside various word embedding techniques as an innovative
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approach to differentiate between phishing and non-phishing links. The findings indicate
that the BERT-LSTM model achieves superior accuracy. Therefore, the BERT-LSTM model
could be effectively utilized in a phishing link detection system, serving as a crucial
measure for individuals to remain vigilant against social engineering tactics used by

malicious actors attempting to steal personal data.

Table 8. Example of Prediction Results

URL Model Actual Predicted

BERT-LSTM phishing phishing
FastText-LSTM phishing non-phishing

peaumontreal.com/huds/index

Word2Vec-LSTM phishing phishing

phe GloVe-LSTM phishing phishing

Logistic Regression phishing phishing
BERT-LSTM non-phishing non-phishing
Floridamarlinsminors.blogspot. FastText-LSTM non-phishing non-phishing
com/2009/02/2-logan- Word2Vec-LSTM non-phishing  non-phishing
morrison.html GloVe-LSTM non-phishing non-phishing

Logistic Regression  non-phishing non-phishing

BERT-LSTM phishing phishing
FastText-LSTM phishing phishing
velavanjewel.com/images/succ
Word2Vec-LSTM phishing phishing
essful/AOL/index-aol.html
GloVe-LSTM phishing phishing
Logistic Regression phishing phishing

3.2. Discussion

3.2.1. Effect of BERT Representation on URL Token Patterns

The improved performance of the BERT-LSTM model is primarily due to BERT's ability to
generate contextual embeddings that effectively capture the complex token patterns
Found in URLs. Unlike traditional word embedding methods such as Word2Vec, FastText,
and GloVe, which provide static vector representations based solely on local context,
BERT creates contextual representations via bidirectional training. This architecture
enables BERT to analyze token relationships by considering both preceding and

succeeding tokens simultaneously, allowing the model to understand dependencies
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throughout the entire URL sequence. As a result, it is better equipped to identify

structural patterns in URLs, including suspicious domain structures, abnormal token
combinations, and unusual subdomain arrangements commonly associated with phishing
attacks. Additionally, BERT employs subword tokenization, enabling it to handle rare or

obfuscated tokens commonly Found in phishing URLs.

Through subword tokenization, BERT breaks down tokens into smaller, meaningful units.
This allows the model to recognize subtle variations in URL components, enabling it to
detect suspicious token patterns even when exact tokens are absent from the training
vocabulary. As a result, BERT captures both the semantic and structural characteristics
of URL sequences, including domain manipulations, inserted keywords, and irregular path
structures often Found in phishing links. When combined with LSTM's sequential modeling
capabilities, the model becomes better at learning dependencies among URL tokens that
indicate phishing behavior. Therefore, integrating BERT representations with LSTM
greatly enhances the model's ability to identify phishing patterns compared to traditional

embedding-based approaches.

3.2.2. Error Analysis of False Positives and False Negatives

The BERT-LSTM model demonstrates impressive performance across various evaluation
metrics, though some classification errors remain. As illustrated in Figure 5, the confusion
matrix provides a comprehensive overview of the model's classification outcomes. The
model successfully identified 74306 non-phishing URLs and 26,062 phishing URLs,
underscoring its strong capability to differentiate between legitimate and malicious links.
However, 1,966 non-phishing URLs were incorrectly classified as phishing (False positives),
while 546 phishing URLs were misidentified as non-phishing (False negatives). The
relatively low number of false negatives indicates the model's effectiveness in detecting
phishing URLs, which is essential in cybersecurity contexts, as undetected malicious links

can pose significant risks.

False positive cases shown in Figure 5 can occur when legitimate URLs exhibit structural
characteristics that resemble phishing patterns, such as multiple nested subdomains,
lengthy URL paths, or unusual token sequences. These features may raise suspicions in
the detection model, even if the URL is harmless. Conversely, false negatives happen

when phishing URLs replicate legitimate domains by using visually similar domain names
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or slightly altered tokens that resemble those of trusted websites. These imitation
techniques blur the lines between phishing and legitimate URLs, making detection more
challenging. These observations highlight the difficulties of phishing detection, especially

as attackers continuously adapt URL structures to evade automated detection systems.

3.2.3. Computational Cost versus Performance Trade-off

The BERT-LSTM model demonstrates outstanding predictive performance but requires
significantly more computational resources during training than other models. In this
study, fine-tuning the BERT component took 7,021.61 seconds (approximately 1.95 hours),
with peak GPU memory usage reaching 2.47 GB. This level of resource consumption
surpasses that of models using traditional embedding techniques such as Word2Vec,
FastText, and GloVe, as well as the classic TF-IDF used in the logistic regression baseline
model. The increased resource requirements are primarily due to the large number of
parameters in the BERT architecture and the additional sequence modeling performed
by the LSTM layer. As a result, training the BERT-LSTM model is more computationally

intensive than the other approaches evaluated.

Despite its higher computational cost, the BERT-LSTM model outperforms all other
evaluated models across multiple evaluation metrics. As shown in Table 6, the BERT-LSTM
model achieves a precision of 0.9299 (92.99%), a recall of 0.9795 (97.95%), an F1-score of
0.9540 (95.40%), an accuracy of 0.9756 (97.56%), and a ROC-AUC of 0.9962 (99.62%). These
results demonstrate that the contextual representation capabilities of BERT significantly
enhance the model's ability to identify phishing URLs. The superior predictive
performance indicates that the additional computational cost associated with the BERT
Fine-tuning process is justified. Therefore, the BERT-LSTM model effectively balances
computational complexity and detection performance for phishing URL classification

tasks.

3.2.4. Limitations of the Study

While the proposed BERT-LSTM model shows strong performance, this study
acknowledges several limitations. One significant limitation concerns the training
process, particularly during the BERT fine-tuning phase before it is used as a contextual
embedding for the LSTM architecture. This fine-tuning phase requires additional training

time, as the pre-trained BERT model's parameters must be adjusted to fit the phishing
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URL dataset used in this research. Consequently, this extra training step increases
computational complexity compared to models that rely on traditional embedding
techniques without pre-trained language models. As a result, the training process
becomes more resource-intensive, potentially reducing efficiency, especially when the

model requires frequent retraining or updates.

One limitation of this study concerns the characteristics of the dataset used. The dataset
employed for training and evaluation is not fully balanced between phishing and non-
phishing URLs. This imbalance may affect the classification model's learning process.
Additionally, the model's performance heavily relies on the dataset it was trained on,
which means the patterns it learns may reflect the specific traits of that data. This
reliance can hinder the model's ability to generalize to new phishing tactics or previously
unseen URL patterns. Therefore, Future research should focus on using more diverse
datasets and implementing class-balancing techniques to enhance the robustness and

generalization capabilities of phishing detection models.

4. CONCLUSION

This study introduces a BERT-LSTM-based approach designed to improve the detection
of phishing URLs. During the training phase, Bayesian Optimization was utilized to
determine the optimal hyperparameter configuration for the BERT-LSTM model. The best
combination identified through this optimization process included a dropout rate of 0.4,
a learning rate of 0.0001, and 64 hidden units for the LSTM. With this configuration, the
proposed model achieved impressive results: precision of 0.9299, recall of 0.9795, F1-
score of 0.9540, accuracy of 0.9756, and ROC-AUC of 0.9962. These results outperformed
those of other comparative models, including Word2Vec-LSTM, FastText-LSTM, GloVe-
LSTM, and Logistic Regression. These findings suggest that integrating BERT contextual
embeddings with LSTM's sequential modeling effectively captures complex patterns in
phishing URLs. While the results are promising, several limitations should be considered.
The model was trained and evaluated on a specific dataset, so its characteristics may
influence the patterns it learned. Furthermore, the evaluation did not include external
datasets or zero-day phishing scenarios, potentially limiting the model's ability to
generalize to new phishing techniques. The BERT-LSTM architecture also requires

significant computational resources due to the fine-tuning process needed for the BERT
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model before it can be used as a contextual embedding for the LSTM layer. Future

research could focus on evaluating the model across different datasets, detecting zero-

day phishing attacks, and developing more computationally efficient architectures to

improve the practical applicability of phishing detection systems.
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