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Abstract. Neural Network (NN) models, particularly Convolutional 

Neural Networks (CNNs), have achieved remarkable performance in 

computer vision tasks but remain highly vulnerable to adversarial 

attacks. Existing defense techniques mainly focus on detecting 

adversarial examples and often show limited effectiveness when 

adversarial perturbations coexist with significant noisy inputs. To 

address this limitation, this study proposes a Mixed Adversarial 

Awareness Technique (MAAT) based on kernel density estimation 

and a Bayesian uncertainty estimator. Kernel density estimation is 

used to model data manifolds in the input subspace, while the 

Bayesian uncertainty estimator, inspired by the Dirichlet process, 

quantifies predictive uncertainty in the input space. The proposed 

technique was evaluated on three benchmark datasets, CIFAR-10, 

CIFAR-100, and SVHN, using four adversarial attack schemes, namely 

FGSM, BIM, JSMA, and C&W, as well as Gaussian noise injection. The 

LeNet ConvNet model was employed as the test classifier. 

Experimental results show that MAAT effectively flags adversarial 

and noisy instances, improving detection performance with AUC 

values ranging from 0.84 to 0.96, compared with 0.61 to 0.94 

achieved by selected state-of-the-art techniques. These findings 

demonstrate that combining density-based manifold modeling with 

uncertainty estimation provides a robust defense against mixed 

adversarial and noisy inputs. 

Keywords: Adversarial Example Detection; Noise-Aware Defense; 

Kernel Density Estimation; Bayesian Uncertainty; Neural Network 

Defense 
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1. INTRODUCTION 

 

Adversarial examples are legitimate inputs maliciously modified to force models to 

incorrectly classify them [1, 2]. Although neural networks have achieved successful 

implementation in several areas of application such as image processing, speech 

recognition, among others and are regarded as one of the state-of-the-art learning 

schemes, they are extremely vulnerable to adversarial attacks. This vulnerability militates 

against their successful application in security-critical domains [3]. An adversary in a 

neural network model comes in a form such that given a legitimate input x, and a target 

T, a new input that is very similar to x is crafted such that it impairs the network’s ability 

to correctly predict the target, T [2, 4]. The presence and effects of adversarial examples 

were first noticed in the image classification domain, which suggested that it is possible 

to marginally perturb an image to cause a classifier to wrongly classify it with high 

confidence [5, 6]. 

 

There is an increase in the applications of machine learning, most especial neural 

networks in mission/security-critical domains [7]. In areas of application such as 

autonomous vehicles, little perturbations in the input image stream can cause them to 

make wrong decisions and as such take wrong actions, which could be injurious when 

operating in the real-world [8, 9, 10, 4]. Similarly, findings from recent studies indicate 

that, in speech recognition, it is possible to generate and manipulate hidden voice 

commands similar to that of a user using methods such as Gaussian Mixture and Hidden 

Markov Chain Models to control user devices without their knowledge [11, 12, 13]. To this 

end, several techniques have been introduced in literature in an attempt to improve 

models’ defense against adversarial examples. Those that are confirmed to be inherently 

robust to adversarial detection include adversarial training, defensive distillation, 

gradient regularization, model compression, and activation pruning [14, 15, 12].  

 

Among these, adversarial training has proven to be the most effective. Adversarial 

training, which is modelled on the min-max optimization problem, can be regarded as a 

data augmentation technique that enables neural network models to learn effectively on 

adversarial examples, therefore enabling them to recognise malicious examples when 

encountered [16, 7]. It consists of two loops; the inner loop and the outer loop. The inner 

loop iteratively generates the adversarial examples that try to maximise the model’s loss, 
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while the outer loop updates the model’s weights to minimise that loss. This technique is 

popular on image-classification and is mostly applied to autonomous vehicles, medical 

imaging, malware detection, and reinforcement learning. It is reported to highly effective 

against white-and black-box adversarial attacks but includes no explicit mechanism for 

the detection of noisy instances. 

 

Defensive Distillation is another stable technique in adversarial detection. It trains a 

smaller “Student” network on the softened probability output of a larger “Teacher” 

network instead of hard labels. Based on the “Knowledge”, the technique reduces the 

model’s over-confidence and smoothens the decision boundary. The core mechanism 

uses a temperature-scaled softmax [17]. This technique was previously introduced as a 

post-training defence for image classifiers and later extended to larger CNNs and some 

natural-language tasks. Though these approaches reduce the success rate of gradient-

based attacks by several factors, they offer limited defence against naturally occurring 

noise and has been extended by [18] to enable stronger, adaptive attacks detection. 

 

In Gradient Regularisation, a penalty term is added to the loss function to discourage 

inputs with large gradients. This ensures that the model’s decision boundary is less 

sensitive to small perturbations [19, 20]. Because of its nature of directly flattening the 

loss landscape, adversarial and moderate random noise detection has been improved. 

However, like other classical methods, it is not formulated for explicit detection of noise 

and their co-occurrence with adversarial instances. 

 

Model compression is another relatively well-established technique for adversarial 

detection. In this approach, network size and complexity are reduced by techniques such 

as weight pruning, quantisation, and low-rank factorisation in an attempt to preserve 

accuracy and, in some cases, robustness [21]. This technique iteratively removes low 

magnitude weights and fine-tunes the remaining connections [22]. Compression has two 

side effects; it either leads to improved model robustness by eliminating redundant 

parameters through which an attacker can exploit, or increases the vulnerability of the 

model based on the compression ratio and method used [23]. While it can indirectly help 

in noisy input detection by simplifying the representations, it focuses on efficiency rather 

than joint adversarial-noise defence. 
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Stochastic Activation Pruning (SAP), on the other hand, works by dropping a subset of 

activation neurons with smaller magnitudes. As a game theory proposed strategy 

between the model and adversary with no retraining required, it can be applied directly 

to pretrained networks [24, 25]. Its main focus is on adversarial examples with no 

emphasis on noisy examples or both. It was formalised as a stochastic process that 

disrupts coordinated adversarial perturbations while maintaining calibration [26]. Its 

application in image-classification tasks has shown robustness against both white- and 

black-box attacks while providing negligible targeted benefits against noisy examples. 

 

As alluded to in [27, 28], the co-existence of adversarial and noisy examples in datasets 

have significant negative effects on model performance. However, previous studies 

focused on the detection of adversarial examples with no specific mechanism for the 

detection of noise particularly, in situations where they co-exist with adversarial 

examples in a dataset. That is, existing adversarial detection techniques are not able to 

efficiently detect noisy instances whenever they co-exist with adversarial instances in a 

dataset because they are not primarily designed to detect noise. The objective of this 

paper is therefore, to propose, implement and evaluate a hybrid adversarial-noise 

detection technique with the ability to simultaneously detect the existence of adversarial 

and noisy instances. The contribution of this paper is anchored on the novel hybridisation 

of a nearest neighbour-based density estimation with Bayesian uncertainty estimation 

to effectively detect adversarial and noisy examples. 

 

2. METHODS 

 

This section presents the methods and the tools employed to accomplish the objective 

of the study. First the proposed technique is outlined, followed by the experimental setup 

in which a description of the datasets used for evaluation, architecture of the neural 

network models as well as the training and evaluation processes are presented. 

 

2.1. Proposed Technique 

In this paper, a Mixed Adversarial Awareness Technique (MAAT) that leverages the power 

of Kernel Density and Bayesian Uncertainty is proposed to facilitate adversarial examples 

detection. The proposed technique is incorporated into a neural network model between 

the last hidden layer and the output layer to flag feature vectors as adversarial, noise or 
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normal. For optimal performance, the proposed technique is modelled on the feature 

representation extracted by the neural network model in the course of its training. These 

feature vectors are then used to fit the proposed model using the processes outlined in 

the subsequent subsections and summarised in Algorithm 1. However, it is worth noting 

that the fitting of the proposed model is done after training of the neural network is 

completed and thus, is independent of the training processes of the neural network. It 

only uses the features extracted by the neural network. The core purpose of the 

proposed technique is to help flag potential adversarial examples before they are 

transitioned to the output neurons of the network. Being able to determine the true 

status of an example as to whether it is adversarial, noisy or normal before a model’s 

prediction is envisaged to serve as a guide to the model in its decision making. Once an 

example is flagged as being adversarial or noisy, then actions that would have been taken 

can be ignored to avoid the potential consequences associated with it.  

 

2.1.1. Kernel Density Estimation 

The first phase of the proposed technique involves the estimation of the Kernel Density 

using a nearest neighbour-based estimation approach. The nearest neighbour-based 

estimation is a non-parametric method that is employed to estimate the Probability 

Density of a dataset using the distance of data points to their nearest neighbours in the 

dataset. The probability of a data point 𝑥! , in a dataset X = {𝑥", 𝑥#, … , 𝑥$} ⊂ 𝑅% 	𝑖s 

estimated using Equation 1. 

 

𝑝̂(x&) =
'

$.)!.*"(,#)!
                            (1) 

 

where 𝑘 is the number of neighbours of 𝑥! , 𝑛	is the total number of data points, V. the 

volume of a unit hypersphere in the 𝑅% , 𝑟'(𝑥!) the Euclidean distance from point 𝑥!  to 

the k/0 nearest neighbour, and 𝑑 is the dimensional space of the dataset. In this study, 

𝑘 = 5 is adopted from Dudani [29], where it is demonstrated that over high-dimensional 

space, the nearest-neighbour count, k = 5 gives the best bias-variance trade-off to 

distance-weighted density estimation. 
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The assumption of using the nearest neighbour-based technique is that, regions with 

many nearby examples would have the highest densities. However, when perturbation is 

applied to an example, it will most likely shift away from its original place significantly 

by ϵ, putting it in a low-density region of the data space [2]. This implies that examples, 

which are adversarially modified will be shifted significantly from their original positions 

thereby forming less dense regions. Therefore, when these data points are passed 

through the technique, the technique using the density of the data around these 

examples, would be able to identify them as adversarially perturbed examples. In the case 

of noisy examples, it is assumed that, because they are often randomly generated by 

adding a Gaussian noise, ϵ ∼ 𝒩(0, σ#) to examples, they are unlikely to shift significantly 

from normal examples in the data space. 

 

2.1.2. Bayesian Uncertainty Estimation 

The second phase of the technique seeks to confirm the confidence of the technique’s 

decision by modelling the posterior distribution of the dataset. This approach 

incorporates uncertainty by treating model parameter, θ as a random variable with a 

prior distribution 𝑝(θ). In order to compute the posterior distribution using Baye’s 

theorem as in Equation 2, the dataset is modelled as D = {(𝑥! , 𝑦!)}!1"$ . 

 

P(θ|𝐷) = 23𝐷4θ52(6)
2(7)

                                              (2) 

 

Where p(𝐷|θ) is the likelihood, and p(D) = ∫p(D|θ)p(θ)dθ is the computed marginal 

likelihood. The predictive distribution (Bayesian Uncertainty Estimate) of a new data point, 

𝑥8 is obtained using Equation 3, which is approximately the same as the Dirichlet 

Estimation Process: 

 

P(𝑦|𝑥8, 𝐷) = ∫𝑝(𝑦|𝑥8, θ)𝑝(θ|𝐷)𝑑θ                                (3) 

 

with a predictive entropy as a measure of uncertainty given as Equation 4. 

 

𝐻(𝑥8) = −∑ 𝑝̅9:
91" log 𝑝̅9                                    (4) 

 

Where 𝑝̅9 =
"
;
∑ 𝑝(𝑐|𝑥8, θ<);
<1" . 
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2.1.3. Anomaly Score 

The use of density and entropy computation in MAAT is based on the hypothesis that, 

adversarial examples will typically have low density and deviate significantly from the 

data space with high predictive entropy for uncertainty. While noisy examples will have 

moderate entropy and density. Normal examples are assumed to always yield low entropy 

and high density. Based on these, the anomaly score, 𝑆(𝑥8) of an example is determined 

using Equation 5, which is derived by hybridising the estimated density 𝑝̂(𝑥8) and 

predictive entropy 𝐻(𝑥8) defined by Equation 1 and 4, respectively.  

 

𝑆(𝑥8) = 𝑤". 𝐻(𝑥8) − 𝑤#. log 𝑝̂(𝑥8)                                     (5) 

 

Where 𝑤", 𝑤# > 0 are weight balancing conditions for entropy and density. The negative 

log-density ensures that lower density increases the score, which aligns with higher 

entropy for adversarial inputs.  

 

2.1.4. Anomaly Detection 

The proposed Mixed Adversarial Awareness Technique (MAAT) serves as a plug-in layer 

between the last hidden layer and the output layer of a base neural network model. The 

Kernel-density and uncertainty estimation are applied directly on the extracted feature 

representation of input data transitioning from the last hidden layer to the output layer. 

The combined density and uncertainty estimates define the anomaly score, defined in 

Equation 5, which is compared to a calibrated thresholds to either classify an input as 

normal, adversarial, or noisy. The thresholds τ=.> and τ$?!@A for adversarial and noise are 

set to 0.05 and 0.10 respectively. These thresholds were arrived at after extensive 

experimentation with different configurations. If the anomaly score of an input, S(𝑥8) <

τ=%B it is considered adversarial, however if S(𝑥8) falls within the range, τ=%B < S(𝑥8) <

τ$?!@A (i.e. 0.05 – 0.10) it is considered as noise, else it is classified as normal (unperturbed 

input). The relatively lower threshold of 0.05 for adversarial examples and higher 

threshold above 0.10 for normal examples reflects the hypothesis that adversarial 

examples will always have lower densities compared to other examples. 
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2.2. Experimental Setup 

2.2.1. Datasets 

Three standard open-access imagery datasets (CIFAR-10, CIFAR-100, and SVHN) from the 

TensorFlow repository are used to evaluate the performance of the proposed technique. 

The choice of these datasets is mainly due to their diversity, complexity, and widespread 

usage for similar purposes. The CIFAR-10 dataset consists of 10 classes while CIFAR-100 

comprise of 100 fine-grained categories of objects; offering varying levels of difficulty 

for model performance under adversarial perturbations. Also, the SVHN, a 10 classes 

dataset, introduces real-world visual challenges such as illumination changes, background 

noise, and digit variations, making it suitable for assessing generalization and robustness 

in practical scenarios. Furthermore, these datasets are standardised benchmarks with 

consistent image dimensions (32 × 32 pixels) and well-defined training and testing sets 

enabling easier reproducibility. Their use in this study is to facilitate fair comparison and 

validation of the proposed technique against existing defence mechanisms. A summary 

of these datasets is presented in Table 1. 

 

Table 1. Summary of Datasets 

Datasets Training Samples Testing Samples No. of Classes Image Size 

CIFAR-10 50000 10000 10 32 x 32 

CIFAR-100 50000 10000 100 32 x 32 

SVHN 73257 26032 10 32 x 32 

 

2.2.2. Adversarial and Noise Data Generation 

Four adversarial attack schemes, the Fast Gradient Sign Method (FGSM), Basic Iterative 

Method (BIM), Jacobian Saliency Map Attack (JSMA), and Carlini & Wagner (C&W) are used 

to generate adversarial examples for testing. The perturbation scale of ϵ = 0.1 is used for 

generating adversaries in all attacking techniques unless otherwise stated. For noisy 

examples, a Gaussian noise, σ = 0.1 is added. The values for ϵ and σ are chosen to reflect 

what is generally used in literature. For each experiment, unless otherwise stated, 

adversarial and noisy examples were only generated from examples in test datasets that 

are correctly classified by the trained LeNet ConvNet model. This was done to ensure 

that the conditions for which an example is flag as adversarial or noisy is not from its 
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original nature but due to the perturbation.  The adversarial attack techniques were 

implemented in TensorFlow. The Cleverhans library is used for FGSM and JSMA [30], while 

the implementation of C&W in the Torchattacks in PyTorch is adopted for C&W attacks.  

 

2.2.3. Training and Evaluation 

A LeNet ConvNet [31] with a dropout rate of 0.5 applied at the last pooling layer and after 

the inner-product layer is employed as the base model in this study. The dropout is a 

hyper-parameter that defines the probability of a neuron being used or ignored in an 

iteration during the training phase. The choice of 0.5 dropout rate is to ensure that 50% 

of the neurons are randomly ignored in a given training iteration. This helps to prevent 

overfitting of the model. The images in the various datasets were normalised to floating-

point numbers on a range [0,1], which indicates an image scale representation change in 

pixel in a greyscale from full-on to full-off. This means that on an L2 change of 1.0 and 

L∞ of 1.0 and not 255 for the distance metrics. The training of the models was done using 

Adadelta optimizer with a batch size of 256. The performance of the models in the course 

of training and validation was monitored using categorical cross-entropy loss. A summary 

of the models used are shown in Tables 2 and 3. 

 

Table 2. CIFAR-10 and CIFAR-100 Model Summary 

Layer 

Type 
Con2D 

Con2D 

second 

layer A
ct
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n 

M
ax

Po
ol

in
g

2D
 

Fl
at

te
n  

D
ro

po
ut

 Dense 

first 

layer 

Dense 

middle 

layer 

Con2D 

middle 

Layer 

Dense 

last 

layer 

Propertie

s (CIFAR-

10) 

Filter=32, 

kernel=(3,3

) 

Filter=64, 

kernel=(3,3

) 

ReL

u 

Poolsize=(2,2

) 

– 0.5 size=1024

, l2=0.01 

size=51

2 l2=0.01 

filter=128 

kernel=(3,3

) 

size=10 

Propertie

s (CIFAR-

100) 

Filter=32, 

kernel=(3,3

) 

Filter=64, 

kernel=(3,3

) 

ReL

u 

Poolsize=(2,2

) 

– 0.5 size=1024

, l2=0.01 

size=51

2 l2=0.01 

filter=128 

kernel=(3,3

) 

size=10

0 

 

Table 3. SVHN Model Summary 

Layer 

Type 
Con2D Activation MaxPooling2D Flatten Dropout 

Dense 

first 

layer 

Dense 

middle 

layer 

Dense 

last layer 

Properties 
Filter=64, 

kernel=(3,3) 
ReLu Poolsize=(2,2) — 0.5 size=512 size=126 size=10 
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3. RESULTS AND DISCUSSION 

 

3.1. Experimental Results 

The experimental results of the Mixed Adversarial Awareness Technique (MAAT) and other 

state-of-the-art techniques on three benchmark datasets (CIFAR-10, CIFAR-100, and 

SVHN) are presented and discussed in this section. The performance of the base model 

without perturbed examples is presented, followed by the results when noise and 

adversarial examples are introduced into the test set, and then when adversarial 

detection techniques are incorporated into the model. 

 

3.1.1. Effects of Perturbations on Model Performance 

The AUC scores of the base model with and without noise and adversarial examples in 

the test dataset is presented in Table 4. On the clean dataset the model achieved 

relatively higher performance with AUC scores of 0.92 on the CIFAR-10 and SVHN 

datasets and 0.91 on the CIFAR-100 dataset. The performance of the model decreased to 

0.79, 0.75 and 0.77 on the CIFAR-10, CIFAR-100 and SVHN datasets respectively, when noisy 

examples were introduced into the test dataset. This marks a reduction in model’s 

performance up to 14.13%, 17.58% and 16.30% on the CIFAR-10, CIFAR-100 and SVHN 

datasets, respectively.  

 

As illustrated in Figure 1, the model’s performance degraded further when adversarial 

examples generated using four (4) attacking schemes (FGSM, BIM, JSMA and C&W) were 

introduced into the test dataset. On the CIFAR-10 dataset, the performance dropped to 

0.65, 0.64, 0.77 and 0.62, respectively, when adversarial examples generated using FGSM, 

BIM, JSMA and C&W were introduced into test dataset. This reflects an average 

performance drop of about 27.71% with the minimum drop of 16.30% recorded when JSMA 

is used and the maximum of 32.61% when the C&W attacking scheme is employed. The 

JSMA scheme yielded the minimum reduction in model performance of about 21.98% and 

20.65%, on the CIFAR-100 and SVHN datasets, respectively. The maximum reduction on 

these two datasets respectively, stood at 34.07% and 34.78%, when the BIM scheme was 

used and the average reduction was 29.67% on the CIFAR-100 dataset and 29.89% on the 

SVHN dataset. The results shown in Table 4 and the percentage drop in performance 

illustrated in Figure 1, confirm that in isolation, noisy and adversarial examples have 

severe negative impact on the performance of the base model considered in this study. 
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Table 4. Effects of Individual Attacks on Base Model 

Dataset/Combinations 
AUC Scores 

CIFAR-10 CIFAR-100 SVHN 

Clean Examples 0.92 0.91 0.92 

Clean & Noise 0.79 0.75 0.77 

Clean & FGSM 0.65 0.63 0.62 

Clean & BIM 0.64 0.60 0.60 

Clean & JSMA 0.77 0.71 0.73 

Clean & C&W 0.62 0.62 0.63 

 

 
Figure 1. Percentage Drop in Performance Across Individual Attacks 

 

To establish the co-effects of noisy and adversarial examples on the performance of the 

base model, it was tested using a mixture of these examples, which is presented in Table 

5 with the percentage drop in performance illustrated in Figure 2. From Table 5, the best 

performance of the model across the datasets were recorded when the adversarial 

examples were generated using JSMA, which translated to 27.17%, 32.97%, and 26.09% 

reduction on the CIFAR-10, CIFAR-100 ad SVHN datasets, respectively, as illustrated in 

Figure 2. Conversely, the worse performance in terms of AUC stood at 0.59 on the CIFAR-

10, 0.58 on CIFAR-100 and 0.61 on the SVHN dataset, representing 35.87%, 36.26% and 

33.70% reduction, respectively, when the C&W attacking technique was used to generate 

the adversarial examples. 
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Table 5: Effects of Mixed Perturbations on Base Model 

Dataset/Combinations 
AUC Scores 

CIFAR-10 CIFAR-100 SVHN 

Noise & FGSM 0.63 0.59 0.67 

Noise & BIM 0.60 0.60 0.63 

Noise & JSMA 0.67 0.61 0.68 

Noise & C&W 0.59 0.58 0.61 

 

 
Figure 2. Percent Drop in Performance on Mixed Perturbations 

 

The trend of the performance of the model across the test cases presented reveals a 

significantly negative impact of noise, adversarial examples and their combination on the 

performance of the LeNet CovNet model considered without the use of appropriate 

defense mechanisms. This confirms the assertions made in earlier studies on the effects 

of noise and adversarial examples on model performance and also, the hypothesis of this 

study that their co-occurrence presents a further strain on model performance. 

 

3.1.2. Performance of Model with Defense Techniques 

Having established the extent to which the presence of perturbations in test datasets 

affect the performance of the base neural network model. Experimental results on how 

the proposed Mixed Adversarial Awareness Technique (MAAT) improves the performance 

of the base model in the presents of perturbations is presented and compared to existing 
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techniques in this section. The performance of the base neural network model while 

using MAAT and three state-of-the-art defense techniques to detect mixed perturbations 

(a combination of noise and adversarial examples created using FGSM, BIM, JSMA and 

C&W) are presented in Table 6 and illustrated graphical in Figure 3.  

 

From Table 6, it is evident that the performance of the base model improved in all cases 

when the various defense techniques are employed as compared to the results obtained 

without any defense mechanism shown in Table 5. On the CIFAR-10 dataset, the use of 

MAAT, AT and GM yielded averagely similar results across each perturbation scheme. 

MAAT, AT and GM each yielded 0.93 on Noise and FGSM attack scheme, 0.97 on Noise and 

BIM, 0.90 on Noise and JSMA, and 0.94 on Noise and C&W.  

 

The results on the CIFAR-100 and SVHN datasets, however, showed a different trend. On 

the CIFAR-100 dataset, the use of the proposed technique (MAAT) yielded better model 

performance in three out of the four perturbation conditions. It yielded 0.89 AUC as 

against 0.80 for AT and GM and 0.70 for DD on the Noise & FGSM attack scheme, 0.90 

against 0.76, 0.87 and 0.71 respectively, for AT, GM and DD on the Noise & JSMA attacks. 

It also, yielded 0.93 AUC against 0.80 for AT and DD and 0.89 for GM on the Noise & C&W 

schemes. MAAT, however, fell short in the Noise & BIM scheme where it came closely 

behind GM (0.88) with 0.84 but performed better than AT and DD as shown in Table 6. 

Results on the SVHN dataset, further confirms the superiority of MAAT against the 

existing defense techniques as it out performed all of them under all attack conditions 

with significantly higher AUC values except on the Noise & C&W attack scheme where 

GM produced the same AUC measure (0.91). The dynamics of the results as presented, 

suggests that, though all the defense techniques proof useful in detecting noise and 

adversarial examples in the test datasets, the proposed technique, MAAT is more resilient 

in most cases than the existing techniques. This is evident in Table 6 and Figure 3, where 

it out-performed almost all the existing techniques, particularly, the AT and DD with wider 

margins on the CIFAR-100 and SVHN datasets. The relatively higher increase in classifier 

performance on the CIFAR-100 and SVHN datasets when MAAT is employed can be 

attribute to the higher intra-class variability in these two datasets. Introducing perturbed 

instances (adversarial and noise) increases this variability and thereby making it difficult 

for the already straggling model to correctly classify them. Additionally, MAAT draws its 

strength from variations in the test data and as such perturbing instances that already 
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lie at the boarder lines of the data clusters further puts them away thereby making it 

easier for MAAT to detect them. 

 

Table 6. Performance of Defense Techniques Against Mixed Perturbations 

 Noise & FGSM Noise & BIM Noise & JSMA Noise & C&W 

 C-10 C-

100 

SV C-10 C-

100 

SV C-10 C-

100 

SV C-10 C-

100 

SV 

AT 0.93 0.80 0.87 0.97 0.76 0.71 0.90 0.76 0.61 0.94 0.80 0.71 

GM 0.93 0.80 0.94 0.97 0.88 0.87 0.90 0.87 0.91 0.94 0.89 0.91 

DD 0.90 0.70 0.94 0.96 0.72 0.80 0.82 0.71 0.79 0.90 0.80 0.70 

MAAT 0.93 0.89 0.96 0.96 0.84 0.93 0.90 0.90 0.96 0.93 0.93 0.91 

* C-10 = CIFAR-10, C-100=CIFAR-100 & SV=SVHN 

 

 
Figure 3: Comparison of Performance on Mixed Perturbations 

 

3.2. Discussions 

The experimental results presented above gives a complete overview of the behaviour 

of the base model in the presence of noise and adversarial examples and the robustness 

of MAAT viz-a-viz state-of-the-art techniques against different adversarial attacks. The 

results indicate that without appropriate defense mechanisms, the model suffers 

significant performance degradation in the presence of either Gaussian noise or 

adversarial examples or both. Having the performance of a model degrade averaging by 
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16% in the presence of noise and up to 33% in the presence of adversarial examples as 

shown Figure 1, and further in average terms up to 36% in the presence of both noise 

and adversarial examples in a test dataset as shown in Figure 2, confirms the dire impact 

of perturbed examples in model performance. It also, highlights the urgent need for 

improved detection techniques not only for adversarial examples, which has been the 

concentration in previous studies but techniques that have the ability to detect both 

noise and adversarial examples when they either exist in isolation or co-exist in a dataset.   

Another aspect of the results worth highlighting is the performance of the various 

adversarial detection techniques across the datasets and attacking schemes viz-a-viz the 

performance of MAAT. As illustrated in Figure 3, AT and GM almost drew parity with MAAT 

on the CIFAR-10 dataset across all noise and adversarial technique combinations with the 

exception of DD that recorded relatively lower AUC measures. These results suggest that 

no detection technique is inherently superior across all datasets, but the characteristics 

of a dataset has the tendency of influencing the impact of adversaries on base models 

and how well detection techniques can detect adversaries generated from the data using 

the schemes considered. However, based on the results, it can be firmly concluded that 

MAAT has the ability to scale well under varied data conditions and complexities than the 

existing techniques given the test cases considered. In practical terms, the AUC values 

indicate that, a base model that would have suffered performance degradation up to 

36% when attacked by injecting noise and adversarial instances is able to, particularly, in 

the case of MAAT, flag these perturbed instances and maintained its performance almost 

at the same level when not under an attack. This points to model stability and resilience 

in real-world applications. 

 

To confirm that the differences in AUC values across the various detection techniques 

as observed in Table 6 are indeed significant, an ANOVA analysis at a p-value of 0.05 was 

conducted. The outcome as shown in Table 7 confirms that there are significant 

differences in the measures since the recorded p-value is 0.001 (less than 0.05). 

Furthermore, a Turkey HSD test was carried out to identify the particular detection 

technique(s) that produced results that are significantly better than the others. From the 

HSD test results shown in Table 8, it is confirmed that the results obtained using MAAT 

are significantly better than those obtained when AT and DD are used. It is however, not 

significantly better than those obtained using GM though higher AUC measures were 

recorded across the test cases. 
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Table 7. ANOVA Analysis 

Source of Variation SS df MS F P-value F crit 

Between Groups 0.117273 3 0.039091 6.438943 0.001037 2.816466 

Within Groups 0.267125 44 0.006071 
   

Total 0.384398 47         

 

Table 8. Tukey HSD Test Results 

Treatments Pair Tukey HSD Q Statistic Tukey HSD p-Value Tukey HSD Inference 

AT vs GM 3.8902 0.041291 * p<0.05 

AT vs DD 0.0741 0.899995 Insignificant 

AT vs MAAT 4.7423 0.008649 ** p<0.01 

GM vs DD 3.9643 0.036364 * p<0.05 

GM vs MAAT 0.8521 0.899995 insignificant 

DD vs MAAT 4.8164 0.007475 ** p<0.01 

 

4.  CONCLUSION 

 

In this paper, the task of detecting perturbed (crafted adversarial and noisy) examples 

from normal examples to improve adversarial attack defense in a LeNet CovNet model 

is addressed. This is achieved by proposing a Mixed Adversarial Awareness Technique 

(MAAT) that couples the kernel density and a variant of the Bayesian Uncertainty 

Estimator driven by the Dirichlet process and then incorporated between the last hidden 

layer and the output layer of the model to detect noisy and adversarial examples. The 

technique was tested using four adversarial attacks (FGSM, BIM, JSMA, and C&W) on three 

benchmarked datasets (CIFAR-10, CIFAR-100, and SVHN). The experimental results showed 

that co-existence of noise and adversarial examples generally pose a serious threat to a 

model’s performance. The results confirms that the proposed technique presents a 

strong measure for the detection of adversarial and noisy examples within the test cases 

considered when compared to three (3) existing techniques (AT, GM and DD). Despite the 

improved performance recorded by the proposed technique, there is a need for further 

evaluation (ablation studies) focusing extensively on how different parameter settings 

affect the performance of MAAT when used with different neural network models with 

varying architectures and on datasets with different complexities. Key potential 
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limitations of the proposed technique that requires further exploration are need for an 

optimal technique for the determination of optimal thresholds and the computational  
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