Published By
'll » AsosiasiDoktor
\ﬁ‘ Sistem Informasi Indonesia

PADLOCK: A Context-Aware On-Device System For Android

Permission-Risk Assessment - A Tanzanian Case Study

Ansgar A. Mtunga', Bonny Mgawe?, Judith Leo?®

'23School of Computational and Communication Science and Engineering, Nelson Mandela African

Institution of Science and Technology, Tanzania.

Received:
September 29, 2025
Revised:

March 30, 2026
Accepted:

May 30, 2026
Published:

July 26, 2026

Corresponding Author:
Author Name™:

Ansgar A. Mtunga
Email*:

mtungaa@nm-aist.ac.tz

DOI:
10.63158/journalisi.v8i3.1586

© 2026 Journal of
Information Systems and
Informatics. This open
access article is distributed

under a (CC-BY License)

Abstract. Android applications often request sensitive permissions
beyond their functional needs, creating privacy and security risks,
especially in financial and digital lending apps. Existing Android
permission mechanisms provide limited visibility into how
permissions are used at runtime. This study proposes PADLOCK, a
context-aware prototype for event-driven permission monitoring
and contextual risk assessment. The methodology combined a
survey-based user study (n = 600), analysis of 3,816 applications,
machine learning development, and Android prototype
implementation. A compact deep neural network, ShieldAl, was
trained on permission-based features with heuristic risk labels to
classify applications as benign or potentially higher-risk. The model
was integrated into PADLOCK to support on-device monitoring
and user-guided permission decisions. On a held-out test set,
ShieldAl achieved 96.73% accuracy, 94.82% precision, and 92.42%
recall. Controlled on-device testing showed an inference latency
of approximately 2-3 ms per prediction and indicated reduced
higher-risk permission-granting behaviour in PADLOCK-assisted
evaluations. This study contributes an integrated Android
prototype combining contextual permission analysis, machine-
learning-based risk assessment, and event-driven monitoring.
However, the findings remain limited to the evaluated dataset and
controlled conditions, and broader real-world validation is

required.
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1 INTRODUCTION.

Smartphones have become integral to communication, healthcare, business, education,
and financial services. The rapid growth of mobile applications has expanded the Android
ecosystem to millions of applications distributed through platforms such as the Google
Play Store [1]. Many of these applications access user-related data and device resources,
including contacts, location and media files, raising significant security and privacy
concerns. The Android operating system regulates such access through a permission-
based security mechanism [2]. To make users more aware, newer versions of Android
have included more detailed restrictions, such as runtime permissions (Android 6.0+), one-
time permissions (Android 10), automated revocation of unnecessary rights (Android 11),
and the Privacy Dashboard (Android 12+). However, once users grant permissions, they
often remain active until manually revoked [3]. In practice, however, the platform does
not distinguish between legitimate and potentially risky uses of the same data. For
example, Hayes et al. [4] observed that six popular applications collected substantial
amounts of data beyond what was necessary for their declared permissions. Mishra B et
al. [5] reported that permission abuse is common, with some applications excessively
seeking and utilising permissions for commercial objectives, resulting in the collection of
user data for advertising or profiling without user awareness. These findings indicate
that existing permission-control mechanisms cannot distinguish legitimate use from
abuse. This issue reflects a key limitation of Android's permission model, which provides

limited consideration of contextual application behaviour.

Globally, the rapid growth of mobile applications, particularly within financial and digital
lending services, has increased concerns regarding excessive permission requests and
the misuse of sensitive user data. In Sub-Saharan Africa, the challenge is especially
pronounced because of the growing adoption of mobile financial services and digital
lending platforms. These applications frequently process sensitive information, including
personal identities, financial records, contacts, and location data, increasing users'
exposure to privacy and security risks [6]. Recent studies have also reported widespread
permission misuse, including coercive debt-collection practices such as harassment and
public shaming of borrowers. In East Africa, analyses of Android digital lending

applications have further revealed extensive access to contacts, SMS messages, location,

Ansgar A. Mtunga, Bonny Mgawe, et al | 3962



Published By
.|I>) AsosiasiDoktor
Ll ﬁ‘ Sistem Informasi Indonesia

and media data, together with evidence that user information may be transmitted before

meaningful consent is obtained [7], [8].

In Tanzania, the rapid expansion of mobile financial services has further intensified these
privacy and security concerns. Tanzania counted over 76 million mobile-money accounts
across platforms such as M-Pesa, TigoPesa, Airtel Money, and HaloPesa, driving significant
growth in digital lending services [9]. Yet this expansion has also exposed serious privacy
risks. Regulators such as the Tanzania Communications Regulatory Authority (TCRA) and
the Bank of Tanzania (BOT) uncovered unlicensed lenders scraping borrowers' contacts
and social media accounts to publicly shame debtors. Between 2022 and 2024,
investigations further revealed predatory lenders misusing Android permissions to
directly harass borrowers [10]. As a result, 69 Android applications were removed from

distribution within the country [11].

These challenges have motivated extensive research into Android permission security
and privacy protection. Almomani et al. [12] analysed permission use patterns over many
years and across several categories, comparing benign and higher-risk applications over
time. For instance, W. Wang et al. [13] proposed a hybrid static/dynamic technique that
combines machine learning analysis of permission request patterns with runtime memory
graph analysis for application classification. Other studies, such as Ayres-Pereira [14],
examine user perceptions of privacy and compliance with privacy requirements.
Regulatory frameworks like the GDPR require applications to disclose all collected data
[15], but practical assessments show that this is not happening in many cases. Similarly,
Android's security approach does not provide mechanisms for auditing applications
during runtime. Once permission is given, there is no way to track when and how an app
actually uses granted permissions. This reveals a critical gap in current Android security
mechanisms: while permissions regulate access, they do not provide context-aware
monitoring of permission usage during application operation. Most existing approaches
primarily rely on static analysis or offline detection methods, which may be insufficient
For capturing changes in permission usage patterns and application behaviour over time.
To address this limitation, this study proposes PADLOCK, a context-aware, on-device
Android security prototype designed to monitor permission activity, analyse contextual
permission usage patterns, and support user-guided permission management. Unlike

existing approaches that primarily rely on static analysis or offline detection, PADLOCK
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integrates lightweight machine-learning-based permission-risk assessment, event-driven

monitoring, and contextual analysis within a unified on-device architecture to support

more informed privacy risk assessment during application use.

The contribution of this study is threefold: (i) an empirical analysis of permission-related
privacy risks among Android users, (ii) the development of a lightweight machine learning
model fFor permission-based risk classification, and (iii) the design and implementation of
an on-device prototype system For event-driven permission monitoring and contextual
risk assessment. The study is evaluated within the context of fFinancial and digital lending
applications, which prior studies have identified as exhibiting elevated privacy and
security sensitivity [16], [17], while remaining applicable across broader Android application

categories.

2 MATERIALS AND METHODS

This study employed a multi-phase methodology to investigate permission-related
privacy risks in Android applications and to design, implement, and evaluate the PADLOCK
system. The methodology integrates user behavioural evidence, machine-learning model
development, and system-level experimental validation to support the evaluation of the
proposed approach. This study adopted a multi-phase research design combining

quantitative experimentation, survey-based behavioural assessment, and design science.

21 Research Methodological Framework

The methodological framework consisted of three interconnected stages. First, a survey-
based study examined users' awareness, behaviour, and experiences related to Android
permissions to inform system requirements. Second, the ShieldAl machine-learning model
was developed through dataset preparation, heuristic labelling, feature engineering,
model training, and evaluation. Finally, the PADLOCK prototype was implemented using a
design science approach, integrating event-driven monitoring, contextual analysis, and

on-device inference within an Android environment [18].
2.2 Study Area and Case Study Justification

This study was conducted in Tanzania, which served as the case study for investigating

Android permission misuse and evaluating the PADLOCK prototype. Tanzania provides a
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suitable setting due to the rapid growth in smartphone adoption, with approximately 26.9

million smartphone users reported by the Tanzania Communications Regulatory
Authority (TCRA) as of September 2025 [9]. Recent regulatory audits have also identified
excessive permission requests and personal data over-collection among higher-risk
mobile applications [11], highlighting the need for improved permission-risk assessment.
Survey participants were recruited primarily from Dar es Salaam, Arusha, and Dodoma to
capture diverse smartphone user experiences. Although specific application domains are
referenced to illustrate permission-risk patterns, the study maintains a general focus on

Android permission misuse across multiple application categories.

2.3 Survey Design and Participants

The study targeted Android smartphone users who regularly install and use mobile
applications requiring runtime permissions. Participants were recruited primarily from
Dar es Salaam, Arusha, and Dodoma using purposive and convenience sampling. Purposive
sampling was used to select Android smartphone users who regularly install and use
mobile applications, while convenience sampling facilitated recruitment of eligible
participants through online (Google Forms) and face-to-face survey administration.

The minimum survey sample size was estimated using Yamane's formula [19]:

n = N
T 1+N(e?)

)
where:

n represents the required sample size,

N is the target population,

e is the level of precision (acceptable sampling error 5%).

Although the minimum recommended sample was approximately 400 participants, the
study targeted 600 respondents to improve statistical reliability and provide a margin
For potential incomplete responses. Data were collected through both online (Google

Forms) and face-to-face survey administration, resulting in 600 valid responses.

A structured questionnaire was developed based on established mobile security and
privacy studies [20]. It contained demographic questions together with Likert-scale,
multiple-response, and binary (Yes/No) items covering permission awareness, permission-

management behaviour, privacy experiences, and perceptions of privacy-preserving
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technologies. Before the main survey, the questionnaire was pilot-tested with

approximately 20 smartphone users, resulting in minor revisions to improve clarity and
usability. Both English and Swahili versions were used during data collection to

accommodate participants' language preferences [21].

2.4 Data Collection

Multiple data sources were used to support both behavioural analysis and system
development. Survey data were collected to assess user awareness, behaviour, and
experiences related to Android application permissions. Application metadata were
collected to support the development and evaluation of the machine learning model,
while controlled experimental data were used to validate the Functionality and

performance of the PADLOCK prototype.

2.5 Development Framework: Agile (Scrum)

The PADLOCK prototype was developed using an Agile-inspired iterative approach that
supported incremental implementation, integration, testing, and refinement throughout
the study. Each development iteration included Ffunctional validation of newly
implemented components before their integration into the complete system, enabling
continuous improvement of both system functionality and experimental evaluation. The
prototype was developed under supervisory gquidance, with iterative testing and
validation ensuring the correctness and reliability of the implemented modules before

fFinal system evaluation.

SUPERVISOR

Provides guidance
and oversight

n Supervisory
A4

Guidance
1. IMPLEMENTATION
Implement and integrate

system components

ITERATIVE
4.CONTINUOUS TESTER
werovemenr DEVELOPMENT o e s vl

Aoulrefnssnerss CYCLE e o SnauEe testing and validation
and repeat the cycle functionality,
for ongoing Agile-Inspired usability, and

enhancement Approach security

3. FEEDBACK &
REFINEMENT
Analyze results and feedback

to refine and improve the
system incrementally

RESEARCHER /
DEVELOPER

Implements and integrates
system components

P ——

FEEDBACK LOOP
Continuous refinement through testing and feedback

.
() supervisory RoLe IMPLEMENTATION ROLE TESTING ROLE { ITERATIVE PROCESS ~-—» FEEDBACK FLOW
~

Figure 1: Agile-Inspired PADLOCK System Development and Validation Process
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2.6 PADLOCK System Development

This section presents the development of PADLOCK (Privacy Access Dashboard with
Logging, Oversight, and Control Kernel), a context-aware Android prototype system
designed to monitor application behaviour, assess permission-related privacy risks, and
support informed user decision-making. The system integrates Android application-layer
monitoring with the embedded ShieldAl machine learning module to provide runtime
permission-risk assessment while remaining compatible with the native Android

operating system.

PADLOCK collects permission-related events through Android system services,
transforms them into feature vectors For the embedded ShieldAl model, and presents
the resulting assessments through an interactive user interface. Although the model was
developed using financial applications as the case-study domain, the framework is
intended for broader Android application categories because it relies on generic

permission-based behavioural features.

2.7 PADLOCK System Architecture

This section describes the architecture of the PADLOCK prototype. The system adopts
an application-layer architecture that integrates the proposed ShieldAl Compact Deep
Neural Network (DNN) with permission monitoring, contextual analysis, user-guided
decision support, and audit logging. Hybrid event-driven and scheduled monitoring
enables timely permission observation while complying with Android background
execution constraints. Consistent with the Principle of Least Privilege (PoLP), PADLOCK
focuses on monitoring, analysing, and guiding user responses rather than enforcing
system-level controls. Within PADLOCK, the Control Kernel refers to the application-layer
coordination logic responsible for monitoring, analysis, and user-mediated responses. It
does not modify the Android kernel, ensuring compatibility with standard Android

devices. Figure 2 illustrates the overall PADLOCK architecture and operational workflow.

2.8 ShieldAl Module Design Approach
The ShieldAl module was designed to address three key challenges: the absence of
independently verified ground-truth labels, the computational constraints of on-device

deployment, and the elevated privacy risks associated with Android financial applications.
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These considerations informed the selection of heuristic labelling, lightweight neural

network architecture, and TensorFlow Lite deployment.
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Figure 2: PADLOCK System Operation and Architecture Overview

* Structured storage supports audit, analysis, and reporting.

The detection of higher-risk Android applications is formulated as a binary classification

problem. Given an input feature vector derived from the permission profile of an Android

application, the objective is to learn a classification function as depicted in equation (2).

f:R*-{0,1}
where:
0 denotes a benign application and

1 denotes a higher-risk application.

Formally, the labelled dataset is represented as shown in equation (3):

D = {(x;, yD}X,

)

3)
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where:
x; € R? represents a d-dimensional feature vector,
y; € {0,1} represents the corresponding binary class label and

N denotes the total number of samples.

The classifier is trained by minimising the binary cross-entropy loss function, as
presented in equation (4):

L=—23N,[yilogh) + (1 — y) log(1 — $,)] (@)
where:

(3,) denotes the predicted probability that sample (i) belongs to the higher-risk class.
Because the collected Google Play dataset did not include verified class labels, heuristic
risk scoring was first applied to generate binary labels before supervised model training.
This heuristic-assisted learning strategy constitutes an integral component of the

proposed framework and is described in Section 2.12.

2.8.2 ShieldAl System Architecture
The ShieldAl module is designed as a structured multi-phase pipeline that transforms
raw application data into a deployable on-device permission risk assessment model, as
illustrated in Figure 3. The architecture comprises Four stages:

a) Phase 1: Data preparation and feature engineering

b) Phase 2: Neural network-based risk classification

c) Phase 3: Model serialisation and deployment packaging

d) Phase 4: Integration and deployment within the PADLOCK system
The First three phases constitute the ShieldAl model development pipeline, while the final
phase integrates the trained model into PADLOCK for on-device inference and runtime
monitoring. Higher-risk labels shown in the architecture are derived from heuristic rule-

based annotation and do not represent independently verified malware classifications.
2.9 Design Rationale

Having established the system architecture, this section explains the rationale for the

principal design decisions adopted during the development of the ShieldAl module.
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Figure 3. High-Level Architecture of the ShieldAl Prototype Module
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2.9.1 Choice of Permission-Based Features

Android permissions provide the primary mechanism through which applications access
sensitive device resources and user data. Because permissions are explicitly declared
within the application manifest, they provide publicly accessible and semantically
meaningful features for analysis. Previous studies have shown that permission-based
features are informative for Android risk classification [22]. In financial applications,
combinations such as SMS, Contacts, and Internet permissions are associated with
elevated privacy and security risks. Furthermore, permission-based analysis supports
efficient static assessment without requiring application execution, making the model

suitable For lightweight on-device deployment.

2.9.2 Choice of Heuristic Labelling Strategy

The Google Play dataset used in this study did not contain independently verified benign
or malware labels. Therefore, an expert-designed heuristic scoring framework was
adopted to generate permission-risk labels. This approach is consistent with heuristic-
assisted learning methods used in Android security research [23], where domain
knowledge is encoded into scoring rules and applications exceeding a predefined
threshold are classified as higher-risk. Although heuristic labelling may introduce bias, it

provides a practical alternative when verified ground-truth labels are unavailable.

2.9.3 Choice of Neural Network Selection

A compact Feedforward neural network was selected to balance predictive performance
with efficient mobile deployment. Batch normalisation, dropout, and L2 regularisation
were incorporated to improve model generalisation while maintaining a lightweight
architecture. The final architecture comprises three hidden layers (64 - 32 - 16 neurons)
Followed by a sigmoid output layer, resulting in approximately 4,700 trainable parameters

suitable For the 26-dimensional feature representation.

2.9.4 Choice of TensorFlow Lite For Deployment

TensorFlow Lite was selected because of its native Android support and efficient on-
device inference. Post-training float16 quantisation reduced the deployment size while
maintaining comparable predictive performance, enabling low-latency, privacy-

preserving execution without cloud dependency.
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2,10 Dataset Description

The dataset was compiled from Android application metadata collected from the Google
Play Store in January 2025 [24]. The original dataset contained 13,407 applications across
multiple categories. The Finance category was selected as the case-study domain
because of its elevated privacy and security sensitivity, yielding a working dataset of
3,816 applications [22]. Although model development focused on Financial applications,
the proposed approach is intended to support broader Android application categories.
Each application record included application metadata together with binary indicators
representing 15 Android permission categories, including Camera, Microphone, Location,
Contacts, SMS, Phone, Device ID, Storage, Internet, Calendar, and other platform
permissions. Because the dataset contained no predefined benign or higher-risk labels,
application labels were generated using the heuristic scoring framework described in
Section 213. The final dataset comprised 2,829 (7414%) benign and 987 (25.86%) higher-
risk applications. In this study, higher-risk refers to applications exhibiting permission
patterns associated with elevated privacy or security concerns rather than confirmed

malicious behaviour.

211 Model Development Workflow

The ShieldAl model was implemented in Python using TensorFlow/Keras within a Jupyter
Notebook environment. Development Followed a structured workflow comprising data
preparation, exploratory analysis, heuristic label generation, feature engineering, model
training, evaluation, and TensorFlow Lite conversion for deployment. Standard scientific
computing and machine-learning libraries were used for data preprocessing, class
balancing, model evaluation, and visualisation [25], while fixed random seeds ensured

experimental reproducibility.

The dataset was first Filtered to retain Financial applications before undergoing
preprocessing, including handling missing values, removing duplicate records, validating
binary permission indicators, and verifying dataset consistency. Exploratory data analysis
was then performed to examine permission distributions and identify patterns associated
with higher-risk applications, providing the foundation for the subsequent feature

engineering and model development stages [26].
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212 Label Generation and Feature Engineering

This section describes the heuristic labelling process and feature engineering techniques

used to prepare the dataset for model training.

2.12.1 Heuristic-Based Label Generation

Because independently verified malware labels were unavailable, a rule-based heuristic
scoring framework was developed to assign a permission-risk score to each application
based on its requested permissions. The scoring rules were derived from documented
Android permission-usage patterns reported in previous studies [27], [28] and are
summarised in Table 1.

Table 1: Heuristic-Based Risk Scoring Rules

Rule Condition Score Added
1 SMS A Contacts A Internet +40
2 SMS A Phone +35
3 Camera A Contacts A Internet +30
4 Location A Contacts +25
5 Microphone requested +20
6 Calendar requested +15
7 Number of permissions > 10 +25
73 Number of permissions > 15 +15 (additive)
8 Number of permissions = 0 +30
9 > 3 high-risk permissions present +20

High-risk permissions were defined as SMS, Contacts, Camera, Microphone, and Location.
The scoring fFramework captures combinations of permissions associated with elevated
privacy and security risks. A heuristic threshold of 60 was selected during exploratory
analysis to separate benign and higher-risk applications. Applying this threshold to the
dataset resulted in 987 (25.86%) higher-risk applications. The higher observed prevalence
reflects the greater concentration of sensitive permission combinations within financial

and digital lending applications under the adopted heuristic scoring criteria. Each
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application was additionally assigned a normalised confidence score (0-1) representing a

heuristic estimate of permission-related risk. These labels should be interpreted as

heuristic-derived probabilistic indicators rather than independently verified malware

ground truth.

2.12.2 Feature Engineering

The original 15-dimensional permission vector was expanded with 11 engineered features,

producing a 26-dimensional input representation for the ShieldAl model. These features

capture aggregated permission characteristics and higher-order permission interactions

that are not explicitly represented by the original permission indicators. The complete

Feature specification is presented in Table 2.

Table 2: Complete 26-feature input specification for the ShieldAl model

Feature Index

Feature Name

Definition

16

17

18

19

20

21

22

23

24

Permission flags

high risk count

moderate_risk count

total permissions

risk ratio

combo_sms_contacts

combo_sms_internet

combo_contacts_intern
et

combo_triple threat

combo_camera_internet

Raw binary indicators For each of the
15 permission categories (0 = not

requested, 1 = requested)

Sum of {SMS, Contacts, Camera,

Microphone, Location} flags

Sum of {Phone, Device ID & call

information, Photos/Media/Files} fFlags
Sum of all 15 permission flags

high_risk_count/(total_permissi

ons + 1)
SMS x Contacts (interaction term)

SMS x Internet (interaction term)
Contacts x Internet (interaction term)

SMS x Contacts x Internet (three-way

interaction)

Camera x Internet (interaction term)
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Feature Index Feature Name Definition

Sum of {SMS, Contacts, Camera,

25 privacy risk_score . .
Microphone, Location, Calendar} fFlags

26 communication_access Sum of {SMS, Phone, Contacts} Flags

213 Dataset Preparation
This section describes how the dataset was prepared for training, including splitting and

handling class imbalance.

2.13.1 Dataset Partitioning and Class Balancing

The labelled feature-engineered dataset was partitioned into training and test sets using
a stratified 80:20 split with a fixed random seed of 42 to preserve class distribution. This
produced 3,052 training samples and 764 test samples, comprising 566 benign and 198
higher-risk applications. To address class imbalance, the Synthetic Minority Oversampling
Technique (SMOTE) [29] was applied with k=3 to generate synthetic minority-class
samples and improve class balance without enforcing complete equalisation [30]
Following class balancing, the training data were normalised using RobustScaler to
improve robustness against outliers. To prevent data leakage, the scaler was Fitted only
on the training data and then applied to the test data using the same transformation

during evaluation and deployment.

214 Model Design and Training

This section presents the architecture and training process of the ShieldAl model.

2.14.1 Neural Network Architecture
The ShieldAl classifier is implemented as a compact Sequential Feedforward Neural
Network using the TensorFlow Keras framework. The architecture consists of the

Following layers:
a) Input Layer: Accepts the 26-dimensional feature vector described in Table 2.

b) First Hidden Layer: Fully connected with 64 ReLU neurons, followed by batch
normalisation, dropout (0.3), and L2 regularisation (0.001) [31].
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c) Second Hidden Layer: Fully connected with 32 ReLU neurons, followed by batch

normalisation, dropout (0.2), and L2 regularisation (0.001).

d) Third Hidden Layer: Fully connected with 16 ReLU neurons, fFollowed by dropout
(0.1) and L2 regularisation (0.001).

e) Output Layer: A single sigmoid neuron produces the probability of an
application belonging to the higher-risk class. A decision threshold of 0.5 is

used For binary classification.

The model contains approximately 4,700 trainable parameters, making it suitable for

lightweight on-device deployment. The complete architecture is summarised in Table 3.

Table 3.: ShieldAl Neural Network Architecture Summary

Layer Output Shape Parameters Regularisation
Input (None, 26) 0 —

Dense (64, ReLU) (None, 64) 1,728 L2(0.007)
BatchNormalization (None, 64) 256 —
Dropout (0.3) (None, 64) 0 -

Dense (32, RelLU) (None, 32) 2,080 L2(0.007)
BatchNormalization (None, 32) 128 —
Dropout (0.2) (None, 32) 0 -
Dense (16, ReLU) (None, 16) 528 L2(0.007)
Dropout (0.1) (None, 16) 0 -
Dense (1, Sigmoid) (None, 1) 17 —

Total 4,737

2.14.2Training Configuration

The model was compiled using the Adam optimiser with an initial learning rate of 0.001
and Binary Cross-Entropy loss. During training, accuracy, precision, recall, and AUC were
monitored. To address residual class imbalance after SMOTE augmentation, balanced

class weights were applied to increase the contribution of minority (higher-risk) samples
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during optimisation [32]. Training was performed for a maximum of 150 epochs using a
batch size of 32, with 20% of the SMOTE-augmented training data reserved for validation.
To improve training efficiency and reduce overfitting, three callback functions were
employed:
a) EarlyStopping: Monitored validation loss and restored the best-performing
model after 20 epochs without improvement.
b) ReduceLROnNPlateau: Reduced the learning rate by half after seven epochs
without validation improvement (minimum learning rate: 1 x 107).

c) ModelCheckpoint: Saved the best-performing model based on validation AUC.

Training progress was monitored using accuracy, loss, precision, recall, and AUC, as
illustrated in Figure 8. Although model development used Financial applications as the
case-study domain, the extracted permission-based features are not domain-specific,

supporting potential applicability across broader Android application categories.

2.14.3Model Validation and Evaluation Metrics

After training, the model was evaluated using a held-out test set comprising 764
applications (566 benign and 198 higher-risk), which were excluded from model training.
Probabilistic predictions were converted to binary classifications using a decision
threshold of 0.5, and performance was assessed using standard confusion-matrix-based
evaluation metrics [33]. The evaluation metrics summarised in Table 4 provide a
comprehensive assessment of the model's predictive performance, error distribution, and

ability to distinguish benign from higher-risk Android applications.

Table 4: Confusion Matrix Components Used for Model Evaluation

Symbol Description

TP (True Positives) Higher-risk applications are correctly classified as higher-risk
TN (True Negatives) Benign applications are correctly classified as benign
FP (False Positives) Benign applications are incorrectly classified as higher-risk

FN (False Negatives) Higher-risk applications incorrectly classified as benign
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a)  Accuracy
Accuracy measures the overall proportion of correctly classified applications, indicating
the general effectiveness of the model, as defined in equation (5).
TP+TN
Accuracy = m (5)
b)  Precision
Precision measures the proportion of predicted higher-risk applications that are

correctly classified (Equation 6).

TP
TP+FP

Precision = (6)
c)  Recall (Sensitivity)
Recall measures the proportion of actual higher-risk applications correctly identified by

the model (Equation 7).

TP
TP+FN

Recall =

?)

d)  F1-Score
The Fl-score combines precision and recall into a single performance measure,

particularly useful For imbalanced datasets (Equation 8).

PrecisionxRecall
F1=2x Precision+Recall )
e)  Receiver Operating Characteristic (ROC) Curve
The ROC curve evaluates the trade-off between the true positive rate (TPR) and Ffalse
positive rate (FPR), computed using Equations (10) and (11). The true positive rate (TPR) is

computed as defined in Equation (9).

TP
TPR = ——. (9)
The False positive rate (FPR) is computed as presented in Equation (10).
FP
FPR = PN (10)
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F) Area Under the Curve (ROC-AUC)

ROC-AUC summarises the model's ability to distinguish between benign and higher-risk

applications across all decision thresholds.

g) Precision—-Recall Curve and PR-AUC (Average Precision)

The Precision-Recall curve and its corresponding area under the curve (PR-AUC) provide
additional evaluation of positive-class performance under class imbalance. In addition to
these metrics, the confusion matrix and prediction probability distributions (Figure 9)
were analysed to assess class separability. Collectively, these complementary measures
provide a comprehensive evaluation of model performance under imbalanced

classification conditions.

215 TFLite Conversion and Deployment Packaging
Following model training, the ShieldAl model was prepared for deployment through

model serialisation and TensorFlow Lite conversion.

2.15.1 Model Serialization and TFLite Conversion

Following model training, the complete Keras model was retained to support Future
retraining and refinement. For deployment, the trained model was converted to
TensorFlow Lite using post-training float16 quantisation, reducing the model size while
maintaining comparable predictive performance. The converted model occupied
approximately 12 KB, making it suitable for deployment on resource-constrained Android

devices.

2.15.2TFLite Inference VeriFication

The converted TensorFlow Lite model was evaluated against the original Keras model
using the held-out test set to verify inference consistency. Inference latency was further
assessed over 100 predictions using the mean and 95th-percentile response times. The
final deployment package comprises the artefacts summarised in Table 5, together with
deployment metadata describing the model version, training information, dataset

characteristics, and performance metrics required for on-device deployment.
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Table 5: ShieldAl Deployment Artefacts

Artefact Description

shieldai_model.tflite Quantised TensorFlow Lite deployment model (~12 KB)
shieldai_scaler.pkl Feature normalisation model
deployment_info.json Deployment metadata and model information

Following verification and packaging, the ShieldAl model was integrated into the

PADLOCK system to support on-device permission-risk assessment.

216 PADLOCK System Integration and Data Flow

This section describes how the trained ShieldAl model is integrated into PADLOCK and
how permission-related information is processed during runtime. PADLOCK integrates
the embedded TensorFlow Lite ShieldAl model with Android application monitoring
through Flutter platform channels (MethodChannel and EventChannel), connecting the
Flutter application layer and native Kotlin services [34]. During runtime, permission usage,
application events, and network activity are collected and transformed into the feature
representation used during model development. The feature vector is subsequently
normalized and processed by the embedded ShieldAl model to generate a probabilistic
risk score for classifying applications as benign or higher-risk [35]. The generated
assessments are presented through risk indicators, contextual alerts, and user-guided
recommendations, while audit records are maintained locally For reporting. All processing

is performed on the device to preserve user privacy.
217 System Technology Stack
The PADLOCK prototype was implemented using a combination of Android and machine

learning technologies. The principal implementation technologies are summarised below.

Table 6: PADLOCK Implementation Technology Stack

Technology Purpose
Flutter (Dart) User interface and application logic
Kotlin Native Android monitoring services
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Technology Purpose
TensorFlow Lite On-device ShieldAl inference
Android WorkManager Scheduled background tasks
Android AppOps API Permission usage monitoring
NetworkStatsManager Per-application network statistics
AES-256 and SHA-256 Secure storage and integrity protection

218 PADLOCK System Testing and Validation

The PADLOCK prototype was evaluated under controlled Android execution conditions
to verify the integration of the embedded ShieldAl model and its ability to monitor
application behaviour, process permission-related information, and generate runtime

permission-risk assessments.

2.18.1 Experimental Setup

The PADLOCK system was evaluated under controlled conditions using both Android
emulators and physical devices. The runtime deployment environment consisted of a
Samsung Galaxy S23 and the Android Studio Emulator, both running Android 12 or later.
The mobile application was developed using Flutter (Dart) with native Kotlin components
and executed on a device equipped with 8 GB RAM and an octa-core Snapdragon
processor. The machine learning model was developed and trained in Jupyter Notebook
using TensorFlow. Deployment was carried out using TensorFlow Lite to enable on-device
inference. Model training was performed on a workstation equipped with 8-16 GB RAM
and 4-8 physical CPU cores, utilizing a dataset of 3,816 Android applications. Performance
evaluation was conducted on a held-out test set comprising 764 applications. This
experimental configuration enabled evaluation of system Ffunctionality, permission
monitoring, behavioural observation, and ShieldAl model integration under controlled

execution conditions.

2,19 Operational and Performance Considerations

PADLOCK operates within standard Android security constraints, where access to
permission usage requires explicit user authorisation and background execution is
restricted by the operating system. To accommodate these limitations, the system

combines event-driven monitoring with lightweight scheduled tasks, while detailed
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network inspection is limited to high-level per-application usage statistics because

deeper traffic analysis requires elevated privileges. The embedded TensorFlow Lite model
enables efficient on-device inference with minimal computational overhead, supporting
deployment on resource-constrained Android devices. Although detailed energy
measurements were outside the scope of this study, the system was designed to
minimise resource consumption while maintaining timely permission monitoring and

runtime risk assessment.

2.20 Ethical Considerations and Bias Mitigation

Ethical principles were observed throughout the study. Participation in the survey was
voluntary, informed consent was obtained from all participants, and no personally
identifiable information was collected. The machine learning component used only
publicly available Google Play Store metadata without accessing personal user datsa,
private communications, or application binaries. The study complied with institutional
ethical requirements and the Tanzania Personal Data Protection Act, 2022 [36]. To reduce
potential bias, a consistent rule-based labelling framework was adopted, and model
evaluation was performed using an independent test set. These measures support the
reliability of the reported findings. Despite these measures, the use of heuristic labelling
may introduce inherent bias. This limitation is acknowledged and considered in the

interpretation of the results.

3 RESULTS AND DISCUSSION

This chapter presents the experimental findings from the evaluation of the proposed
PADLOCK prototype system. The results include survey findings, model performance,
system implementation outcomes, and behavioural evaluation, followed by a discussion

of their implications for Android permission-risk assessment.
3.1. Respondent Population Characteristics

This section presents the survey findings on permission-related experiences and the

usability evaluation of the proposed PADLOCK system.
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1 Survey Results

The questionnaire included multiple items assessing Android permission use, privacy
awareness, and security experiences. Table 7 summarises responses to Ffour

representative questionnaire items (Q25, Q28, Q31, and Q34).

Table 7: Reported Permission-Related Experiences Among Smartphone Users (n = 600)

Survey Iltem Responses (n) Percentage (%)
Experienced privacy or security issues associated with

295 64.7
application permission requests (Q25)
Experienced or were aware of loan applications accessing

293 64.3
sensitive data without explicit consent (Q28)
Experienced or were aware of humiliation or reputational

. , o . 318 69.7

harm associated with loan-application practices (Q31)
Noticed gaming applications accessing sensitive information

246 53.9

or collecting data For non-game purposes (Q34)

As shown in Table 7, the highest proportion of respondents (69.7%) reported experiencing
or being aware of humiliation or reputational harm associated with loan-application
practices. Privacy or security issues related to application permission requests and
unauthorised access to sensitive information by loan applications were reported by 64.7%
and 64.3% of respondents, respectively. In addition, 53.9% of respondents indicated that
gaming applications accessed sensitive information or collected data For purposes
unrelated to gameplay.

Percentage of Respondents (%)
0 10 20 30 40 50 60 70

Loan-App Reputational Harm
(Q31)

Privacy/Security Issues

P 64.7%

Loan-App Data Access
(Q28)

Gaming-App Data Collection
(Q34)

Figure 4: Percentage distribution of reported permission-related experiences among

smartphone users.
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2)  Usability Evaluation (User Acceptance Testing)

Thirty participants evaluated PADLOCK using the System Usability Scale (SUS). The system
achieved an average SUS score of 78/100, exceeding the accepted benchmark of 68,

indicating good overall usability For permission monitoring and risk communication.

PADLOCK Usability Score Distribution (n = 30)

SUS Score Perticipants "
0-69 5 g
70-79 i 5
80-89 9 3
90-100 4 5

0-69 70-79 80-89
SUS Score Range

Figure 5: Distribution of SUS Usability Score

3.2. Exploratory Model Data Analysis
This section presents exploratory analyses of the cleaned dataset, including permission
distributions, permission co-occurrence patterns, and application metadata used to

support feature engineering and model development.

1) Permission Distribution Analysis

Figure 6 summarises the distribution of fifteen permission categories across 3,816
Financial applications. Permission counts exhibited a right-skewed distribution with a
mean of 6.18, a median of 6, and an interquartile range of 6 (Q1 = 3, Q3 = 9). The Internet
permission appeared in nearly all applications, Followed by Photos/Media/Files, Storage,
and Camera permissions. A smaller proportion of applications request permissions
associated with SMS, Microphone, and Contacts access. Applications requesting more
than 14 permissions were identified as statistical outliers using the IQR criterion. These

observations informed the feature engineering process adopted by the ShieldAl model.
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(a) Distribution of Permission Counts (Clean Data) (b) Top 15 Most Requested Permissions (Clean Data)
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Figure 6: Permission distribution and data analysis for 3,816 financial applications,
including: (a) histogram of permission counts per application with mean (6.18) and
median (6); (b) horizontal bar chart of the top 15 permission categories; (c) permission
usage rates with high-risk permissions highlighted; and (d) box plot of permission count

distribution (Q1 = 3, median =6, Q3 = 9, IQR = 6).

2) Permission Co-Occurrence Analysis

A Pearson correlation matrix was computed For nine permission categories: SMS,
Contacts, Camera, Microphone, Location, Phone, Internet, Storage, and Photos/Media/Files.
Figure 7 shows several moderate positive permission co-occurrence relationships, with
the strongest observed between Camera and Location (r = 0.53), Camera and
Photos/Media/Files (r = 0.50), Camera and Storage (r = 0.50), Camera and Microphone (r =
0.48), and Location and Phone (r = 0.46). The Internet permission produced undefined
(NaN) correlation coefficients with all other permissions, indicating uniform occurrence
across all applications within the dataset. The observed co-occurrence patterns informed

the Feature engineering process used during model development.
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Permission Co-Occurrence Correlation Heatmap (Clean Data)
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Figure 7: Pearson correlation matrix for permission categories

3.3. Model Training and Validation

Following the methodology described in Section 2.15, the ShieldAl model was trained and
evaluated under controlled experimental conditions. Figure 8 illustrates the training
behaviour of the model across training epochs using accuracy, loss, AUC, precision, and
recall metrics. Training and validation accuracy exceeded 0.95 within the initial epochs.
The binary cross-entropy loss decreased progressively for both training and validation
datasets throughout the training process. The training and validation curves remained
closely aligned across epochs. In addition, the AUC stabilised at approximately 0.98 during
training. Precision and recall similarly converged to high values across successive epochs.
The training process was completed after 62 epochs using early stopping, as illustrated
in Figure 8. Following successful training, the model's performance is Further evaluated

using unseen test data, as described in the following section.
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Figure 8: ShieldAl Neural Network Training Across 62 Epochs (Early Stopping)

3.4. Model Evaluation

Using the evaluation framework described in Subsection 2153 and referring to Table 8

and Figure 9, the performance of the ShieldAl model was evaluated using a held-out test

dataset (n = 764). The model achieved an accuracy of 96.73%, with precision and recall

values of 94.82% and 92.42%, respectively, resulting in an Fl1-score of 93.61%. The ROC-

AUC and PR-AUC values were 0.9824 and 0.9631, respectively [37].

The confusion matrix presented in Figure 9(a) shows 556 true negatives and 183 true

positives, with 10 False positives and 15 false negatives recorded during evaluation. The

ROC curve illustrated in Figure 9(b) produced an AUC value of 0.9824. The precision-

recall curve shown in Figure 9(c) produced an average precision value of 0.9631. The

probability distribution presented in Figure 9(d) illustrates the distribution of benign and

higher-risk application classes within the evaluated dataset [38].

Table 8: ShieldAl Model Performance Evaluation Results

Accuracy Precision Recall F1-Score PR-AUC ROC-AUC TN FP FN TP
0.9673 0.9482 0.9242 0.9361 0.9631 0.9824 556 10 15 183
(96.73%) (94.82%) (92.42%) (93.61%)

3987 | PADLOCK: A Context-Aware On-Device System For Android Permission-Risk ...



et

Published By
ll» Asosiasi Doktor
Ll ; Sistem Informasi Indonesia

ShieldAl Performance Evaluation on the Held-Out Test Set (n = 764)

Accuracy: 0.9673 | Precision: 0.9482 | Recall: 0.9242 | F1-Score: 0.9361 | PR-AUC: 0.9631 | ROC-AUC: 0.9824
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Figure 9: Model evaluation results on the held-out test set (n = 764)
3.5. Comparative Analysis of the ShieldAl Compact DNN Against Baseline Models

The proposed ShieldAl Compact DNN was compared with a Standard Deep DNN and a
Random Forest classifier under identical experimental conditions [39]. The Standard Deep
DNN achieved the highest classification performance (F1-score = 0.9487, ROC-AUC =
0.9891), whereas ShieldAl achieved comparable performance (F1-score = 0.9361; ROC-AUC
= 0.9824) while maintaining a substantially smaller deployment size (12 KB) and lower
inference latency (approximately 2-3 ms) [40]. The compact size of ShieldAl was achieved
through an intentionally lightweight network architecture with Ffewer trainable
parameters, followed by post-training Float16 TensorFlow Lite quantisation, enabling
efficient on-device deployment without substantial loss of predictive performance. In
contrast, the Random Forest classifier achieved the lowest classification performance
(F1-score = 0.8950) and required a considerably larger model (3724 KB) with slower
inference. These findings demonstrate that ShieldAl provides the best balance between
predictive performance and deployment efficiency For resource-constrained Android

devices.
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3.5.1. Implementation Outcomes of the PADLOCK Interface System

This section presents the implementation outcomes Following integration of the ShieldAl

model within the PADLOCK Android environment.

1) System Deployment and Runtime Performance

The PADLOCK interface provides event-driven permission monitoring, contextual risk
reporting, alert generation, permission review, and audit-oriented reporting functions
within the Android environment [41], [42]. During on-device evaluation, PADLOCK
maintained the classification performance observed during model evaluation on the
held-out test dataset while sustaining an average inference latency below 2.6 ms per

prediction.
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Figure 10: Collective illustration of PADLOCK's security dashboard
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2) Behavioural Impact Assessment

A controlled behavioural evaluation involving 30 participants was conducted to compare
responses to higher-risk permission request scenarios before and after interaction with
PADLOCK. During the baseline phase, participants interacted with Android applications
containing predefined higher-risk permission request scenarios without PADLOCK
assistance. Accepted higher-risk permission grants were recorded according to the
heuristic risk criteria defined in Sections 2.12. During the intervention phase, the same
participants repeated comparable tasks with PADLOCK enabled, which provided
contextual permission alerts, visibility indicators, and explanatory guidance before
permission decisions were made. The percentage reduction in higher-risk permission
grants was calculated by comparing the baseline and PADLOCK-assisted conditions.
Compared with the baseline condition, PADLOCK-assisted interaction reduced higher-risk

permission grants by approximately 88% under the evaluated experimental conditions.

3.6. Discussion
This section discusses the findings in relation to Android permission-risk assessment,
lightweight on-device deployment, and the practical implications of the proposed

PADLOCK approach.

3.6.1. Interpretation of Model Performance

The evaluation results indicate that permission-based behavioural features provide
effective discriminative information for identifying higher-risk Android applications
within the adopted heuristic framework. The strong performance achieved across
Accuracy, Precision, Recall, Fi1-score, ROC-AUC, and PR-AUC demonstrates that the
selected permission-related features effectively captured meaningful permission-risk
patterns. Furthermore, the stable training behaviour observed during model development

indicates stable convergence with limited overfitting under the evaluated conditions.

Comparison with the baseline models further highlights the trade-off between predictive
performance and deployment efficiency. Although the Standard Deep DNN achieved
slightly higher classification performance, the ShieldAl Compact DNN offered a more
practical balance between predictive capability, lightweight architecture, and low

inference latency, making it well-suited for resource-constrained Android devices.
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Unlike many existing Android malware detection approaches that primarily emphasise

offline classification [43], [44], [45], [46], [47], [48], PADLOCK combines lightweight machine
learning with contextual permission visibility, event-driven monitoring, and user-guided
decision support within an on-device Android environment. Nevertheless, direct
comparison with previous studies should be interpreted cautiously because of
differences in datasets, feature engineering approaches, heuristic labelling strategies,
and evaluation settings. Consequently, the reported results reflect permission-risk
assessment performance within the adopted evaluation framework rather than definitive

malware detection capability.

3.6.2. Behavioural and Usability Implications

The survey findings indicate that permission-related privacy concerns remain widespread
among smartphone users, particularly in applications supporting communication,
financial transactions, and digital services. These observations are consistent with
previous studies reporting limited user awareness of Android permission practices and
their associated privacy risks [49]. The behavioural evaluation indicates that contextual
permission explanations and risk guidance may positively influence user decision-making.
The observed reduction in higher-risk permission grants during PADLOCK-assisted
interaction indicates that contextual risk communication may encourage more informed
permission decisions, while the usability results demonstrate that these capabilities can
be delivered without compromising user experience [50]. These findings should, however,
be interpreted within the limitations of the controlled experimental setting, limited
participant sample, and heuristic-based risk definitions. Consequently, they reflect
behavioural tendencies observed under the evaluated conditions rather than broadly

generalisable user behaviour.

3.6.3. Practical Implications of the PADLOCK System

The findings demonstrate that lightweight permission-risk assessment can be integrated
into Android applications while maintaining low runtime overhead. By combining on-
device inference, contextual permission monitoring, and user-guided decision support,
PADLOCK demonstrates a practical approach For improving permission transparency and
privacy awareness within Android environments. However, the findings should be
interpreted within the heuristic evaluation framework and controlled experimental

setting adopted in this study.
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4, CONCLUSION

This study proposed PADLOCK, a context-aware Android permission-risk assessment
prototype that integrates lightweight machine learning, event-driven monitoring,
contextual permission visibility, and user-guided decision support. The evaluation
demonstrated that the ShieldAl model achieved strong permission-risk assessment
performance while maintaining low computational overhead suitable for on-device
deployment. The behavioural evaluation further suggests that contextual permission
guidance can support more informed user decision-making during application interaction.
Although the findings should be interpreted within the heuristic evaluation framework
adopted in this study, the results demonstrate the practical potential of lightweight,
context-aware permission-risk assessment Ffor improving permission transparency,
contextual risk visibility, and privacy-oriented decision-making within Android

environments.
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