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Abstract

This paper explores the multifaceted world of IoT, exploring its historical evolution, core
definitions, enabling technologies, architectural considerations, communication models
and future predictions. Moreover, the paper critically scrutinises the potential benefits
and challenges associated with IoT adoption. This study employed a systematic literature
review (SLR) methodology to review existing literature between January 2020 and
January 2024 on IoT technology. 20 relevant studies out of an initial pool of 45,312
studies were reviewed. The study followed the established Preferred Reporting Items for
Systematic Review and Meta-Analysis (PRISMA) framework to ensure a rigorous and
unbiased selection process. Findings revealed the lack of a universally accepted
definition for IoT and significant variations in architectural models across scholarly
works. Moreover, the study acknowledges the complex and ever-evolving nature of IoT
technology, recognising its eatly stages of development. This dynamic technological
landscape calls for continuous exploration of future research. Findings will provide
valuable insights for academics, researchers, and industry professionals interested in the
understanding the intricate technical landscape of IoT and its development. Moreover,
by providing insights into growth predictions, benefits, and existing challenges, this will
empower stakeholders to navigate the evolving IoT landscape and contribute to its
future progress.

Keywords: Internet of Things, IoT Evolution, IoT Architectures, IoT" Communication,
Sensors

1. INTRODUCTION

The Internet of Things (IoT) has emerged as a dominant trend in recent years,
shaping the landscape of 4th generation (4G) technologies. It promises seamless
interconnection between uniquely identifiable smart objects and devices within
the internet infrastructure [1]. While the term "IoT" has gained significant
traction recently, the underlying concept has roots in earlier inventions. Some
trace its origins back to the 19th century telephone, but a more relevant starting
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point is likely the 1990s [2]. Despite ongoing debate about the exact definition,
IoT generally refers to a network of physical devices equipped with sensors and
software, enabling them to collect and communicate with each other[3], creating
a smart and interconnected environment [4]. The key technologies that enable
IoT include Radio Frequency Identification (RFID), Near Field Communication
(NFC), Wireless Sensor Networks (WSNs), low-energy Bluetooth, low-energy
wireless, low-energy radio protocols, and Long-Term Evolution-Advanced
(LTE-A) [5]. These technologies provide the specific networking capabilities
required for an IoT system, which differs from a standardised network of
conventional systems. The IoT architecture serves as the underlying framework
that enables communication between internet-connected devices. It encompasses
multiple components, including layers, sensors, protocols, actuators, and cloud
services [6]. There are four main communication models that dominate the IoT
landscape namely; request-response model, publish-subscribe model, push-pull
model, and exclusive-pair model [7]. These communication models define how
IoT devices initiate contact, establish connections, and exchange information.
This enables seamless communication, real-time data collection, and ultimately,
the intelligent functionality that defines the 10T [8].

In recent years, the IoT has experienced a surge in growth, rapidly transforming
the global landscape. This transformation is driven by an exponential increase in
the number of interconnected devices [9]. Forecasts predict a staggering number
of connected devices — exceeding 50 billion globally by 2025 [10] — translating to
a multi-trillion-dollar market by 2030 [11]. This surge promises immense
economic impact, revolutionising businesses through increased productivity,
efficiency, and innovation [12]. Experts warn that companies who fail to
embrace 0T risk falling behind competitors [32]. Nonetheless, despite these IoT
advancements, a crucial gap remains in our comprehensive understanding of its
current landscape and technical features. This is evident in several ways. For
instance, there is a lack of consensus on a single, universally accepted definition
of IoT, leading to subjectivity and ambiguity [13]. Secondly, the absence of a
standardised design is reflected in the multitude of proposed architectures by
researchers [14]. This inconsistency in understanding the core aspects and
boundaries of the IoT landscape hinders the development of a unified view of its
current state. To address this knowledge gap, a more rigorous approach is
necessary.

This study aims to fill a crucial knowledge gap by employing a systematic
literature review (SLR) adhering to the established Preferred Reporting Items for
Systematic Review and Meta-Analysis (PRISMA) guidelines. This methodology
ensures a more rigorous, objective and transparent evaluation of existing
research compared to traditional literature reviews [15]. The study will offer a
thorough analysis of the IoT features and landscape, encompassing its history,
definition, enabling technologies, architectures, communication models,
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standards, future growth predictions, applications, potential benefits, and existing
challenges. Findings will provide valuable insights for academics, researchers,
and industry professionals interested in the understanding the intricate of IoT
technical landscape and its development. Moreover, by providing insights into
IoT applications, growth predictions, benefits, and existing challenges, this
empowers stakeholders to navigate the evolving IoT landscape and can
contribute meaningfully to its future development.

2. METHODS
2.1. The Systematic Review Methodology

This study employed a SLR methodology following the established PRISMA
guidelines to explore various topics related to the current state-of-the-art IoT
features and trends. We begin by outlining the main research question and any
sub-questions that guide our investigation.

2.1.1. The main research question

This study aims to understand the current state of knowledge regarding IoT
technical features and the overall IoT landscape. This includes its history, core
definition, enabling technologies, architectures, communication models,
standards and protocols, applications, and predictions for its future growth.
Moreover, the study also aims to examine the potential benefits and existing
challenges of 10T adoption. Hence, the primary research question is:

“How can a comprehensive analysis of the Internet of Things ecosystem,
including its evolution, definitions, architectures, communication protocols,
applications, and future trends, alongside potential benefits and challenges,
inform our understanding of the current state of IoT landscape?”

2.1.2. The sub-research questions

To address the main research question, this review processes focused on the
following sub-research questions:

1) How did the concept of the IoT evolve, and what are the key milestones
in its development?

2) How do different scholars define IoT?

3) What are the core technologies that enable IoT functionality?

4)  What is the different design architectural models used in IoT systems?

5) What are the most common standards and protocols used in IoT
systems?

6) What are the common application areas for loT across different sectors?
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7) What are the forecasted trends for IoT adoption and user base growth
in different sectors?

8) What are the key benefits and challenges associated with IoT adoption
across different sectors?

Using the PRISMA protocol, we conducted a rigorous search process involving
several key phases. This included defining clear inclusion and exclusion critetia
to identify relevant studies. Primarily, we focused our search on reputable
academic databases such as Scopus, Web of Science, IEEE Xplore, ProQuest,
the University of Botswana Library catalogue, and Google Scholar. By
formulating effective search strategies, we aimed to retrieve a comprehensive set
of research articles, books, conference proceedings, and existing literature
reviews from relevant fields like Business Information Systems, Knowledge
Management, Information Systems, Computer Information systems,
Information Technology, and Computer Science.

The PRISMA method ensures a meticulous and transparent approach
throughout the review process [15]. This multi-phased approach, including
screening retrieved studies for eligibility, minimises potential bias and enhances
the robustness of the review [16]. By carefully considering all relevant and high-
quality articles, we aim to ensure the credibility and trustworthiness of our
findings. The initial search yielded a total of 45,312 articles and conference
proceedings potentially relevant for inclusion. Table 1 provides an overview of
the key phases involved in the systematic literature search process.

Table 1. The literature review process adopted by the study

Stage Description
Inclusion 1)  Only peer-reviewed research articles, books and conference
criteria proceedings.

2)  Studies published between January 2020 and January 2024.
However, some earlier studies which are highly influential were
considered.

3) Only English-language publications were considered.

4)  Only studies focusing on IoT adoption

Exclusion 1)  Studies not published in full text in academic journals or conference
criteria proceedings.
2)  Studies with titles and abstracts not directly exploring IoT adoption
as a single technology were excluded.
(e.g. Industry 4.0, IoT and Big data, IoT and Block chain, IoT and
Artificial Intelligence, IoT and Machine learning)
3) Studies published before January 2020, were excluded.

Identifying We searched various digital databases (e.g. Scopus, Web of Science,
Sources and IEEE Xplore, University of Botswana Library catalogue, and Google
Databases Scholar).
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Stage Description

Formulating ~ We used search terms and keywords like ("Internet of Things" OR IoT)

Search AND (literature review OR systematic review) NOT Title (“Industry
Strategies 4.0” OR “Block chain” OR “Artificial Intelligence” OR “Machine

learning”). Additionally, we narrowed the focus of our search by
combining ("Internet of Things" OR IoT) with the key terms like
(history OR definition OR application OR technology OR architecture
OR communication model OR standard OR protocol OR prediction
OR benefit OR challenge)

Performing 1) We utilised Zotero software to eliminate duplicate entries.
Classification ~ 2) Two independent reviewers were engaged to screen the remaining
Analysis studies based on the pre-defined selection critetia.

3) Any disagreements between reviewers were settled through a
constructive discussion until a consensus was reached.

Figure 1 presents the PRISMA flow diagram that we followed for the SLR
selection process for this study.
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Figure 1. PRISMA flow diagram followed by the study
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Following the PRISMA protocol, we screened the titles and abstracts of the
initial retrieved studies (45,312) using predefined inclusion and exclusion criteria
(See Figure 1). Two independent reviewers evaluated these titles and abstracts to
identify potentially relevant articles. Established criteria from resources like the
Database of Abstracts of Reviews of Effects (DARE) and York University
informed this process [17]. To ensure consistency, a standardised grading system
with three options was employed: 'Yes' (scored 1), 'No' (scored 0), and 'Partially
Meets Criteria' (scoted 0.5). Reviewers documented their evaluations, and any
discrepancies were resolved through discussion until consensus was reached.
This rigorous screening process yielded 20 studies that comprehensively explore
various topics related to the state-of-the-art IoT landscape. These studies were
then selected for further analysis.

3. RESULTS AND DISCUSSION

This section presents the key findings from our SLR analysis on various topics in
the IoT domain. These findings are discussed in detail in subsections 3.1 through
3.10.

3.1. IoT History

The “Internet of Things” (IoT) concept, though a recent buzzword, has roots in
earlier inventions. While some trace it back to the 19th century's telephone [2], a
more relevant starting point is the 1990s. This decade saw the emergence of the
first internet-connected devices, like a toaster by John Romkey and a vending
machine monitor at Carnegie Mellon [18]. Crucial advancements came in 1993
with Defense Advanced Research Projects Agency’s (DARPA) reliable satellite
system, enabling Global Positioning System and paving the way for widespread
internet access [19]. The coining of the term “IoT” is attributed to Kevin Ashton
in 1999, who envisioned sensor-equipped objects communicating via the internet

[20].

The 2000s witnessed a surge in wireless technology and “machine-to-machine”
(M2M) solutions, fueling the explosion of connected devices. This era also saw
the convergence of technologies like wireless networks, micro-sensors, and the
internet, bridging the gap between operational and information technology [21].
The rise of smartphones and tablets further accelerated this growth [22]. Early
examples of this trend include LG's introduction of the world's first internet-
connected refrigerator in 2000. Soon after, in 2002, Sony and Philips
collaborated to develop Near Field Communication Technology (NFC)[23]. By
the mid-2000s, advancements in low-power sensors and cloud computing further
propelled the IoT forward. Major organisations like Walmart adopted Radio
Frequency Identification (RFID) for inventory tracking, demonstrating the
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practical applications of this technology [20],[24]. The rise of smartphones and
tablets in the later part of the decade further accelerated this growth [22].

The 2010s witnessed the rise of the Industrial Internet of Things (IIoT) with
industry giants like Cisco and IBM championing its adoption. Countries like
China saw its strategic value, and pilot programs like "Smart City Switzetland"
demonstrated its potential beyond consumer electronics [25]. These programs
showcased how IoT could improve traffic management, energy efficiency, and
other areas [25]. However, as IoT applications grew, relying solely on cloud
computing for data processing became a bottleneck. Edge computing emerged
as a solution, allowing data processing and analysis closer to the source. This
reduced latency and improved real-time response times [20].

The later part of the decade (2017) saw the creation of a standardised vocabulary
for IoT with the development of the “IoTOne” IoT terms database [27]. More
recently, the 2020s have seen the powerful combination of Artificial Intelligence
(Al) and Machine Learning (ML) with IoT technologies. This powerful
combination unlocked new capabilities for data analysis, automation, and
predictive decision-making in IoT applications [12]. Today, with billions of
connected devices collecting and sharing data, IoT innovation thrives in
healthcare, smart cities, and even the creation of digital twins, which are virtual
replicas of physical systems [3].

3.2. IoT Defined

While the precise IoT definition is still under debate, it generally refers to the
interconnection of physical devices embedded with sensors and software [3].
These “things” can exchange data and communicate with each other, creating a
smart and interconnected environment [4]. There are many ways to understand
IoT. Some understand it as a network of physical objects with unique identifiers,
allowing them to communicate and collect data. Others envisage it as a vast
system encompassing devices, machines, and even people, all interacting and
sharing information [28]. At its core, IoT revolves around interconnected smart
devices that exchange data over the internet. This data can be analysed to
improve product development, service delivery, and maintenance processes. It
essentially creates a world where objects can interact with their surroundings and
each other to achieve specific goals [29]. The key aspects of loT include smart
devices, internet connectivity, data sharing, and interconnectedness. This
technology allows for “any-time, any-place, anyone” connectivity, transforming
the way we live and interact with the world around us [30].

Beyond data collection, IoT empowers remote control of connected devices,

blurring the lines between the physical and digital worlds. It's a network that
connects not just things, but also people, enabling them to share information and
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data like never before [31]. The most comprehensive definition considers IoT as
a global infrastructure that integrates physical objects with the virtual world.
These "things" become intelligent and capable of making decisions based on
collected data [32]. This aligns with the growth of cloud computing and the
expansion of the internet's addressing capacity [33]. In a nutshell, this broader
understanding highlights the interdependence of everyday objects, individuals,
and smart devices, all collaborating to foster a more intelligent and
interconnected world [34]. Figure 2 depicts a schematic representation of the IoT
system. This illustrates the interconnection of intelligent devices, facilitating
communication and data exchange amongst them.

Figure 2. The IoT system [34]

3.3. IoT Enabling Technologies

The key technologies that enable IoT include Radio Frequency Identification,
Near Field Communication, Wireless Sensor Networks, low-energy Bluetooth,
low-energy wireless, low-energy radio protocols, and LTE-A [5]. These
technologies provide the specific networking capabilities required for an IoT
system, which differs from a standardised network of conventional systems. In
addition to these enabling technologies, 10T also relies on other technologies to
fully leverage the opportunities it presents. These technologies embrace big data,
cloud computing, sensors, and analytics software [35]. Below we provide a brief
discussion of the key IoT enabling technologies [5], [35], [36].
1) RFID: It serves as a cornerstone technology within the IoT ecosystem.
It facilitates seamless data exchange between everyday objects and a
central hub, enabling real-time status updates without manual
intervention. This technology pervades various industries, including
retail, manufacturing, and logistics, by enhancing operational efficiency
and connectivity through RFID-based 10T solution.
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2) Bluetooth Low Energy (BLE): This technology focuses on short-
range communication with low power consumption. It's ideal for
applications like fitness trackers and real-time asset tracking due to its
native suppott across many devices.

3) NFC: Similar to RFID, NFC offers a simple and energy-efficient way
for devices to connect. The user-friendly “tap-and-go” approach makes
it perfect for mobile payments and secure interactions between devices.

4) Wireless Sensor Networks (WSNs): Considered the sensory nervous
system of IoT, WSNs collect data from the environment through
sensors and transmit it to the internet. These networks are crucial for
various applications like factory monitoring and environmental tracking.

5) Cloud Computing: Cloud services provide the infrastructure, platform,
or software needed to run IoT applications. This allows firms to access
resources and develops solutions without significant upfront investment.

6) Big Data: The massive amount of data generated by loT devices
necessitates tools for analysis and understanding. Big data analytics helps
extract valuable insights from this vast information.

7) Communication Protocols and Network Infrastructure: Protocols
act as the “traffic rules” for data transmission, ensuring smooth
communication between devices. They define data formats and manage
errors for reliable delivery. Cellular networks, Wi-Fi, and Long Range
Wide Area Network (LoRaWAN) are some of the technologies that
provide the “communication highways” for IoT devices.

8) Embedded Systems: These compact systems, combining hardware
and software, are specifically designed for tasks within IoT devices. They
collect, analyse, and transmit data, forming the core of many IoT
solutions.

3.4. IoT Atrchitectural Design

The IoT architecture serves as the underlying framework that enables
communication between internet-connected devices. It encompasses multiple
components, including layers, sensors, protocols, actuators, and cloud services
[6], [8]. While there is no universally accepted design, researchers have proposed
different architectures. Two main models are commonly discussed: the three-
layered architecture and the five-layered architecture. The three-layered
architecture comprises the application, network, and perception layers,
representing the fundamental configuration. On the other hand, the five-layered
architecture includes additional layers such as the business, application,
processing, transport, and perception layers. These architectural models differ
not only in functionality but also in the technical terminologies they employ [37].
To provide a visual representation of these layers, Figure 3 illustrates both the
three-layered architecture (A) and the five-layered architecture (B).
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Figure 3. Architecture of IoT (A: three layered) (B: five
layered)[37]

The three-layered architecture (Basic model):

Perception Layer (Physical Layer): This layer consists of the physical
devices like sensors, cameras, and actuators that collect data from the
environment and perform actions. They send this data to the next layer
[37].

Network Layer (Transmission Layer): This layer manages
communication between devices. It uses protocols like Wi-Fi, cellular
networks, or Bluetooth to securely transmit data from sensors to the
application layer [37].

Application Layer: This top layer processes the received data, analyses
it, and presents it in a user-friendly way (like graphs or tables). It also
allows users to control devices through apps or web interfaces [37].

The five layered architecture (More complex model):

This model adds two more layers for more sophisticated applications [37]:

1

2)

Transport Layer: This layer sits between the perception layer and
processing layer. It's responsible for efficiently moving data across
networks (like Wi-Fi, local area network) from sensors to the processing
layer.

Processing Layer (Middleware Layer): This layer acts like the brain
of the system. It receives large amounts of data from the transport layer,
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analyses it, stores it, and even performs tasks like big data processing. It
often resides at the “edge” of the cloud for faster communication.

3.5. IoT Communication Models

There are four main communication models that dominate the 10T landscape.
These communication models ate briefly discussed as follows [8]:

1) Request-response model: This is a classic back-and-forth exchange. A
device (like a sensor) sends a request for information to another device
(like a server), which then responds with the data. Figure 4 illustrates the
request-response model.

Client

.

Request

Send Recieve
request to request Server
server

Fetched data/ |, Storage
resource

database

Process and
Categorise
request

E
recourses

Stored data

Response

e Prepare resources

response based on fetched data

Figure 4. The request-response model [8]

2) Publish-Subscribe model: Unlike the Push-Pull model, devices in
Publish-Subscribe (Figure 5) do not directly interact. Instead, publishers
broadcast data to designated topics. “Subscribers” interested in that
topic receive the data anonymously, eliminating the need for publisher
identification.
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Figure 5. The publisher-subscriber model [8]

3) Push-Pull model: The Push-Pull model utilises a central data queue for
communication (Figure 6). Devices can independently “push” data to
the queue and “pull” required information at set intervals. This
approach decouples data exchange, enabling smooth communication
even with varying data rates between producers and consumers.

Publisher Queues Consumers

{ ]Z Push messages to the queue  Pull messages from the queue

Sends H | | I | }—4 Consumer 1 ]

messages to
various

availabletopics_.{ | | | | H Consumer 2 ‘

Pushmessagesto the queue  Pull messages from the queue
Figure 6. The push-pull model [§]

4) Exclusive-Pair model: This is a direct, continuous connection between
two devices. It's ideal for real-time, high-bandwidth communication.
Figure 7 provides a visual representation of the Exclusive Pair model as
shown.
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Connection close request
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Figure 7. The exclusive-pair model [§]
3.6. IoT Standards and Protocols

The 10T relies on a well-defined set of communication guidelines known as
protocols and standards. These protocols dictate how data is formatted and
exchanged between devices, ensuring seamless communication within the
network [38]. The development of these protocols is a collaborative effort driven
by leading organisations like the Institute of Electrical and Electronics Engineers
(IEEE), EPCglobal, the Internet Engineering Task Force (IETF), the European
Telecommunications Standards Institute (ETSI), and the World Wide Web
Consortium (W3C)[1]. Broadly, these protocols can be categorised into two main
groups: data protocols (formatting information) and network protocols (device
connection). These standards and protocols are discussed in detail in the
subsequent sub sections:

3.6.1 IoT data protocols

A brief description of some key IoT data protocols is provided as follows [39]—
[41] :

1) Data Distribution Service (DDS): DDS is known for its speed and real-
time performance, making it suitable for high-volume data transmission. It
is commonly used in applications like robotics and autonomous vehicles
due to its low latency and reliable architecture.

2) Hyper Text Transfer Protocol (HTTP): HTTP is the foundation of
web communication and is often used for heavy data transfers. While it is
not ideal for battery-powered devices due to high energy consumption,
industries like manufacturing rely on HTTP for its ability to handle large
data loads.

3) Advanced Message Queuing Protocol (AMQP): AMQP excels in
security and secure message exchange, making it popular in server
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4

5)

8)

3.6.2

environments like banking. However, its resource-intensive nature limits
its use with resource-constrained IoT devices.

WebSocket: WebSocket facilitates two-way communication over a single
connection, making it suitable for scenarios with continuous data
exchange. It finds applications in client-server environments.
Constrained Application Protocol (CoAP): CoAP is designed
specifically for resource-constrained devices, offering a lightweight
alternative to HTTP. It is ideal for devices with limited power and
processing capabilities, such as smart energy and building automation
applications.

Extensible Messaging and Presence Protocol (XMPP): XMPP is an
open-source protocol widely used in messaging platforms. It provides
flexibility and reliability for M2M communication, enabling secure
exchange of structured and unstructured data formats.

Message Queuing Telemetry Transport (MQTT): MQTT is a
lightweight protocol that uses publish-subscribe model for efficient data
exchange. It minimises power consumption and is often used in industrial
IoT. However, it lacks standardised data representation and device
management, resulting in vendor-specific implementations.

M2M Communication Protocol: This open protocol enables affordable,
two-way communication between internet-connected devices. It allows
machines to self-monitor and adapt to changing environments, finding
applications in smart homes, automated vehicles, and vending machines.

IoT network protocols

Below, we present a concise overview of key loT network protocols [1], [42]:

)

2)

3)

4

Bluetooth: is a widely employed short-range wireless technology
facilitating connectivity between devices such as smartphones and smart
sensors with gateways. It's esteemed for its ease of use and minimal power
consumption, particulatly suitable for battery-operated devices.

IPv6 over Low-Power Wireless Personal Area Networks
(6LoWPAN): is an open standard enabling low-power witeless
technologies like BLE to access the internet. It's prevalent in applications
like home automation and industrial monitoring.

Zigbee: serves as a low-power, low-data rate wireless network protocol
often utilised in home automation and industrial environments. Known
for its reliability, security, and support for various network topologies such
as mesh networks, Zigbee scales well for numerous devices.

Lightweight Machine-to-Machine (LwM2M): is an industry protocol
facilitating remote management of resource-limited devices and low-
power sensors. It aids in cost reduction and expedites IoT solution
development by enabling M2M communication over public networks,
allowing devices to self-regulate in dynamic environments.
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5)

0)

7)

8)

3.7.

The

NFC: permits contactless data exchange within a short range, typically a
few centimeters. Frequently used in mobile payments, identification
documents, and key cards.

LoRaWAN: is an IoT protocol tailored for extensive networks housing
millions of low-power devices. Offering long-range, low-power
communication with robust signal penetration, LoRaWAN suits
applications like smart cities requiring connectivity over expansive areas..
Wi-Fi: stands as a prevalent wireless technology facilitating high-speed
data transmission across moderate distances. Though not optimal for all
IoT devices due to its higher power consumption, Wi-Fi finds application
in scenarios necessitating larger data transfers.

Thread: a newer networking protocol rooted in Zigbee, provides secure
and efficient internet connectivity for devices in compact areas.
Leveraging IPv6 for communication and boasting self-healing capabilities
within the network, Thread often underpins the Matter protocol, fostering
interoperability among diverse IoT devices.

IoT Applications

pervasiveness of IoT lies in its diverse applications. From smart homes

managing resources to wearables monitoring health, IoT is revolutionising
industries. Industrial IoT streamlines production, predicts equipment failures,
and optimises supply chains [49]. Agriculture benefits from real-time monitoring,
leading to improved resource usage and crop yields [50]. The healthcare industry
leverages 10T for remote patient monitoring and improved communication [51],
while autonomous vehicles rely on it for safe navigation [52]. Figure 8 provides a
comprehensive overview of a block diagram illustrating different application
areas within the IoT.

N =
N Intelligent N
Intelligent transport and Intelligent city Smart Grid Smart Green Smart industry
Healthcare EVs environment and Retail
> >

| | Elderly Vehicle || Smarthome Smart :i‘:I:::iaTirt‘ya"d Smart product
Health care | moenitoin, and building [ i | | management
9 metering meonitoring 9
| | Emergency || | Road || streetlight | | Load | | Forestand || | 5'“"" P“‘-‘:”“
Services monitoring | | | mar wild fires supply an
matag control
Patient and Smart Waste Real time Smart Food
l—| hospital —|  Parking F—| management —| monitoring of | | 3 | monitoring
monitoring g power agriculture and packaging
y
Medical Charging S.Ecurity and Genera.tin.m, Smart Intelligent
=] equipment —| station for Evs| [—| disaster t—| transmission | |—| Irrigation —| shopping
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Medicine Transport and Water/Gas Equipment C:matib Industry
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monitoring monitoring

Figure 8. Block diagram of various IoT application domains [53].
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3.8. IoT Predictions, Usage and Growth Statistics

The IoT is rapidly transforming the world, driven by a surge in connected
devices and the promise of immense economic impact. Forecasts predict a
staggering number of connected devices — exceeding 50 billion globally by 2025
[10] — translating to a multi-trillion-dollar market by 2030 [11]. This growth is
particularly pronounced in the Asia-Pacific region, fueled by factors like remote
operations, efficient supply chains, and expanding 5G networks [43]. Cost
savings remain a key driver for IoT adoption, with over half of enterprises citing
it as a major motivator [44]. Industrial applications account for a significant
portion of projects, followed by transportation, energy, and healthcare. Notably,
smart home devices are expected to remain dominant [11]. The widespread
adoption is driven by the availability of cost-effective hardware like sensors and
RFID tags [45].

Enterprise adoption of the IoT has witnessed a significant surge in recent years,
with global spending projected to reach $1.1 trillion by 2023 [46]. The Asia-
Pacific region has emerged as a leader in this growth, with a recent industry
report highlighting it as the top spender on IoT in 2019. Notably, India
contributed a significant amount, with spending reaching US$20.6 billion [46].
Some studies predict significant growth in the IoT device market, with estimates
reaching $1.1 trillion by the end of 2026 [47]. Past industry forecasts anticipated
a promising future for the global IoT market. Analysts predicted a Compound
Annual Growth Rate (CAGR) of 21.9% from 2022 to 2023, translating to a
market value reaching $486.7 billion in 2023, up from $399.41 billion in 2022
[48]. This surge in adoption underscores the growing recognition of the potential
benefits that IoT offers for businesses across various sectors. Figure 9 depicts
McKinsey Global Institute's estimations for the market share distribution of
prominent IoT application areas. This illustrates that the healthcare industry was
anticipated to hold the largest market share, followed by the manufacturing
sector [27].

|Estimated Market Share of Major loT Applications Areas by 2025|

Agriculture
Electricity
Healthcare
Manufacturing
Retail

Resource Extraction

loT Application Areas

Security
Urban Infrastructure
Vehicles

0 5 10 15 20 25 30 35 40 45
Estimated Market Share (%)

Figure 9. McKinsey Global Institute’s 2025 projection of market share for key
IoT application areas
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The 10T is revolutionising businesses by boosting productivity, efficiency, and
innovation. Experts predict companies that do not embrace IoT will fall behind

competitors [54]. Table 2 provides a summary of IoT benefits as shown.

Table 2. An overview of IoT adoption benefits

Benefit Description Source

Enhanced productivity Automates tasks, gathers real-time data, optimises  [55]

and efficiency processes

Innovation Enables new ways to interact with machines, [55]
fosters data-driven decision making.

Improved customer Enables features like real-time tracking and [50]

experience personalised products.

Reduced costs Minimises human error, optimises resource [57]
allocation, and predicts equipment failures.

Enhanced safety Improves workplace safety through connected [58]
sensors and remote monitoring.

Stronger competitive Enables faster product development, data-driven [59]

advantage marketing, and efficient operations.

Global market reach Streamlines international operations and facilitates  [59]
data exchange.

Stakeholder engagement  Creates a unified network for seamless [60]
collaboration.

Personalised Products Enables faster development of customised [61]

and Services offerings.

Improved inventory Automates stock level monitoring and minimises [55]

management manual intervention.

Customer-centric Enables data-driven product development based [57]

approach on customer behaviour

Reduced operational Automates workflows, minimises waste, and [62]

costs optimises energy usage

Streamlined supply Enables real-time tracking of goods and optimises  [63]

chains fleet management

Enhanced workplace Monitors hazardous areas and processes, removes  [64]

safety humans from potential danger.

Improved big data Integrates data for better decision making and [65]

analytics forecasting

Enhanced customer Provides features like real-time delivery tracking [57]

convenience

and personalised notifications.

Source: Author
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While the IoT offers significant benefits, realising its full potential can be
challenging. Pansara [66] emphasises the importance of overcoming these
challenges, as doing so can mitigate the fear of failure that often deters
organisations from adopting IoT solutions despite their potential value [67].
Table 3 provides a summary of the key batriers organisations face when
considering IoT adoption.

Table 3. An overview of IoT adoption barriers

Barrier Description Source

Security and privacy Data breaches, unauthorised access, privacy [68]
concerns e.g. Anthem, Apple, Home Depot data
breaches

Regulatory landscape Lack of clear regulations, fragmented governance [59]

Interoperability Difficulty connecting devices and systems from [69]
different vendors.

Cost High upfront and ongoing costs for hardware, [70]
software, and personnel

Lack of standards Inconsistent standards hinder data shating and [71]
integration

Business process Difficulty adapting existing processes to work with  [69]

integration IoT

Lack of awareness and Employees unaware of 10T benefits, skills gap in [72]

skills management.

Vendor selection Difficulty finding reliable vendors for scalable and ~ [73]
secure solutions

Energy consumption Large amounts of data require processing, [74]
increasing energy demand

Technical and business Evolving technology landscape, competition, [75]

uncertainties future-proofing investments.

Limited internet Poor internet connectivity in some regions hinders ~ [76]

infrastructure scalability.

Unfulfilled expectations ~ Past technologies like RFID have not met initial [77]

hype.

Source: Author

4. CONCLUSION

This study investigates the IoT landscape through a systematic literature review
methodology. This analyses publications from 2020-2024 alongside influential

earlier works. The research explores

the evolving landscape of IoT,

encompassing its history, definitions, enabling technologies, architectures,
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communication protocols, applications, usage trends, and the potential benefits
and challenges it presents. A key finding is the lack of a single, universally
accepted definition for IoT. Similarly, architectural models vary across scholarly
works, with three-layer models for basic applications and five-layer models for
complex scenarios being most prevalent. Communication protocols are
categorised into data and network categories. While IoT adoption offers
immense potential, it also presents both advantages and disadvantages. The
potential benefits include increased productivity, innovation, customer
satisfaction, cost reduction, safety improvements, and a competitive edge for
businesses. However, challenges persist in areas such as security, privacy,
regulations, and interoperability. Concerns also remain regarding high costs, lack
of standardisation, integration complexities, skill gaps, vendor selection, energy
consumption, and unmet expectations. The study acknowledges the ongoing
development of IoT and highlights the need for future research. This includes
exploring the intricacies of the IoT protocol stack for secure communication
possibly in digital twins, secure design architectures using blockchain. Moreover,
future studies can explore seamless integration of IoT with Al and machine
learning for intelligent automation.
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