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Abstract

The rapid development of computer networks and data communications has significantly
impacted all government sectors in Indonesia. The Madiun Regency Health Service relies
on a web-based health reporting application, E-link Health Report, to manage health
information data from community health centers. However, this application is vulnerable
to cybet-attacks, necessitating enhanced security measures. To address this issue, the health
service implemented a Virtual Private Network (VPN) using the Point-to-Point Tunneling
Protocol (PPTP) to bolster system secutity. The aim of this research is to analyze the
effectiveness of the implemented VPN with PPTP protocol in enhancing network
reliability and data transmission security. The Network Development Lifecycle (NDLC)
method was employed to conduct this analysis, focusing on parameters such as network
reliability and the ability to secure data transmission against cyber threats. The results
demonstrate a significant improvement in both network reliability and data transmission
security following the implementation of the VPN with PPTP protocol. This study
provides a comprehensive comparison of network performance before and after the
implementation, highlighting the effectiveness of VPNs in securing web-based health
reporting applications.
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1. INTRODUCTION

In the digital era, information and communication technology (ICT) has become
indispensable, simplifying numerous activities through client-server and web-
based applications. This trend is evident in Madiun Regency, particularly within
the Madiun Regency Health Service, which utilizes web-based applications to
manage health information reports from all Community Health Centers across the
region. However, these web-based platforms have become prime targets for cyber
attacks, highlighting the need for enhanced data security measures.

Previous research has demonstrated success in developing a data security method
using a virtual private network (VPN) on a public network to protect data and
information [1]. Despite these advancements, there is a significant gap in
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understanding the effectiveness of VPN, particularly those using the Point-to-
Point Tunneling Protocol (PPTP), in providing robust data security and improving
internet use efficiency within the Madiun District Health Service.

A VPN enables different private entities to share information as if they were part
of the same private network, offering an isolated and secure environment that does
not interfere with other data traffic. PPTP, one of several VPN protocols, is
advantageous due to its inclusion in the PPP package and automatic installation
on most client operating systems [2]. The Network Development Life Cycle
(NDLC) method, used in this research, allows for comprehensive monitoring of
network statistics and performance through its six stages: analysis, design,
simulation or prototyping, implementation, monitoring, and management [3].
Wireshark, a widely used network analyzer application, provides detailed
information about data captured on the network, facilitating analysis of data packet
transmission and connectivity processes. This tool's capabilities are crucial in
assessing the performance and security of VPN implementations [4].

While several studies have investigated VPNs and the PPTP protocol, there
remains a lack of comprehensive analysis regarding their specific application
within public health service networks. Research by S. Ikhwan and A. Amalina
demonstrated that VPN networks using the PPTP protocol offer better Quality
of Service (QoS) and higher data transfer speeds in FTP services, while the Layer
2 Tunneling Protocol (L2TP) provides better data security due to its layered
encryption [5]. However, comparative studies of PPTP and L2TP protocols
indicate no significant difference in overall internet performance, highlighting the
need for further evaluation in specific contexts such as public health services [6],

[71, (8], O]

The aim of this research is to fill this gap by analyzing the effectiveness of the
PPTP protocol in providing data security and improving internet use efficiency
within the Madiun District Health Service. This study will use the NDLC method
to evaluate the performance and security of the VPN implementation, employing
tools such as Wireshark for detailed network analysis. By addressing this gap, the
research seeks to enhance the understanding of VPN applications in public health
services, contributing to more secure and efficient network infrastructures.

2. METHODS
2.1. Research Methods
The method used in this research is the Network Development Lifecycle method

[10], [11], [12]. This method relies on previous development processes such as
business strategy planning, application development life cycle, and data
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distribution analysis. With this method, the aim is to have stages, steps, or process
mechanisms for redesigning computer networks properly and correctly.
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Figure 1. NDLC Method [13]

As in Figure 1, the NDLC method has six stages that are applied to analyze the
effectiveness of VPN use with the PPTP protocol at the Madiun District Health

Service.

1.

Analysis is the initial stage for researchers to assess needs, problems, and
user requirements. It involves analyzing the network topology currently
existing at the Madiun District Health Service as a basis for conducting
test scenarios.

Design from previously obtained data: At this stage, we will create a
design drawing of the interconnection network topology built and studied
again to find weaknesses in the existing network topology. It is hoped that
this will provide a complete picture of the existing needs of the Madiun
district health service

Simulation is the stage where the author builds a system prototype for the
Madiun district health service using data from previous stages and tools
to design the topology.

The implementation uses design specifications as input to the process to
produce output that has been produced at the simulation and prototyping
stages. The results are in the form of implementation instructions, which
are divided into two parts: configuration and analysis at the Madiun
district health service.

At this stage, monitoring and supervision are conducted to ensure the
system's effectiveness, allowing the computer and communications
network to operate according to the uset's initial desires and objectives.
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6. Management or regulation is a special concern, especially policy issues
that need to be addressed to ensure that the system built can run well, last
a long time, and maintain reliability.

3. RESULTS AND DISCUSSION

3.1 Network Design

At this design stage, the author compares existing networks. Where the network
design still needs to use VPN, there are still many weaknesses that can be mapped.
The following is the network design topology that connects the e-link server at the

Madiun District Health Service and the Community Health Center

Ip public
internet

4
[ [}
L 1L 1] 4

Figure 2. Network Topology Figure 3. Network Topology with
Without Vpn Connection Vpn Connection

The topology on Figure 2, shows that the e-link server and health center are
connected directly to the public internet IP address without adequate data security,
making them vulnerable to cyber-attacks. For this reason, it is necessary to
redesign the topology by utilizing VPN and the PPTP protocol. Figure 3 shows a
topology that has been designed using VPN lines with the PPTP protocol. We will
test this topology's speed, effectiveness, and security by compating the two
topologies.

3.2 Testing Scenario

The research includes various test scenarios, such as connectivity testing, which
involves ping time testing to measure response time and connection success.
Additionally, hop testing was conducted using traceroute to analyze the path of
data packets through tunnels in the VPN network. Security was a key focus,
particularly in examining encryption to ensure proper packet delivery.
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Connectivity testing involves comparing network performance using a VPN and
a network without a VPN. Likewise, network security testing is conducted in two
stages: first without VPN, and then with Tunnel VPN using Wireshark tools.

1) Connectivity testing, with VPN.

We conducted VPN tunnel connectivity testing on the Mikrotik network at the
local health center to the local network of the health service's Mikrotik.
Specifically, we tested the IP address of the e-link server, which is 10.10.10.10
(local IP). The testing involved using the ping command (Figure 4) to measure
response time and TTL (Time to Live) parameters for sending ICMP packets. We
also obtained traceroute results, as shown in Table 1.

Teminal <3>

16 10.10.10.10 56 63 26ms347Tus -
17 10.10.10.10 56 63 25ms978us

1g 10.10.10.10 58 63 26ms569%us

1% 10.10.10.10 58 63 26ms559%us

zent=20 received=20 packet-loss3=0% min-rtt=25ms72lus avg-rtt=26ms458us
max-rtt=31lms&05%us
SEQ HOST SIEE TTL TIME STATUS

20 10.10.10.10 56 63 25ms935us
21 10.10.10.10 58 63 25ms3950us
22 10.10.10.10 58 63 26msZ2bus
23 10.10.10.10 58 63 26ms655us
24 10.10.10.10 58 63 26ms299%us
25 10.10.10.10 56 63 25msT7T72us
26 10.10.10.10 56 63 26ms35lus

-

Figure 4. Tunnel VPN Network Ping Results

In Figure 4, it is evident that the response time on the VPN tunnel network ranges
from 25ms to 26ms, with a TTL (time to live) of 63. The observed response time
suggests that the connection performance is quite responsive. Additionally, a TTL
value of 63 indicates that the packet has traversed 63 hops in the network.

Table 1. VPN tunnel Traceroute

Src Dst Hops
Address Address Count
10.8.8.1
10.8.8.100 10.10.10.10 10.20.30.1
10.10.10.10

In Table 1, you can see the results of the VPN Tunnel traceroute test. After
implementing the Tunnel VPN, the number of hops between the health center's
router and the health service's router has been reduced, leading to an increase in
data transfer speed. The source address originating from the local IP of the health
center's router can bypass hops to the health service's router using only hops
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10.20.30.1. This means that it only takes three hops to reach the health service
router.

2) Connectivity testing without VPN

In the second connectivity test, the author attempted to perform a ping and
traceroute between the local health center's Mikrotik network and the elink servet's
public IP 103.228.246.18. This test was conducted to measure response time, TTL
(as shown in figure 5), and the number of hops taken when transferring data
packets without using a VPN tunnel (as shown in Table 2).

58 5S5& 26m=s912us -

568 56 26ms710us
sent=40 receiwved=39 packet-loss=2% min-rtt=26msl78us avg-rtt=27ms1ll13us
max-roce=45ms731us
SIZE TTL TIME STATUS

56 56 26msB25us
568 56 26ms564us
58 5S5& 2ems526us
568 56 26mslldus
568 56 26ms323us
56 56 26ms2Z36us
56 56 26ms2&6Tus
56 56 26msaSus
58 56 26ms347Tus

Figure 5. Tunnel VPN Network Ping Results without VPN

In Figure 5, it is explained that the response time on a network without a VPN
does not show a significant difference from a network that uses a VPN. The
network response time without a VPN is 26 ms. On the other hand, the TTL
(Time to Live) on networks that use VPN is considered better, with a TTL value
on a VPN Tunnel network reaching 63, while the TTL on a network without using
a Tunnel is only 56. TTL is a value that is decremented every time a packet passes
through a hop or relay point in a network. The packet will be ignored or dropped
if the TTL value reaches zero. Therefore, the more hops traversed, the smaller the
TTL value.
Table 2. Traceroute without VPN
Src Address Dst Address Hops Count
10.8.8.100
10.106.208.1
10.99.100.125
10.99.100.109
10.8.8.100 103.228.246.18 103.127.65.18
103.144.133.113
123.108.9.146
103.228.247.10
103.228.246.18
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Table 2 shows that when transferring data on a network without VPN from
network 10.8.8.0/24 to 103.228.246.18, the number of hops is nine. This results
in low reliability of data transfer on the network, as data packets are more likely to
be lost when passing through multiple hops. In contrast, networks that have
implemented VPN allow the same router to pass through only three hops,
significantly improving reliability. The Time to Live (T'TL) is explained in Figure
2, and it significantly impacts the reliability of data transfer.

3) Sniffing result without VPN

Wireshark will be a man-in-the-middle attack between the health center's Mikrotik
router and the Elink server. The tool will capture every data packet that goes to
the Elink server's public IP and analyze its contents to identify security gaps when
sending and receiving data.

& Wireshark

s ¢

Figure 6. Sniffing Result Without VPN

Figure 6 concludes that Wireshark can identify and record HTTP POST activity
between the health center proxy and the link server. It can also capture posted
data, including sensitive information such as usernames and passwords. This
shows that E-link servers accessed without the use of a VPN are very vulnerable
to security attacks because unauthorized parties can read information that should
be confidential.

4) Sniffing Result With VPN

Sniffing was also conducted to test the VPN network using the PPTP protocol.
This involved capturing data packets passing between the health centet's Microtik
and the link server in the VPN network. The results of the security testing for the
VPN with PPTP protocol are shown in Figure 7.
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In Figure 7, it can be explained that the public IP of the e-link Server used to
communicate between the e-link Server and the health center's Mikrotik, cannot
be directly seen in Wireshark because the Servetr's public IP, namely
103.228.246.18 has been encrypted using the PPTP protocol. During the
communication process between the health center Client and the Server, only the
source address (src address) 10.8.8.100, which is the local IP of the Mikrotik health
centert, is visible, and the destination address (dst address) 103.228.246.20, which
is the IP of the Mikrotik PPTP server used by public health Office. Apart from
that, in the information status of data packets sent and received, there is a
"compressed data" status indicating that the data packets sent and received have
been encrypted using PPTP. This means that the data sent and received between
the health center client and the Server has gone through an encryption process,
increasing the level of security and protecting the information in the data packet
from unauthorized access during the communication process.

£ Capturing from Ethernet - [m] X
mEe RNE Qe»EF IS S QQ_TF
[R]Apply a display filter .. <Ctrl-/ o -+
No. Time Source Destination Protocol Length Info |
5373 69.511713 10.8.8.100 103.228.246.20 PPP Co. 110 Compressed data
5374 69.511953 10.8.8.100 103.228.246.20 PPP Co. 94 Compressed data
5375 69.513287 16.8.8.100 103.228.246.20 PPP Co. 98 Compressed data
5376 69.522132 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5377 69.530594 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5378 69.531258 10.8.8.100 103.228.246.20 PPP Co. 98 Compressed data
5379 69.539840 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5380 69.550221 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5381 69.551249 10.8.8.100 103.228.246.20 PPP Co. 98 Compressed data
5382 69.561617 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5383 69.570559 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5384 69.571262 16.8.8.100 103.228.246.20 PPP Co. 98 Compressed data
5385 69.580687 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5386 69.590958 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5387 69.591857 10.8.8.100 103.228.246.20 PPP Co. 98 Compressed data
5388 69.599653 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5389 69.600743 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5390 69.602092 10.8.8.100 103.228.246.20 PPP Co. 98 Compressed data
5391 69.620270 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5392 69.620270 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5393 69.621420 10.8.8.100 103.228.246.20 PPP Co. 98 Compressed data
5394 69.640738 103.228.246.20 10.8.8.100 PPP Co. 148 Compressed data
5395 A9 K414 1A 46 20 10 100 PPP_(, 148 d data v
Frame 1: 95 bytes on wire (760 bits), 95 bytes cap 64 d1 54 c9 47 ff bc 24 11 ed 93 b6 08 60 45 80 d-T-G--$ E
Ethernet II, Src: ProxmoxServe e4:93:b6 (bc:24:11: e iz ii ;’g gi Zg g:: gg ?1’ gg g; g§ gi 5; i; ;g QZ i b dg
Internet Protocol Version 4, Src: 10.8.8.100, Dst: b o e o ;e s = OV
g =i G Eiemmnlasie () €6 18 77 2b 7b 95 17 f3 e5 aa 79 4b 69 ea 71 7c - -wr{ yki-ql
Flags and Version: ©x3001 d5 be bf 20 2b cf c8 ec 30 bd db ef 08 cd 59 S+ e ¥
Protocol Type: PPP (©x880b)
Payload Length: 49
Call ID: 9
Sequence Number: 681
v Point-to-Point Protocol
Address: exff
Control: 8x03
Protocol: Compressed datagram (@x06fd)
PPP Compressed Datagram
@ >
(@ 7 Contains the Peer's Call ID for the session to which this packet belongs. (gre.key.call_id), 2 bytes Packets: 13221 - Displayed: 13221 (100.0%) || Profile: Default

Figure 7. Sniffing Result With VPN
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4. CONCLUSION

This research demonstrates that the implementation of a VPN in the Madiun
District Health Service significantly reduces the number of hops, thereby
decreasing network traffic and optimizing internet usage. The use of the PPTP
protocol proves advantageous due to its ease of configuration, low cost, and broad
compatibility with both desktop and mobile operating systems, while also
providing reliable data security. To further enhance data security, it is
recommended to incorporate a firewall to minimize potential cyber attacks.
Additionally, continuous improvements in internet connectivity at the Madiun
District Health Service are essential for maintaining optimal network performance
and security.
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